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Topic is used to identify the message




| AWS-ToT

* Create AWS account
* Free Credits:
https://aws.amazon.com/bl

ogs/aws/aws-educate-
credits-training-content-
and-collaboration-for-
students-educators/

https://aws.amazon.com/e
ducation/awseducate/

e Goto AWS loT

B

Database

RDS

ElastiCache

Neptune

Amazon QLDB

Amazon DocumentDB
Amazon Keyspaces
Amazon Timestream
DynamoDB

Amazon MemoryDB for
Redis

Migration & Transfer

AWS Migration Hub

AWS Application Migration
Service

Application Discovery
Service

Database Migration Service
AWS Transfer Family

AWS Snow Family
DataSync

AWS Mainframe
Modernization

Networking &
Content Delivery

VPC

CloudFront

Route 53

API| Gateway
Direct Connect
AWS App Mesh
Global Accelerator
AWS Cloud Map

Daika EZ Amnlicadian

B

Jalciute
Ground Station

Quantum
Technologies

Amazon Braket

Management &
Governance

AWS Organizations
CloudWatch

AWS Auto Scaling
CloudFormation

Config

OpsWorks

Service Catalog

Systems Manager
Trusted Advisor

Control Tower

AWS License Manager
AWS Well-Architected Tool
AWS Health Dashboard
AWS Chatbot

Launch Wizard

AWS Compute Optimizer
Resource Groups & Tag
Editor

Amazon Grafana
Amazon Prometheus
AWS Resilience Hub
Incident Manager
Service Quotas

AWS Proton

CloudTrail

AWS Resource Explorer
AWS User Notifications
AWS Telco Network Builder

AWS Healthimaging
Analytics

Athena
Amazon Redshift
CloudSearch

Amazon OpenSearch Service

Kinesis

QuickSight

Data Pipeline

AWS Data Exchange
AWS Lake Formation
MSK

AWS Glue DataBrew
Amazon FinSpace
AWS Glue

EMR

AWS Clean Rooms
AWS Entity Resolution
Managed Apache Flink

Security, Identity, &
Compliance

1AM

Resource Access Manager
Cognito

Secrets Manager
GuardDuty

Amazon Inspector
Amazon Macie

IAM Identity Center
Certificate Manager

Key Management Service
CloudHSM

Directory Service

WAF & Shield

Cyber-Physical Systems Laborato

Amazon Pinpoint
Amazon Honeycode
Amazon Chime
Amazon Simple Email
Service

Amazon WorkDocs
Amazon WorkMail
AWS Supply Chain
AWS AppFabric
AWS Wickr

Amazon Chime SDK

End User Computing

WorkSpaces
AppStream 2.0
WorkSpaces Web

Internet of Things

loT 1-Click

loT Analytics

10T Device Defender
loT Device Management
loT Greengrass

OT Events
AWS |oT FleetWise
loT RoboRunner
loT TwinMaker

Game Development

Amazon GamelLift
Amazon GameSparks
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Create Things B e

AWS loT X AWS loT > Manage » Things
Monitor Things (1) info ’ C ‘ l Advanced search | ‘ Run aggregations Create things
An |oT thing is a representation and record of your physical device in the cloud. A physical device

needs a thing record in order to work with AWS loT.

G t
onnec Q Filter things by: name, type, group, billing, or searchable attribute. 1 &
Connect one device
» Connect many devices (] Name Thing type
O storm_watch -

Test

MQTT test client

Manage

v_All devices

Things

TAING groups.
Thing types

Fleet metrics

v

Greengrass devices

Software packages New

v

Remote actions

v

Message routing

Retained messages

v

Security

v

Fleet Hub

0 things selected N




I Create Things B

Thing properties info

Thing name

cse521

Enter a unique name containing only: letters, numbers, hyphens, colons, or underscores. A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detail that can help you to organize, manage, and search your things.
» Thing type - optional
» Searchable thing attributes - optional
» Thing groups - optional
» Billing group - optional

» Packages and versions - optional




I Certificate

Configure device certificate - optional .

A device requires a certificate to connect to AWS loT. You can choose how to register a certificate for your device now, or you
can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an active

certificate with an appropriate policy.

Device certificate

O Auto-generate a new certificate (recommended) . o R .
Generate a certificate, public key, and private key using AWS IoT's certificate authority. () ‘ e rt I f I Ca te . a u t h e n tl Ca te t h e d eV I Ce
L]

O sy e ot sttty » Policy: define the roles/permissions
of the certificate

O Upload CSR
Register your CA and use your own certificates on one or many devices. - Vlrtual COpy Of the thlng (ShadOW):
Store/retrieve some information

O Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.

Cancel Previous Next




Create Policy B

Create policy

AWS IoT Core policies allow you to manage access to the AWS IoT Core data plane operations.

Policy properties
AWS loT Core supports named policies so that many identities can reference the same policy document.

cse521_2023_policy

—— wphedumeric string that can also contain period (.), comma (,), hyphen(-), underscore (), plus sign (+), equal sign (=), and at sign (@) characters, but no spaces.

poney s

» Tags - optional

Policy statements Policy examples

Policy document info

An AWS IoT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources.

I Allow v I

* | [ remove |

l Add new statement

Cancel Create




Create Policy LM}

Attach policies to certificate - optional i

AWS IoT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device.

Policies (1/4) C Create policy [

Select up to 10 policies to attach to this certificate.

Q 1 &

= Name
storm_watch_policy
esp32policy

cse521_policy

cse521_2023_policy

Cancel Previous Create thing
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I Download Certificates LAl

Download and save (one-time
opportunity)

* Private key
* Public key
* Device certificate

* Root CA certificate » Certificate: authenticate the device

* Policy: define the roles/permissions
Need these for physical things of the certificate

* Virtual copy of the thing (Shadow):
Store/retrieve some information
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Attributes Certificates Thing groups Device Shadows Activity Packages and versions Jobs Alarms Defender metrics

Device Shadows (0) info

Create Shadow

Device Shadows allow connected devices to sync their state with AWS. You can also get, update or
delete the state information about this thing's Device Shadows by using HTTPS and MQTT topics.

Q Filter Device Shadows 1 @

Name A ‘ MQTT topic prefix Fleet indexing status Last updated date

No Device Shadows

This thing resporcetoesrriTaveany Devitg Shadows.

Create Shadow

Shadow is a special topic in AWS loT




I Test

AWS I01

Monitor

Connect
Connect one device

» Connect many devices

Test

MQTT test client

AWS loT > MQTT test client

MQTT test client i

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate their state to AWS loT. AWS lo1
to inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.

» Connection details

You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page.

Manage

¥ All devices
Things
Thing groups
Thing types

Fleet metrics

v

Greengrass devices

Software packages New

v

Remote actions

v

Message routing

Retained messages

v

Security

v

Fleet Hub

Subscribe to a topic Publish to a topic

lopic name

he topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of 0.

Q. $aws/things/cse521_2023/shadow/update

flessage payload

{ "state™:{

"reported":{

"welcome": "CSE521",

"time":"15:13",

"temperature":"30"} },

"message": "Hello from CSE521s console"}

N

» Additional configuration

Publish

Cyber-Physical Systems Laboratory

JSON file:

{ "state":{

"reported”:{
"welcome": "CSE521",
"time":"15:13",
"temperature":"30"} },
"message": "Hello from

CSE521s console"}

https://docs.aws.amazon.com/1
ot/latest/developerguide/device
-shadow-document.html



https://docs.aws.amazon.com/iot/latest/developerguide/device-shadow-document.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-shadow-document.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-shadow-document.html
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Test CPSL

Device Shadow document info

The Device Shadow document contains the reported, desired, and delta values of the device's state. You can edit the state values here or programmatically. Your device can sync its state while it's connected to AWS IoT.

Device Shadow state

"state": {
"desired": {
"welcome": "aws-iot"

}!

"reported": {
"welcome": "CSE521",
"time": "15:13",

"temperature": "30"
}I
"delta": {

"welcome": "aws-iot"

In “Things” page - “shadow”




I Connect Your Device 1oL}

Prepare your device

1. Turn on your device and make sure it's connected to the internet.

2. Choose how you want to load files onto your device.

1. If your device supports a browser, open the AWS loT console on your device and run this wizard. You can
download the files directly to your device from the browser.

2. If your device doesn't support a browser, choose the best way to transfer files from the computer with the
browser to your device. Some options to transfer files include using the file transfer protocol (FTP) and using a
USB memory stick.

3. Make sure that you can access a command-line interface on your device.

1. If you're running this wizard on your loT device, open a terminal window on your device to access a command-line
interface.

2. If you're not running this on your loT device, open an SSH terminal window on this device and connect it to your
loT device.
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