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ABSTRACT OF THE DISSERTATION
Scaling Quantum Systems: Quantum Networks, Distributed Quantum Computing, and Security
by
Zebo Yang
Doctor of Philosophy in Computer Science
Washington University in St. Louis, 2025

Professor Roger Chamberlain, Chair

Recent advancements in quantum computing have opened up new possibilities across various
fields, offering significant potential to enhance computation, communication, cryptography, and
applications in areas like sensing, medicine, and chemistry. However, the capabilities of individual
quantum devices are still limited, and scaling quantum hardware monolithically presents
substantial challenges. Interconnecting quantum systems offers a promising alternative by
aggregating capabilities across a network, thereby enabling quantum advantages for larger and
more practical problems. This interconnection is achieved through quantum networking, which
links external quantum systems, and Distributed Quantum Computing (DQC), which connects
quantum processors within a system, such as in quantum data centers. As the scale of

interconnected systems increases, security concerns associated with their integration also grow.

To advance quantum networking and DQC techniques, numerous models of quantum repeaters
and switches have been proposed, each presenting distinct strategies for enabling quantum
communication over long distances. Our focus is on repeaters that leverage entanglement
generation and swapping, known as “quantum-native” or “first-generation” repeaters. These

repeaters face challenges stemming from the probabilistic nature of entanglement generation and

xi



limited coherence times. To address these challenges, this dissertation examines the core principles

of quantum networking, DQC, and quantum network security, and presents our contributions to

these fields.

In particular, we propose Asynchronous Entanglement Routing (AER) to eliminate the need for
synchronized operations required by existing approaches and to preserve unused entanglement
links, significantly enhancing the efficiency of End-to-End (E2E) entanglement distribution. AER
operates in a distributed manner using only local neighbor information for routing, employing
structures such as Destination-Oriented Directed Acyclic Graphs (DODAGs) or distributed
spanning trees. By mitigating delays caused by network-wide updates, AER significantly improves
practicality for quantum applications. Our results demonstrate that AER achieve a higher upper
bound and significantly increase the entanglement rate compared to existing synchronous
approaches. The practicality and efficiency gains suggest that AER will have a substantial impact

on quantum networks as technology progresses.

We further extend AER to a multi-tree networking scheme to accommodate larger-scale quantum
networks. This approach connects multiple DODAGs in a distributed manner, achieving a higher
E2E entanglement generation rate in a practical and asynchronous fashion, while still relying
solely on the local knowledge of each node’s entanglement links. Testing on both generated and
realistic topologies indicates that the multi-tree approach outperforms single-tree and synchronous
routing schemes in terms of entanglement rate and efficiency. This work highlights the
effectiveness of asynchronous routing strategies for diverse quantum network topologies and

presents a superior routing solution.

xii



In addition to interconnecting external quantum systems, the need for linking Quantum Processing
Units (QPUs) within a single system has also grown, driving the expansion of DQC architectures.
In a quantum data center with multiple QPUs distributed across different racks, executing remote
gates requires entanglement between distinct QPUs. However, generating this entanglement often
leads to congestion and resource contention. To address this, we propose a resource management
framework that maximizes fidelity-guaranteed throughput while maintaining dependencies. We
formulate the problem as a Mixed-Integer Linear Programming (MILP) model for benchmarking
and introduce efficient heuristic scheduling algorithms. Simulations show that these heuristics
closely approximate the solver’s results, demonstrating their practicality for managing remote

gates and improving overall performance.

Despite the enhanced security that quantum networks offer over traditional systems, the quantum
internet still faces unique security challenges crucial for ensuring its Confidentiality, Integrity, and
Availability (CIA). We examine these challenges by analyzing vulnerabilities and potential
mitigation strategies across different layers of the quantum internet, including the physical, link,
network, and application layers. We assess the severity of potential attacks and evaluate the
effectiveness of corresponding countermeasures, integrating both classical and quantum
approaches. The findings highlight the dynamic nature of security risks and emphasize the need
for adaptive security measures. It underscores the need of continuous exploration into the security

aspects of the quantum internet to enhance its robustness and facilitate its widespread adoption.

We further explore quantum-era cryptographic applications through a theoretical analysis of
quantum blockchains for decentralized identity authentication. It includes a proposed conceptual
framework, a review of supporting technical evidence, and an evaluation of its core components,

feasibility, effectiveness, and limitations.
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Chapter 1: Introduction

Recent advancements in quantum computing have opened up new possibilities across various
fields, offering significant potential to enhance computation, communication, cryptography, and
applications in areas such as sensing, medicine, and chemistry [1], [2], [3], [4], [5], [6]. These
developments have been propelled by the unique properties of quantum mechanics, including
superposition and entanglement [7], [8], [9], which enable capabilities far beyond those of classical
systems. However, the capabilities of individual quantum devices remain limited due to factors
such as coherence times, error rates, and the complexity of scaling quantum hardware
monolithically [10], [11], [12]. Overcoming these challenges has become a primary focus of

current quantum research [13], [14], [15], [16].

Interconnecting quantum systems presents a promising alternative to monolithic scaling by
aggregating capabilities across a network. This approach leverages quantum networking [17], [18],
which enables communication between separate quantum systems, and Distributed Quantum
Computing (DQC) [19], [20], which integrates multiple quantum processors within a unified
framework, such as quantum data centers. By distributing computational tasks and facilitating
resource sharing, these interconnected systems aim to harness the full potential of quantum
advantages for solving larger and more practical problems that are currently infeasible for

individual quantum devices.

As the scale of interconnected quantum systems continues to expand, the complexity of managing
resources, maintaining coherence, and optimizing communication increases significantly. In this
context, quantum repeaters and switches play a crucial role in extending the range of quantum

communication by enabling entanglement generation and swapping over long distances [21], [22],

1



[23]. However, these mechanisms introduce additional challenges, including probabilistic
entanglement generation, resource contention, and the need for efficient routing protocols that can

adapt to the dynamic nature of quantum networks [24], [25].

Moreover, the integration of multiple quantum systems raises substantial security concerns.
Ensuring the Confidentiality, Integrity, and Availability (CIA) of information in quantum networks
requires addressing vulnerabilities across various layers, from the physical to the application level
[26], [27]. The emergence of the quantum internet, which envisions a global network of quantum
systems, has intensified the demand for advanced security protocols capable of mitigating potential
threats, such as eavesdropping and entanglement manipulation [28], [29]. As a result, designing

robust security frameworks for quantum networks has become a vital area of research.

This dissertation aims to address these challenges by proposing new techniques for routing,
resource management, and security in quantum networks and DQC architectures. It explores both
the theoretical foundations and practical implementations of these techniques, providing a novel
set of techniques and a comprehensive analysis of their effectiveness in enhancing the scalability,
efficiency, and security of interconnected quantum systems. In doing so, this work seeks to
contribute to the advancement of scalable and secure quantum networks that can support a broad

range of applications, paving the way for the future quantum internet.

The remainder of this chapter presents the fundamentals of quantum networks, DQC, and quantum
network security, followed by an overview of related work, the goals and the contributions of this
dissertation. These contributions include the development of an asynchronous quantum routing
scheme, resource management in DQC, a layer-wise security framework for the quantum internet,

and an exploration of quantum applications such as quantum blockchains.



1.2 Quantum Networks

Quantum networks represent a transformative step beyond classical networking by leveraging the
principles of quantum mechanics to enable secure communication, secret key distribution, and
novel applications that classical networks cannot support [30]. The architecture of quantum
networks consists of several key components that work together to establish, manage, and utilize
entanglement between distant nodes efficiently [16], [31]. This section introduces the core
elements, including communication qubits, quantum links, quantum repeaters, and quantum
networking protocols, as well as additional components such as quantum memories and quantum

switches that play vital roles in the network’s performance and scalability.

1.2.1 Data Qubits and Communication Qubits

There exist various types of qubits, each with distinct advantages and challenges based on their
intended applications in quantum networks. The selection of qubit type plays a crucial role in
determining the performance, scalability, and practicality of both quantum communication and
computation. Some qubits are optimized for processing and storing information within quantum
processors, known as data qubits, while others are designed for transmitting information across
distances, referred to as communication qubits [14], [32]. This subsection presents the different
types of qubits, including superconducting, photonic, trapped-ion, and topological qubits, and

discusses their typical roles as either data qubits or communication qubits.

Superconducting qubits, which are built on Josephson junctions [33], represent one of the most
advanced and widely utilized types of qubits in quantum computing, as demonstrated by the
quantum processors developed by IBM and Google [34], [35], [36]. They offer fast gate operations

and are compatible with existing semiconductor fabrication techniques, making them a leading



candidate for building quantum processors. However, their coherence times are relatively short,
which limits their suitability for long-distance communication. Superconducting qubits are

primarily used as data qubits within quantum processors to perform computations.

Photonic qubits are the primary choice for communication qubits due to their ability to travel long
distances with minimal decoherence through optical fibers [37], as demonstrated by companies
such as Xanadu and PsiQuantum [38], [39]. Typically encoded using polarization, time-bin, or
path-based methods, photonic qubits facilitate the transmission of quantum information between
remote nodes. Their compatibility with existing optical infrastructure makes them indispensable

for scalable quantum networks.

Trapped-ion qubits are based on individual ions confined and manipulated using electromagnetic
fields [40], as exemplified by IonQ’s quantum processors [41]. They are known for their long
coherence times and high-fidelity gate operations, making them highly reliable for quantum
computations. Although gate speeds are slower compared to superconducting qubits, trapped-ion
qubits offer exceptional stability, which is advantageous for both data and communication
purposes. Their compatibility with photonic interconnects also makes them a promising candidate

for hybrid quantum networks.

Topological qubits, based on anyons and topological phases of matter [42], are still largely
theoretical but hold great promise due to their intrinsic resistance to local noise and decoherence
[43], [44]. Microsoft has been actively working on developing topological qubits and recently
announced the creation of the first quantum chip powered by a topological core architecture [45].
By encoding information in the global properties of a system, topological qubits offer a natural

form of error protection, which could significantly reduce the overhead required for quantum error
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correction. This resilience makes them a potential candidate for both data and communication

qubits in large-scale quantum networks.

1.2.2 Quantum Links

Quantum links serve as the foundational communication channels in quantum networks, enabling
the transfer of quantum states between spatially separated nodes, either for direct qubit
transmission or for the establishment of entangled pairs across distant locations. Unlike classical
links that carry bits through electrical or optical signals, quantum links use quantum states, which
are highly sensitive to environmental disturbances and cannot be copied due to the no-cloning
theorem [46]. Therefore, establishing reliable and high-fidelity quantum links poses significant
technical challenges, particularly over long distances where decoherence and photon loss become

pronounced.

Quantum links can be broadly categorized into two types: direct transmission links and links
dedicated to entanglement generation. Direct transmission links involve the physical transmission
of qubits, often in the form of photons, through optical fibers or free-space channels [47], [48].
These are commonly used in protocols like BB84 [49] for Quantum Key Distribution (QKD),
where quantum states are transmitted directly from sender to receiver. However, they are
inherently limited by losses in the transmission medium, especially over fiber distances exceeding

a few hundred kilometers [50], [51].

Links dedicated to entanglement generation, in contrast, enable the establishment of entangled
qubit pairs between two remote parties. This process, referred to as direct-link entanglement
generation, is a core capability of quantum networks. Several methods exist for generating
entangled pairs between nodes. A common approach involves creating entangled photon pairs at

5



a central source and distributing one photon to each party (e.g., Alice and Bob). Alternatively,
entanglement can be generated at one node (e.g., Alice), with one qubit converted into a photon

and transmitted to the other node (e.g., Bob) [52], as shown in Figure 1.1.
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Figure 1.1. Generation of Direct-Link Entanglement.
In Figure 1.1, Alice wants to create a direct-link entanglement with Bob. Alice then generates an
entangled pair (e.g., q1 and q2) using her stationary qubits stored in quantum memory, which, in
this context, function as data qubits, since entanglement generation typically requires local qubit
interaction [53]. Stationary qubits refer to localized qubits, usually situated at a network node (e.g.,
within Alice’s quantum processor or memory). Depending on the system’s needs, these qubits can
serve various roles: as data qubits (storing algorithmic or message-related information), memory
qubits (temporarily holding quantum states), or ancilla qubits (supporting gate operations or error

correction) [54].

Let us assume the stationary qubits in Figure 1.1 are implemented using trapped ions. These can
be efficiently converted into photonic qubits, a well-established technique, especially in the

context of quantum communication and DQC [55], [56]. To establish a direct-link entanglement,



Alice converts one qubit from an entangled pair (e.g., g2) into a photonic qubit. This flying qubit,
typically regarded as a communication qubit in quantum networks, can then be transmitted through
an optical fiber channel to Bob, who is located at the other end. Bob, equipped with a photon
detector, receives g2 and stores it in his quantum memory. As a result, a direct-link entanglement
between Alice and Bob is established. This shared entanglement can then be used for various
communication tasks such as QKD, quantum teleportation, or entanglement swapping to further
distribute entanglement to nodes that do not share a direct connection. Such setups have been

experimentally demonstrated and repeated across multiple platforms worldwide [52], [57], [58].

This process of generating direct-link entanglement is inherently probabilistic and highly sensitive
to loss and timing mismatches. To complement this, heralding signals (classical messages that
indicate successful entanglement events) are commonly employed to confirm the establishment of
a quantum link. Once a link is successfully heralded, the entangled states can be temporarily stored
in quantum memories at the endpoints, awaiting further operations such as entanglement swapping
or quantum teleportation. Consequently, any functional quantum link inherently relies on an
accompanying classical communication channel. That is, the quantum networks being developed
today are, in essence, hybrid quantum-classical networks. This design philosophy reflects the
broader vision of quantum computing: not to replace the existing internet infrastructure, but to
augment it by enabling capabilities such as quantum-secured communication and quantum

computational supremacy [59], [60].

In addition to optical fiber, free-space quantum links have also attracted significant attention,
particularly in the context of satellite-based quantum communications [61], [62], [63], which has
enabled entanglement distribution over distances spanning thousands of kilometers [64], [65].

These free-space links complement terrestrial fiber networks by circumventing ground-level and
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atmospheric obstructions, thereby facilitating global-scale quantum connectivity. Ultimately,
whether implemented via fiber, free-space channels, or satellite relays, quantum links form the
foundational infrastructure of quantum networks. Their performance, characterized by metrics
such as entanglement fidelity, link success probability, coherence time, and channel loss, plays a
critical role in determining the overall efficiency, scalability, and robustness of quantum

communication systems.

In this dissertation, unless otherwise specified, “quantum links” refers to links used for the

generation of entangled pairs between remote nodes, thereby enabling entanglement distribution.

1.2.3 Quantum Repeaters

Quantum repeaters address the challenges of photon loss and decoherence over long-distance
quantum links by segmenting the communication path into shorter sections [18], [21]. Following
the two types of quantum links, there are two corresponding types of quantum repeaters: one-way
repeaters to forward qubits and two-way repeaters to generate remote entanglement (also known
as “quantum-native” or “first-generation” repeaters). In one-way (or qubit-forwarding) repeaters,
quantum information is transmitted from Alice to Bob through the repeater in a single direction,
using quantum error correction to preserve the qubit without requiring classical feedback [22],
[66], [67], [68], [69]. In two-way (or entanglement-swapping) repeaters, Alice and Bob each
establish entanglement with the repeater, which then performs entanglement swapping, e.g., Bell
State Measurement (BSM), to create End-to-End (E2E) entanglement, requiring classical
communication in both directions [21], [23], [70], [71], [72]. Additionally, there are ongoing
efforts focused on QKD trusted relays, which are sometimes also referred to as quantum repeaters

[50], [73], [74], [75]. In QKD trusted relays, separate quantum key distribution sessions are



conducted between Alice and the repeater and between the repeater and Bob, with the repeater
combining and relaying the key under the assumption that it is fully trusted. The different types of

repeaters are summarized in Figure 1.2.
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Figure 1.2. Types of Quantum Repeaters.

One-way quantum repeaters, based on direct transmission links, aim to minimize reliance on back-
and-forth classical communication, thereby reducing latency, though at the cost of more
demanding technological requirements. Quantum information is pre-encoded using quantum error
correction techniques, such as surface codes or concatenated codes [76], [77], into logical qubits
that are resilient to noise and loss. These encoded states are transmitted unidirectionally from the

source to the destination through a series of repeater nodes. Each repeater operates using fixed,
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predefined procedures without waiting for classical confirmation, simply forwarding the quantum
state along the chain. At the destination, or at designated points along the path, errors are identified
and corrected through syndrome measurements, all without interrupting the forward flow of

communication.

One-way repeaters have no round-trip delays caused by classical communication, enabling faster
transmission and making them well-suited for real-time applications such as the quantum internet
and large-scale DQC. They also offer greater scalability for global quantum networks. However,
this approach demands high-fidelity quantum error correction and long-lived quantum memories,
requiring each repeater node to support reliable error correction operations. As a result, the

hardware infrastructure is more complex compared to that of two-way repeater architectures.

A two-way quantum repeater, based on links dedicated to entanglement generation, is termed
“two-way” because it relies on classical communication in both directions (between the sender and
receiver) throughout the processes of entanglement generation and entanglement swapping. When
neighboring nodes (e.g., Node A and Node B) attempt to establish entanglement, they must
exchange classical messages to verify success. Similarly, during entanglement swapping to extend
entanglement over longer distances, classical communication is required to coordinate and confirm
measurement outcomes. Since quantum operations, such as measurements, are inherently
probabilistic, classical feedback is essential for validating results and applying necessary
conditional operations. This bidirectional communication ensures the successful generation of E2E
entanglement across the network. Two-way repeaters create local entanglement segments and use
entanglement swapping, supported by quantum memories that temporarily store quantum states,
to extend this entanglement. Their efficiency is critical for enabling reliable long-distance quantum

communication.
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Two-way quantum repeaters are more aligned with current experimental capabilities than the more
technologically demanding one-way, error-corrected designs. They have already been
demonstrated in laboratory settings using platforms such as atomic ensembles, nitrogen-vacancy
(NV) centers, and trapped ions [78], [79], [80]. Unlike one-way repeaters, two-way architectures
do not require full quantum error correction, making them more tolerant of lower-fidelity qubits.
Their implementation is relatively straightforward, often relying on quantum memories and BSM
[21]. Additionally, two-way protocols can incorporate entanglement purification to improve the
fidelity of shared entanglement by discarding lower-quality pairs, an important feature for high-
fidelity applications like quantum teleportation and QKD. In general, entanglement purification is

less resource-intensive than full quantum error correction [81].

However, a key limitation of two-way repeaters is their reliance on round-trip classical
communication after each entanglement attempt. This introduces latency, which becomes a major
bottleneck over long distances. As entanglement generation is inherently probabilistic, multiple
attempts may be required before success, and each attempt must wait for classical confirmation,
further reducing throughput. These delays, combined with memory decoherence, make two-way
repeaters less scalable for global networks unless mitigated by advanced engineering solutions
such as high-coherence memories or parallelized entanglement generation. Despite being simpler
than one-way designs, two-way repeaters still demand quantum memories with sufficient

coherence times to preserve quantum states during these communication delays.

In this dissertation, unless stated otherwise, the term “quantum repeaters” refers to two-way

quantum repeaters that enable entanglement distribution.
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1.2.4 Quantum Networking Protocols

Current classical networking protocols can, in principle, be directly applied to one-way repeater
schemes; however, their practicality is significantly limited by the substantial qubit overhead
required for quantum error correction. In this dissertation, we focus on quantum networking
protocols specifically designed for networks built on two-way repeater architectures. Similar to
how early wireless sensor networks shifted from general-purpose Internet protocols to specialized,
resource-efficient solutions [82], [83], [84], quantum networks are now undergoing a comparable

transformation, toward more customized, hardware-conscious protocol designs.

Unlike classical networks, where data can be freely copied and retransmitted, quantum information
is subject to the no-cloning theorem, which prohibits duplicating unknown quantum states [46].
This fundamental principle introduces unique constraints on quantum data transmission and
necessitates the development of entirely new networking paradigms. Additionally, photon loss and
decoherence significantly reduce both the reliability and transmission range of quantum
information. As quantum networks expand beyond simple linear chains of repeaters, it becomes
essential to determine optimal routing paths (that is, practical paths that maximize entanglement
throughput) between any two nodes. Quantum networking protocols are therefore designed to
address these challenges by orchestrating entanglement generation, distribution, and coordination

across multiple nodes with the help of quantum repeaters.

Two-way quantum repeaters enable the extension of entanglement over long distances by
segmenting the communication path into shorter links and using entanglement swapping to “stitch
together” an E2E entangled connection. Quantum networking protocols are responsible for

identifying optimal paths through the network, allowing intermediate repeaters to perform
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entanglement swapping and establish entanglement between the end nodes. These protocols are
organized into layered sets of rules and operations that govern the interaction between quantum

and classical components of the network.

In the setting of two-way repeaters, these protocols manage several interdependent tasks. First,
they enable the generation of entanglement between neighboring nodes through quantum channels,
such as optical fibers. Since entanglement generation is probabilistic, classical communication is
used to exchange measurement outcomes and control messages to confirm successful generation
and synchronize subsequent actions. Once entanglement is established across adjacent links, the
protocol initiates entanglement swapping operations at the repeater nodes, as shown in Figure
1.3(a). Throughout these processes, quantum memory plays a critical role by storing qubits while
classical messages are exchanged, and other operations are completed [85], [86]. To ensure
reliability and scalability, the protocol must also manage errors and optimize the use of limited

resources, such as available qubits, memory lifetimes, and channel capacities.

(a) Swap direct-link entanglement (b) Create end-to-end entanglement
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Figure 1.3. Generation of E2E Entanglement in a Quantum Network.
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Together, these coordinated operations enable quantum networking protocols to fulfill their
primary function: the reliable establishment of E2E entanglement between distant nodes over a

distributed network of quantum repeaters, as shown in Figure 1.3(b).

Quantum networking protocols built on two-way repeaters represent a foundational step toward
building functional quantum networks. While not yet scalable to global distances without further
innovation, they provide a feasible and experimentally grounded framework for quantum networks
today. By coordinating Local Operations and Classical Communications (LOCC) [87], these
protocols enable the delivery of E2E entanglement. The goal is to identify paths with the highest
E2E entanglement generation rate. As quantum hardware improves, these protocols will continue

to evolve to support more efficient, low-latency, and large-scale quantum communication.

In cases where high-fidelity entanglement is required, the protocol may incorporate entanglement
purification, which improves quality by consuming multiple lower-fidelity pairs [88], [89]. As
shown in Figure 1.4, two rounds of purification are applied to three raw entangled pairs to produce

a single entangled pair with higher fidelity.
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Figure 1.4. Entanglement Purification.
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1.3 Distributed Quantum Computing

As quantum processors scale in qubit count and complexity, the limitations of monolithic
architectures become increasingly evident. Factors such as limited qubit connectivity, restricted
chip size, and coherence time constraints make it difficult to build large, universal quantum
processors on a single physical device [90], [91]. DQC offers a promising approach to overcome
these limitations by interconnecting multiple quantum processors, often referred to as Quantum
Processing Units (QPUs), into a networked system capable of collectively executing quantum
circuits. DQC enables resource sharing, modular scalability, and potentially higher fault tolerance
through spatial separation of quantum logic [92]. This section explores the fundamental concepts
and architectural considerations of DQC, including execution models, remote operations, circuit

decomposition, and qubit assignment strategies.

1.3.1 Monolithic and Distributed Execution

In monolithic quantum systems, all qubits are integrated within a single processor, allowing direct
application of quantum gates between physically connected qubits. However, as the number of
qubits increases, several challenges emerge that hinder scalability and performance. One of the
primary limitations arises from the physical layout of the system. For example, superconducting
processors often arrange qubits in planar architectures, such as square or heavy-hexagonal lattices,
where each qubit is typically connected to a limited number of neighbors [93]. IBM’s Falcon
processors, for instance, employ a heavy-hex connectivity graph optimized for their cross-
resonance two-qubit gates [94]. While this design facilitates certain operations, it restricts the
ability to implement algorithms requiring higher connectivity, necessitating additional operations
like SWAP gates to move qubits into interacting positions [95]. These extra operations increase

circuit depth and the potential for errors.
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Moreover, as qubit density rises, unintended interactions between qubits, known as crosstalk,
become more prevalent [96], [97], [98]. Crosstalk can lead to errors during quantum operations,
as qubits inadvertently influence each other’s states. Managing crosstalk requires careful
calibration and isolation strategies, which become increasingly complex as the system scales [99].
Additionally, scaling up monolithic QPUs demands more intricate control wiring and electronics
to manage a larger array of qubits. Integrating extensive control circuits and wiring within a single
chip presents significant challenges, including increased spatial constraints and potential signal
interference. These factors complicate the design and fabrication processes, limiting the scalability

of monolithic architectures [100].
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Figure 1.5. Two Types of DOC Architectures: (a) Clos and (b) Chiplet.

Due to these challenges, alternative architectures, such as modular or DQC systems, are being
explored to facilitate scalability and enhance performance. These approaches aim to interconnect
multiple QPUs, each with manageable qubit counts and control requirements, to collectively
perform complex computations. In DQC, a quantum circuit is divided among multiple physically
separated QPUs, interconnected through quantum communication channels. This architecture

enables the execution of complex quantum algorithms by leveraging the combined computational
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power of multiple QPUs. Figure 1.5 illustrates examples of DQC architectures, including a Clos
network in which QPUs are interconnected via direct links and optical switches [101], and a

chiplet-based architecture where QPUs are directly linked in a grid-like topology [102].

To support distributed execution, the first step involves decomposing complex quantum algorithms
through a process known as circuit partitioning. This entails breaking down a global quantum
circuit into smaller subcircuits, with each either assigned to a specific QPU or executed
collaboratively across multiple QPUs through remote gates. The primary objective is to minimize
inter-QPU communication while maintaining efficient circuit execution, considering gate locality,
qubit interaction patterns, and hardware constraints [103]. Once the circuit is partitioned,
operations involving qubits located on different QPUs require entanglement-assisted protocols,

such as quantum teleportation. Further details on such protocols are introduced in Subsection 1.3.4.

Despite its promise, distributed execution presents several challenges that must be addressed to
achieve scalable and efficient DQC. One major concern is communication latency, as the
probabilistic nature of remote entanglement generation often leads to delays, typically longer than
local gate operations. Another critical issue is the fidelity of remote operations; maintaining high-
quality entanglement between physically separated QPUs is difficult due to factors such as
decoherence, noise, and imperfections in entanglement distribution. Furthermore, resource
coordination becomes increasingly demanding as the network grows. Effectively managing
entangled pairs and quantum memory across multiple QPUs is essential to avoid performance

bottlenecks and requires the use of advanced strategies like adaptive scheduling and buffering.
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1.3.2 Circuit Partitioning

In DQC, a complex quantum circuit must be partitioned into multiple sub-circuits to facilitate
distributed execution. A perfectly distributable quantum circuit is one that can be divided into
independent sub-circuits that either do not interact or interact only minimally with one another. In
such cases, each sub-circuit can be assigned to a QPU, allowing each QPU to contribute
independently to the overall computation without incurring communication overhead. However,

this is rarely the case.

In a typical quantum circuit, such as the Quantum Fourier Transform (QFT), each qubit tends to
interact strongly with all other qubits [104]. Distributing such a circuit requires the use of a
quantum compiler to determine the optimal partitioning, aiming to minimize the number of gates
applied to qubits stored on different devices [105], [106]. In other words, circuit partitioning aims
to divide the global complex circuit in a way that minimizes inter-QPU communications while
balancing the computational load across nodes. This is analogous to graph partitioning in classical
distributed systems [107], where minimizing the cut size (i.e., the number of remote gates) is

crucial for efficiency.
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Figure 1.6. An Example of a Partitioned Quantum Circuit.
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In this subsection, we focus on partitioning a quantum circuit such that the execution order of gates
within a sub-circuit is flexible, while the execution order of the sub-circuits themselves must be
preserved. As shown in Figure 1.6, an example quantum circuit is divided into six sub-circuits
(i.e., s1 to sg). Each sub-circuit contains multiple quantum gates, including remote operations (e.g.,
CNOT gates) between different QPUs. The CNOT gates within a sub-circuit can be executed in
any order because no single data qubit is shared by more than one gate within the sub-circuit. Each
remote gate requires a certain number of E2E entangled pairs, with higher quantities preferred to
meet fidelity requirements. This setup enables the management of batches of E2E entangled pair
requests, either from groups of remote gates within a single sub-circuit or spanning multiple
sequential sub-circuits with dependency relationships. The goal is to maximize the number of

satisfied requests within a given time interval.

Effective partitioning strategies must consider gate locality, qubit dependencies, and physical
limitations of each QPU. Techniques may include greedy heuristics, graph-based algorithms, or
optimization-based formulations, e.g., Mixed Integer Linear Programming (MILP). Additionally,
partitioning must be aware of dynamic conditions, such as the availability of communication links

or constraints imposed by quantum memory coherence times.

1.3.3 Qubit Assignment (Qubit Mapping)

Once the circuit is partitioned, the next critical step is qubit assignment, which involves mapping
each logical qubit in the circuit to a physical qubit on a designated QPU [14]. This mapping must
carefully consider various hardware-level constraints, including the physical connectivity between
qubits, the fidelity of gate operations for individual qubits, and crosstalk that may occur when

operations on one qubit unintentionally affect others. Additionally, in a distributed setting, the
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inter-node communication cost must be factored in, as remote gates require entanglement

generation and classical coordination across QPUs.

An inefficient qubit assignment can significantly degrade system performance. For instance, if
frequently interacting qubits are placed far apart, either on different QPUs or on non-adjacent
physical qubits within the same QPU, additional operations are needed to bring them into
proximity. In monolithic systems, this is typically done using SWAP gates, which exchange the
quantum states of two qubits [95]. While functional, SWAP gates introduce additional gate depth,
increase the number of operations, and thereby amplify decoherence and error accumulation. In
distributed systems, a poor mapping may result in excessive teleportation, which not only increases

latency but also consumes more entangled pairs and classical communication bandwidth.

Efficient qubit assignment seeks to minimize these overheads by strategically placing logical
qubits with frequent interactions close to one another, either physically in hardware or logically
through entangled links. Some approaches use heuristic or optimization-based methods (e.g., graph
partitioning) to balance load, minimize remote gate operations, and reduce SWAP requirements,
thereby improving the overall fidelity and execution time of the distributed quantum circuit [108],
[109]. Nonetheless, static assignment may not always be sufficient. In DQC, dynamic factors such
as qubit decoherence, gate fidelity drift, or even temporary link failures between QPUs can degrade
the efficiency of a precomputed qubit layout. To address this, some systems implement dynamic
qubit remapping, which allows qubit assignments to be updated at runtime in response to system
state changes [110], [111]. For example, if a QPU experiences increased noise or memory
degradation, certain qubits can be remapped to alternate locations with better performance

characteristics.
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1.3.4 TeleData and TeleGate

As outlined in Subsection 1.2.1, qubits within a QPU are typically categorized as either
communication qubits or data qubits in the context of DQC and, more broadly, quantum networks.
This distinction is fundamental for enabling the generation and distribution of E2E entangled
states, which are critical for executing remote quantum gates across distributed systems. E2E
entanglement facilitates remote gate operations using approaches such as TeleData and TeleGate
[112], which allow for either the transfer of quantum states between QPUs prior to gate execution

or the direct application of gates across spatially separated QPUs.
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Figure 1.7. Executing (a) TeleData or (b) TeleGate for a Remote CNOT Gate between QPUs 1 and 2.

With TeleData, quantum information stored in a data qubit at one QPU, such as |¢) stored in qq

at QPU 1 in Figure 1.7(a), is teleported to a communication qubit at another QPU, such as g, at
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QPU 2. This teleportation utilizes the E2E entanglement between QPUs, specifically the Bell pair
|q1q2) in Figure 1.7(a). Once |¢@) is teleported to q,, any operations previously requiring
interaction between q, in QPU 1 and g, in QPU 2 can be performed locally on QPU 2. In the
Figure 1.7(a) example, a remote CNOT gate is executed with the data qubit g, in QPU 1 as the

control qubit and the data qubit g3 in QPU 2 as the target qubit.

In contrast, TeleGate enables direct gate operations between data qubits in different QPUs without
teleportation, provided E2E entanglement exists between the QPUs. Let us consider the same
example of implementing a remote CNOT gate using TeleData, where q, in QPU 1 serves as the
control qubit and g5 in QPU 2 acts as the target qubit. As shown in Figure 1.7(b), this remote gate
can be executed by performing two local CNOT gates: one between the data and communication
qubit in each QPU, followed by a conditional operation on the data qubit based on the measurement

outcome of the remote communication qubit.

Each method has its own advantages and limitations. TeleData is beneficial when a quantum state
must be fully transferred to another QPU for processing, enabling seamless local execution of
subsequent operations. However, it incurs extra latency and overhead due to the teleportation
process. TeleGate, on the other hand, avoids state relocation by facilitating direct remote
operations. However, implementing TeleGate can be more challenging as it demands precise
synchronization and high-fidelity entanglement for accurate gate execution. The decision between
TeleData and TeleGate depends on the specific needs of the quantum algorithm, considering
factors such as quantum circuit structure, layout of qubits, resource availability, latency, and the
hardware characteristics of the QPUs. Hybrid approaches that combine both primitives are often

used to minimize communication and optimize performance [113], [114].
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In any case, both TeleData and TeleGate rely on E2E entanglement to operate effectively. For
example, in a quantum data center with a DQC architecture, as the demand for executing remote
gates increases, an overlay network for E2E entanglement distribution becomes essential. To
facilitate this, each QPU must allocate at least one communication qubit to generate direct-link
entangled pairs. Networking protocols then utilize these pairs to establish E2E entanglement

between end nodes, serving as a fundamental communication primitive.

Existing research on entanglement distribution often assumed a single E2E entanglement request
at any given time, requiring only one path between two nodes [115], [116], [117]. However,
quantum data centers typically handle multiple simultaneous requests, as quantum circuits often
involve numerous remote gates, each dependent on E2E entanglement. Some gates can be executed
in an arbitrary order, while others must be performed sequentially, as they depend on the outcomes
of preceding gates. Additionally, certain gates are restricted to specific QPUs, whereas others can
be executed on any QPU. These scenarios necessitate managing the allocation of entangled qubits
between neighboring nodes, leading to variations in link capacities and emphasizing the

importance of fair and efficient resource allocation [118], [119], [120].

1.3.5 Compilation Pipeline for Distributed Quantum Circuits

The components discussed in Subsections 1.3.2, 1.3.3, and 1.3.4 form integral parts of the quantum
circuit compilation pipeline necessary for DQC. This subsection presents the overall compilation
workflow, highlighting the key transformations involved in preparing high-level quantum

algorithms for execution across a network of interconnected QPUs.

Unlike traditional monolithic systems, DQC demands additional layers of optimization and

coordination to account for inter-QPU communication, entanglement distribution, and remote gate
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execution. By incorporating circuit partitioning, hardware-aware gate decomposition, qubit
mapping, and inter/intra-QPU routing, this workflow ensures that circuits are efficiently adapted
to the constraints and capabilities of DQC architectures. The final scheduling and backend-specific
translation steps prepare the circuit for execution across multiple QPUs, enabling scalable
computation. As quantum hardware and network infrastructure continue to mature, such structured

compilation processes will play a vital role in harnessing the full potential of DQC.
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Figure 1.8. Compilation Pipeline for Distributed Quantum Circuits.

Figure 1.8 presents the overall compilation workflow, with colored boxes highlighting steps
tailored for DQC. The orange boxes correspond to components discussed in Subsections 1.3.2,
1.3.3, and 1.3.4, respectively, while the green box represents a step that will be covered in detail
in Chapter 4. The process begins with a high-level circuit description, which is then simplified
through logical optimizations to reduce gate count and circuit depth. The optimized circuit is
partitioned into subcircuits assigned to different QPUs to minimize inter-node communication and
balance the computational load. Following partitioning, gate decomposition translates high-level

gates into native gate sequences compatible with the target hardware. Each logical qubit is then
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mapped to a physical qubit on a specific QPU, with placement refined to improve fidelity and
entanglement efficiency. Once qubit locations are established, inter- and intra-QPU routing
mechanisms, such as SWAP insertion or teleportation-based operations (TeleData/TeleGate), are
applied to support remote interactions. The circuit is then scheduled with consideration for
coherence times, synchronization constraints, and execution parallelism. Finally, the scheduled
instructions are translated into backend-specific formats and executed across the distributed

quantum hardware.

1.4 Quantum Internet Security

As quantum networks evolve toward large-scale deployment, security becomes a foundational
concern, particularly due to the fundamental differences between classical and quantum
communication paradigms. The no-cloning theorem and the collapse of quantum states upon
measurement introduce distinct security challenges as well as novel opportunities for protection in
quantum networks. The quantum internet, envisioned as a global-scale entanglement-based or
qubit-based communication infrastructure, must be designed to guarantee the CIA of quantum data
and protocols across all layers of the network stack [15], [27], [121], [122]. While the quantum
internet offers inherently strong security features for communication, its underlying architecture,
particularly when integrated with classical networks or applied to cryptographic tasks like QKD,

remains vulnerable and demands careful consideration.

For example, at the physical layer, quantum channels are vulnerable to environmental noise,
photon loss, and decoherence, which can be exploited by attackers using strategies like Photon
Number Splitting (PNS) [123] or Trojan-horse attacks [124]. Countermeasures include decoy-state

protocols, signal filtering , and hardware-level defenses [125]. The link and network layers must
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address challenges like malicious or compromised nodes (e.g., untrusted repeaters) and Denial-of-
Service (DoS) attacks that can degrade entanglement distribution. Trusted node models or
advanced techniques like device-independent QKD and quantum authentication protocols are
crucial for mitigating these threats [126]. In routing protocols, adversaries could misreport
entanglement availability or manipulate measurement outcomes to reroute traffic inefficiently or
disrupt long-distance entanglement generation. Protocols must be designed to incorporate
redundancy, verification, and fault isolation. The control and management plane should support
secure coordination and robust scheduling to defend against injection or manipulation of control
messages. On the application layer, the quantum internet enables cryptographic applications such
as QKD and quantum digital signatures but also introduces new attack vectors that must be
addressed in a scalable and hardware-aware fashion. For example, scalable multi-party QKD,
distributed consensus using entanglement, and quantum blockchains require both quantum and

classical authentication mechanisms [127], [128].

A comprehensive security strategy for the quantum internet must therefore be layered, adaptive,
and hardware-aware, integrating both quantum-native primitives and classical protections [129].
Ongoing research explores models for quantum intrusion detection, quantum firewalls, and cross-
layer threat mitigation frameworks that account for both technological constraints and adversarial
behavior [130], [131]. As quantum hardware and networking protocols continue to mature,
security must remain a core design principle, not an afterthought, to ensure trustworthiness,

resilience, and global adoption of quantum communication technologies.
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1.5 Related Work

Scaling quantum computing has been a long-standing challenge, supported by a substantial body
of research over the years. This section reviews existing research related to quantum networks,

DQC, and quantum network security.

1.5.1 Entanglement Routing

Entanglement routing is a fundamental component of quantum networks, tasked with establishing
high-fidelity entangled pairs between distant nodes to support applications such as quantum
teleportation, sensing, and QKD. Unlike classical routing, which forwards digital packets across
deterministic links, entanglement routing must contend with the inherently probabilistic nature of
quantum link generation, limited coherence times, and non-reusable resources such as entangled
pairs. As a result, designing routing protocols for quantum networks requires a fundamentally
different approach, one that accounts for temporal fluctuations, resource constraints, and the need

for coordination between quantum and classical control planes.

Numerous strategies have been proposed to improve the efficiency and scalability of entanglement
routing. Many of these works aim to maximize the availability and throughput of E2E entangled
pairs while minimizing latency and entanglement consumption. For example, works such as [15],
[21], [116], and [52] provide foundational models for quantum network architectures, establishing
key components such as quantum repeaters, BSM modules, and quantum memory buffers. These
studies also introduce and analyze critical metrics for evaluating routing performance, including
entanglement generation success probability, link fidelity, and expected number of successful E2E

paths under varying network topologies and hardware conditions.
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Additionally, several studies have explored dynamic and adaptive routing protocols designed to
establish E2E entanglement under realistic and often stringent resource constraints [115], [132],
[133]. Unlike static approaches that rely on predetermined routes or assume stable link conditions,
these dynamic protocols adapt to the network state, accounting for variations in link availability,
quantum memory occupancy, entanglement success rates, and the fidelity of quantum channels.
This adaptability is especially important in quantum networks, where entanglement links are

probabilistic, short-lived, and highly sensitive to environmental noise and hardware imperfections.

To enhance routing efficiency, some of these methods incorporate techniques from classical
networking, such as multipath routing, graph-based heuristics, and traffic engineering mechanisms
[117],[134], [135], [136]. These classical principles are modified and extended to fit the quantum
context. For instance, multipath routing strategies are tailored to account for the probabilistic
success of entanglement generation across parallel paths, enabling redundancy to improve
robustness and throughput. Graph-based routing algorithms are adapted to consider metrics like
expected fidelity, quantum memory lifetime, and available entangled link quality, rather than

traditional bandwidth or hop count.

Despite these advancements, most existing techniques rely on synchronization-based routing
approaches, which require precise timing and global coordination among quantum nodes. These
methods depend on the propagation of up-to-date network status across the entire system before
routing decisions can be made. However, this approach is impractical for entanglement routing, as
the short coherence time of direct-link entanglements limits how long these links remain usable.
By the time network status is fully disseminated, many entanglement links may have already
decohered, rendering the routing information outdated and the protocol ineffective. Chapters 2 and

3 of this dissertation addresses these gaps.
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1.5.2 Resource Management in DQC

Many existing studies simplify the networking problem by assuming only a single user request is
present at any given time, requiring just one entanglement path. However, in real-world scenarios,
particularly in DQC environments, multiple users or applications often request quantum resources
simultaneously, creating the need for concurrent path establishment and more sophisticated

resource coordination.

Efficient resource management is thus crucial for supporting distributed quantum tasks such as
entanglement generation, teleportation, and remote gate execution, particularly in cases involving
simultaneous user requests. Works such as [137], [138], [139], and [140] have developed
optimization models to allocate quantum resources effectively, considering factors like link
capacity and fidelity requirements. Additionally, reinforcement learning has been explored in
studies like [141] and [142] to address the dynamic nature of quantum resource demands. Despite
these advances, practical implementations are constrained by the inherently short-lived nature of

quantum states and the necessity for precise synchronization across nodes.

DQC relies on partitioning large quantum circuits across multiple QPUs to overcome the qubit
limitations of individual processors. Early work on DQC, such as [143], [144], and [19], introduced
foundational approaches for quantum circuit partitioning and remote gate execution using
teleportation and entanglement swapping. More recent studies, including [145] and [146], have
addressed optimizing communication overhead by developing strategies that reduce the number
of remote gates and enhance the fidelity of shared entanglement. While these efforts have laid a
strong foundation, challenges remain in ensuring efficient coordination between QPUs and

minimizing communication delays in large-scale quantum systems.
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While significant progress has been made in these areas, to the best of our knowledge, no existing
resource management framework specifically targets DQC by abstractly modeling the components
of a partitioned quantum circuit executed in a distributed environment. Furthermore, there is
limited research focused on developing effective and efficient algorithms for resource management
in DQC or quantum networks. Given the current scale of DQC architectures, simple algorithms
could suffice in many cases. However, most existing works emphasize sophisticated methods such
as reinforcement learning or optimization solvers, which may compromise practicality due to their
complexity, offering only marginal performance improvements. Additionally, few studies address
the trade-offs between execution time and fidelity in resource-constrained environments. Chapter

4 of this dissertation addresses these gaps.

1.5.3 Quantum Internet Security

Security has been a central theme in the development of quantum communication systems, with
foundational work focusing on the information-theoretic guarantees provided by protocols like
QKD. Since the introduction of the BB84 protocol by Bennett and Brassard in 1984 [49] and the
E91 protocol by Ekert [3], extensive efforts have explored both the theoretical and experimental
dimensions of QKD, including decoy-state methods [125], measurement-device-independent
QKD (MDI-QKD) [147], and continuous-variable QKD [148]. These protocols provide strong
confidentiality guarantees under well-defined models but often assume trusted nodes and idealized

devices, which are difficult to maintain in real-world network deployments.

As research shifts toward quantum networking and the quantum internet, security challenges
expand beyond point-to-point QKD. Several studies have examined vulnerabilities arising from
physical-layer attacks, including photon-number splitting, Trojan-horse attacks, and detector

blinding, which exploit imperfections in quantum hardware [123], [124], [149]. Proposed
30



countermeasures include decoy-state techniques, optical isolators, and active monitoring of
channel characteristics [125], [150], [151]. At the network layer, attention has turned to untrusted
quantum repeaters, which may disrupt entanglement generation or manipulate entanglement
swapping operations [129]. Work on entanglement verification protocols and authentication of
measurement outcomes addresses these concerns [152], [153], though scalable implementations

remain challenging.

Emerging concepts such as quantum intrusion detection systems, and post-quantum resilient
protocols represent promising directions for future research [130], [131], [154]. However, many
of these systems remain in early conceptual or simulation-based stages, and substantial work is
still needed to address performance trade-offs, real-time threat detection, and integration with

heterogeneous network topologies.

While foundational research in quantum cryptography has laid a strong groundwork, the field of
quantum internet security remains in its early stages. Existing approaches often focus on isolated
layers or idealized assumptions, and there is a growing need for practical, E2E security
architectures that account for quantum hardware limitations, interdependence with classical
infrastructure, and dynamic network behavior. However, cross-layer security frameworks that
integrate classical and quantum mechanisms to ensure CIA across hybrid architectures is lacking,
as well as the potential cryptographic applications in the quantum era. Chapters 5 and 6 of this

dissertation addresses these gaps.
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1.6 Goals and Contributions

With the overarching research objective of improving the scalability, security, performance, and
practical deployment of both quantum and classical systems and networks, this section outlines

the specific goals and key contributions of this dissertation.

1.6.1 Goal 1: Practical and Efficient Entanglement Routing

Many existing routing techniques rely on global synchronization and network-wide status updates,
which are impractical for entanglement routing due to short coherence times. By the time routing
information propagates, many entangled links may have already decohered, making the decisions
outdated and ineffective. Goal 1 seeks to overcome these limitations by developing a practical and

efficient entanglement routing scheme.

Contribution 1.1. Asynchronous entanglement routing based on local knowledge of link states.
We propose Asynchronous Entanglement Routing (AER) to eliminate the need for synchronized
operations and increase utility, significantly improving E2E entanglement efficiency [117], [155],
[156]. AER uses only local neighbor link states and structures like Destination-Oriented Directed
Acyclic Graphs (DODAGS) or spanning trees to route entanglement in a distributed manner. By
avoiding network-wide updates, AER enhances practicality and achieves higher rates than

synchronous methods, making it a promising solution for future quantum networks.

Contribution 1.2. Multi-tree entanglement routing based on AER. We extend AER to a multi-tree
scheme for larger-scale quantum networks by connecting multiple DODAGs in a distributed,
asynchronous manner using only local link knowledge [134]. Tests on generated and realistic
topologies show that this approach outperforms single-tree and synchronous routing in

entanglement rate and scalability.
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1.6.2 Goal 2: Efficient and Scalable Scheduling for DQC

Many existing studies assume a single user request at a time, overlooking the need for concurrent
path setup and coordination in real-world DQC scenarios. Even when simultaneous requests are
considered, most focus on complex methods like reinforcement learning or optimization solvers,
which add overhead with limited performance gains. Also, few consider execution time vs. fidelity
trade-offs in resource-limited settings. Goal 2 addresses these gaps by developing an efficient and

scalable scheduling scheme for DQC.

Contribution 2. Efficient Scheduling for DQC in Quantum Data Centers. We propose a resource
allocation framework for quantum data centers that maximizes fidelity-guaranteed throughput
while preserving dependencies [157]. Using a MILP model for benchmarking, we develop
efficient heuristics that closely match solver results, showing strong practicality for managing

remote gates and enhancing performance.

1.6.3 Goal 3: Secure and Resilient Quantum Internet

Existing approaches often target isolated layers or idealized conditions, highlighting the need for
practical E2E security architectures that consider hardware limits, classical integration, and
network dynamics. Cross-layer frameworks ensuring CIA in hybrid systems, along with support
for quantum-era cryptographic applications, remain underdeveloped. Goal 3 addresses these gaps
by developing a secure and resilient quantum network alongside cryptographic applications such

as quantum blockchains.

Contribution 3.1. Layer-wise Security Framework for Quantum Networks. We propose a security
framework by analyzing vulnerabilities and mitigation strategies across the quantum internet stack

(i.e., physical, link, network, and application layers), assessing attack severity and countermeasure
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effectiveness using both classical and quantum methods [129]. Findings underscore the evolving

nature of security threats and the need for adaptive defenses.

Contribution 3.2. Theoretical design for Quantum Blockchains. We explore quantum-era
cryptographic applications by analyzing quantum blockchains for decentralized identity,
proposing a conceptual framework and evaluating its feasibility, effectiveness, and key

components [158].

The remainder of this dissertation is structured as follows. Chapters 2 and 3 presents our
contributions related to Goal 1 (c.f., quantum networks). Chapter 4 explores the work addressing
Goal 2 (c.f., DQC), while Chapters 5 and 6 details the contributions toward Goal 3 (c.f., quantum
network security). Finally, Chapter 7 summarizes the findings and outlines potential directions for

future research.
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Chapter 2: Asynchronous Quantum Routing

In this chapter, we propose a set of asynchronous routing protocols, AER, for quantum networks
by maintaining a dynamic topology in a distributed manner, which has been extensively studied in
classical routing for lossy networks, such as using a DODAG or a spanning tree. The protocols
update the entanglement-link topology asynchronously and identify practical paths based on local
knowledge of network status. Simulation results indicate that AER achieves a larger upper bound
and significantly higher rates than existing synchronous approaches, and the rates increase with

coherence time, suggesting that it will have a much more profound impact as technology advances.

2.1 Introduction

Quantum networks [1], [15], [30] offer many possibilities for applications that go beyond what
classical networks can accomplish. Among these are sensing [4], secure communication [2], QKD
[159], clock synchronization [160], and DQC [20], [161]. Quantum repeaters have been developed
using various techniques to facilitate long-distance communication for these applications. These
methods can be broadly categorized into two groups: the first involves transmitting encoded
quantum information [22], [66] and applying quantum error correction [162], similar to classical
repeaters. The second, hereafter referred to as the quantum-native repeaters (or in some literature,
first-generation repeaters [67]), distributes long-distance entanglement [21] through entanglement
swapping [163] (Figure 2.1), allowing end-users to carry out desired operations such as QKD or
secure communications. While a direct application of classical networking technologies to
quantum networks by transmitting encoded quantum states may seem intuitive, the quantum-native

repeater provides a more immediate solution to creating a network that utilizes E2E entanglement,
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as the former approaches necessitate a considerably impractical quantity of qubits for error

correction purposes [10], [164].

(1) Generate entanglement
between |r,) and |q,)

(1) Generate entanglement
between |q,) and |r;)

P S R

(2) Repeater performs Bell state measurement (i.e., entanglement swapping)
between |r;) and |r,)

N

If the swapping succeeds, an end-to-end entanglement
is generated between |q4) and |q;)

ROV Entanglement T Physical (optical) link O Qubit
Figure 2.1. Single-hop Entanglement Generation via Entanglement Swapping.
As shown in Figure 2.1, Alice and Bob intend to establish an E2E entanglement through a repeater
positioned in between. The process involves two steps: (1) both parties create an entangled state
with the repeater, resulting in two pairs of entangled qubits: Alice’s |q, ) paired with the repeater’s
|ry) and Bob’s |q,) paired with the repeater’s |r,); (2) the repeater performs entanglement
swapping, which essentially performs BSM on |r;) and |r,) (see Subsection 2.2.1) assisted by

classical communication, producing an E2E entanglement between Alice’s |g;) and Bob’s |g5).

The development of direct-link entanglement generation has brought quantum networks closer to

realization, with recent experiments demonstrating deterministic entanglement delivery between
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solid-state memories located in different physical locations [52], facilitated by the use of
telecommunication wavelengths to extend the distance between the locations [165], [166].
However, the rate of direct-link entanglement generation still decreases significantly over long
distances due to photon loss and quantum state and operation instability resulting from unavoidable
interactions with the environment. Quantum repeaters based on entanglement swapping are thus
necessary to extend the entanglement generation (distribution) distance. However, they may not
always be capable of achieving the desired fidelity levels required for certain applications [74],
[167]. Entanglement purification (see Subsection 2.2.2) can improve fidelity, but it has a trade-off.
It reduces the number of entangled pairs shared between neighboring nodes on the network and
requires a substantial amount of classical communication overhead [89]. Entanglement swapping
and purification form a quantum-native repeater scheme analogous to the link layer of classical

networks (see Appendix A).

On top of the quantum-native repeater scheme, a network layer can be established to ensure an
effective architecture [168], [169] for quantum networks, thereby enabling the full network
capabilities. The quantum network layer plays a crucial role in determining the routing principles,
i.e., quantum-native routing, that facilitate requests for generating E2E entanglements between
remote stations [116], [170], [171]. Various metrics have been suggested to direct the routing
process [115], [172], and the entanglement rate — the number of entanglements generated per unit
time — is a prevalent metric akin to throughput in classical networks, with entanglements (as the
communication resources) replacing bits. In essence, designing a quantum-native routing protocol
aims to determine the optimal path while maximizing the entanglement rate between any two
nodes under specific constraints, such as operation probability, coherence time, and link capacity.

It should be noted that a classical network is assumed to be present in the quantum network,
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responsible for performing routing computations and broadcasting routing information. In other
words, each node in the quantum network must be able to communicate with one another via a
classical network, c.f.,, LOCC. This assumption can be safely made given the expectation of a
hybrid quantum-classical network and is a common practice in quantum routing techniques [115],
[116], [170], [171], [172]. After the paths have been established with the aid of LOCC, the
intermediate nodes (repeaters) carry out entanglement swapping and purification. The resulting
E2E entanglements connecting the endpoints (end users) are then used as the communication
resources for any desired operations. The nature of E2E entanglement resembles connection-
oriented circuit-switching, in contrast to the connection-less packet switching commonly used in
classical networks, which was also proposed for quantum networks [173]. To avoid confusion, the
term “quantum-native” is explicitly used to denote that the technique applies only to quantum
networks (to distinguish from the repeater approaches that relay qubits) and is not independent of

classical networks.

The routing process in existing approaches [115], [116], [170], [171] is divided into two phases,
namely external and internal, each assigned a specific time slot. During the external phase, pairs
of network nodes with a direct connection try to establish entanglement using a physical link,
resulting in an instant topology (Figure 2.2(a) and 2.2(b)) consisting of direct-link entanglements.
In the internal phase, assuming that nodes are only aware of the direct-link entanglement
generation results of their neighbors (see Subsection 2.2.3), each repeater node swaps
entanglement blindly to reach an E2E entanglement between the two endpoints that request to
communicate (Figure 2.2(c) and Figure 2.2(d)). If the E2E entanglement is not achieved, the two
phases are repeated. It is essential to synchronize both phases to ensure that entanglement “links”

remain available for the internal phase. However, this synchronization and blind attempts consume
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all entanglements in each time slot, leading to a low entanglement rate. Furthermore, there are no

obvious solutions for connecting networks of networks in these existing approaches.

(b) Instant Topology

@ Network Node
Figure 2.2. Topologies in Different Phases and E2E Entanglement Generation.

Physical link ©wwno Entanglement — woofid O Swapping

...........

As shown in Figure 2.2, Nodes A and C in the network intend to establish an E2E entanglement.
In Figure 2.2(a), the network consists of nodes connected by optical communication links, forming
the physical topology. In the external phase shown in Figure 2.2(b), nodes connected by the same
optical link attempt to generate direct-link entanglement, resulting in an instant topology of
entanglement links (the orange helical links). For example, Nodes A and D are connected by the
entanglement link E,p. In Figure 2.2(c), all repeaters involved in two entangled pairs perform
entanglement swapping on the qubits closer to the source or destination. Node E, for instance, has
four qubits, with each qubit entangled with one of its four neighboring nodes (Epg, Eyg, Egr, and

Egc). It performs swapping on |q,) and |q,) since they are connected to the nodes closer to A and
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C, respectively. In Figure 2.2(d), by consuming all entanglements in the instant topology, A and
C successfully obtain an E2E entanglement. Since each node is only aware of itself and its
neighbor’s entanglement-link statuses, Node E does not know if the path A-D-E-C would succeed.
It also performs swapping on |g3) and |q,) to increase the success rate of achieving an E2E

entanglement.

In this chapter, we propose a set of asynchronous routing protocols that can find the path between
any two endpoints in a network with a much higher entanglement rate than existing approaches.
Also, the entanglement rate increases with coherence time, and there are gateways in the network
to connect networks of networks. It removes the need for synchronized executions by iterating an
instant topology consisting of entanglement links. The instant topology can be in the form of a
graph that can be maintained in a distributed manner, such as a destination-oriented directed
acyclic graph (DODAG) or a spanning tree. Such techniques have been well-studied for classical
lossy networks, which share the similarity of losing a connection (in a quantum context, an
entanglement in the instant topology) with a probability depending on the quality of the physical
link. Our theoretical analyses and simulations demonstrate that our asynchronous protocols
achieve a larger upper bound and significantly higher entanglement rate compared to existing
synchronous approaches. The entanglement rate increases as coherence time increases.
Additionally, a tree-like instant topology such as DODAG allows for the connection of networks
of networks through the root nodes. These findings suggest that our proposed protocols will have
a significant impact on the development of a quantum internet as technology advances (as

coherence time increases and networks expand in scale).

The rest of the chapter is organized as follows. First, we define the problem statement of this

research by introducing the routing metric and the settings of the existing routing scheme we aim
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to optimize. Then, we propose the framework and two example algorithms for the asynchronous
routing protocols that maintain an instant topology in a distributed fashion. Next, we evaluate the
routing performance from various perspectives and provide a detailed explanation of a sample
routing result with DODAG. Subsequently, we analyze the simulation results to examine the
effectiveness of our scheme under different conditions and establish its superiority. Finally, we
conclude the chapter by discussing the limitations, the extent of usability, and potential areas for

future research and expansion.

2.2 Preliminaries

This section provides an overview of key concepts and methodologies relevant to our research. It
offers essential background to ensure readers grasp the subsequent discussions and the context of

our research question.

2.2.1 Entanglement Swapping

Entanglement swapping, in essence, is to perform a BSM on two pairs of entangled qubits. In the
circuit depicted in Figure 2.3, three parties are involved: Alice, Bob, and a repeater. Alice possesses
a qubit |q,), the repeater has qubits |q,) and |q,), and Bob has a qubit |g3). Before t,, operations
(i.e., Hardamard and CNOT gates) are carried out to produce two pairs of entangled qubits: one
between Alice and the repeater, |qyq,), and another between the repeater and Bob, |q,qs3).
Following this, the repeater executes a BSM, which is used initially to identify the specific Bell
state that an entangled pair is in. After that, at t,, the two entangled pairs |q,q,) and |q,q3) are
swapped to form a new, single pair of entangled qubits, |qyq3), which connects Alice and Bob

with an entangled pair (i.e., an entanglement link).
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Figure 2.3. The Circuit of Entanglement Swapping.

2.2.2 Entanglement Purification

At time t;, Figure 2.4 demonstrates that Alice and Bob possess two entangled pairs, namely |q,q,)
and |qoqs3), indicating a link capacity of two between them. This implies that two raw
entanglements with moderate fidelity will be utilized to produce a single entanglement with higher
fidelity. Alice owns |q,) and |q,), while Bob owns |g,) and |g3). Both |q,q,) and |q,q53) are
considered low-quality (raw entanglements). Successful purification is determined by coincidence
measurements in the Z basis. After the purification process, one of the entangled pairs is consumed
while the other becomes a higher-quality entanglement. In this example, |q,q3) is consumed, and

|q1q2) is preserved.
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Figure 2.4. An Example Purification Circuit with Link Capacity Two.
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2.2.3 Global and Local Knowledge of Network Status

For a quantum routing protocol to be effective, it must be capable of identifying the optimal path
as and when required. If a previously selected path becomes unavailable, the proposal must be able
to identify an alternative path from the current location to the destination. Since the global
knowledge of the entire network’s entanglement links is often not up to date, the protocol must
identify the best adjacent node based on its local knowledge of the entanglement links connected
to it. Although the shortest path in an instant topology can be easily identified if a global view is
available, it is unrealistic to assume every node has the latest version of it (e.g., to assume every
node instantly knows the instant topology created by nodes A, D, E, H, I, F, C in Figure 2.2. The
status of all direct-link entanglements can only be propagated through classical networks, which
is relatively slow. In large networks, the instant topology may have already been altered by the
time the global view has been broadcast to every network node. As a result, routing should be
constrained to ensure that each node is only aware of the entanglement link states of its neighbors
(e.g., node D only knows the direct-link entanglement generation results of links D-A, D-B, D-G,

and D-E. Specifically, D-A and D-E have been successful, while the other two have failed).

2.2.4 Finding Disjoint Paths
In a network, disjoint paths refer to two or more paths between a pair of nodes (i.e., source and
destination) that do not share any common node or link/edge except for the source and destination.

Here, we consider link-disjoint paths where two paths do not have any link or edge in common.

Finding disjoint paths is necessary in reality due to the current low link capacity in quantum
networks. Assuming global knowledge of the instant topology, finding even two disjoint shortest

paths in many scenarios remains an NP-complete problem, such as the min-min (i.e., to minimize
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the length of the shorter path of the two disjoint paths), min-max (i.e., to minimize the length of
the longer path of the two disjoint paths), and min-sum (i.e., to minimize the sum of the length of
the two disjoint paths) problems. Besides single-cost min-sum, others are NP-complete. In
addition, it is NP-hard to obtain a p-approximation to the optimal solution for any p > 1. More
details can be found in Reference [174]. This increases the time needed for classical operations to
find the shortest paths. Calculating paths and propagating the global view of the instant topology
within the entanglement coherence time is unrealistic. However, this problem will be eased in the

future if there is a high link capacity.

2.2.5 Link Capacity and Desired Fidelity

The maximum number of entanglements that can be generated between two parties is referred to
as link capacity. As illustrated in Figure 2.5, Alice and Bob each have two qubits, which means
they can generate two entangled pairs, leading to resource/qubit allocation and scheduling issues.
For more information, please refer to Reference [170]. However, if there is redundant link capacity,
a link in the instant topology can last longer since the other pairs of qubits (besides the one being
used) will continually attempt entanglement generation, providing backup direct-link
entanglements. Redundant entanglements in one edge can also be utilized to generate multiple
paths and support simultaneous connection requests. However, having four qubits does not
necessarily mean we can achieve the maximum of two entanglements since various entanglement-
based applications, such as QKD, require a minimum fidelity level. Some entanglements must be
used up to attain the desired fidelity, as explained in Subsection 2.2.2. Consequently, the actual
link capacity should be C/E (f). Assuming homogeneous link and node quality, this is a constant
factor applied to the entanglement rate. In the main text, without loss of generality, we set the link

capacity C = 1 and the number of entanglements for purification E(f) = 1 since they are
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constant as average numbers. This simplifies the routing problem and allows us to focus on the

entanglement rate change by maintaining a distributed graph.

Figure 2.5. A Link between Alice and Bob with Capacity Two.

2.3 The Entanglement Routing Problem

Quantum networks have several constraints that do not apply to classical networks. One such
constraint is the probabilistic nature of entanglement generation and swapping performed by
repeaters. Without loss of generality, we consider the generation of the maximally entangled states
(Bell states) between adjacent nodes and the operation of BSM at repeater nodes to swap
entanglement. Each instance of generation or swapping has a chance of succeeding or failing,
leading to probabilistic and unpredictable routing paths. As pathfinding takes place and direct-link
entanglements are generated, the instant topology changes constantly, emphasizing the need for
an adaptive routing approach to creating an E2E entanglement. Finally, once an E2E entanglement
is consumed, the network must establish a new one for a new connection request. In short, E2E
entanglements allow the creation of dedicated unicast channels between node pairs, regardless of
their position in the network. As mentioned, this characteristic of entanglement resembles
connection-oriented circuit-switching rather than the connection-less packet switching used in

classical networking. Here, we present a definition of the quantum-native routing problem.

Let us consider a graph G (V, E) that represents the physical topology of the quantum network

(Figure 2.2(a)). In this graph, each node v € V represents a quantum-native repeater, while each
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edge e € E denotes an optical link that connects two repeater nodes. The instant topology (Figure
2.2(b)) is denoted as G'(V', E"), which is a subgraph of G. E' is the set of direct-link entanglements,
and V' are the nodes that are connected by the entanglements in E’. Additionally, each edge (link)
e can support multiple entanglement generations with multiple qubit pairs between adjacent nodes,
where the link capacity C(e) of link e is defined as the maximum number of entangled pairs
generated between adjacent nodes connected by e. Each node contains a finite number of qubits
(depicted as orange dots in Figure 2.2), denoted as node capacity C(v) = Yeenw) C(e) where
N (v) refers to the set of links connecting node v. To achieve a desired fidelity f, we need E(f)
entanglements for purification, and each entanglement has an average coherence time, T,,. For
simplicity, we assume that the link capacity C and purification number E(f) are both equal to 1.
This implies that, as depicted in Figure 2.2, only one qubit is present on one side of the physical
link. Nonetheless, varying link capacities and purification numbers will not impact the evaluation
of the routing scheme as they simply introduce a constant multiplier to the entanglement rate. The
entanglement rate will increase linearly relative to the actual link capacity, as detailed in
Subsection 2.2.5. Given our assumption that C/E(f) = 1, we can omit the C/E(f) multiplier

from each entanglement rate equation.

In addition, for each entanglement generation between a direct link e, there is a probability p(e)
that the generation will succeed, while each entanglement swapping at a repeater v has a
probability q(v) of success. For convenience, we assume homogeneous entanglement generation
probability, denoted by p, and entanglement swapping probability, denoted by q, on all network
links and nodes. Finally, the entanglement rate, denoted by &, is the performance metric indicating
the number of E2E entanglements (Bell states) that can be generated in a unit time T. T must satisfy

T < T,,. Existing approaches usually consider the time required for both internal and external
46



phases (as discussed in the Section 2.1) to be one unit time and assume it to be longer than the
coherence time. To facilitate comparison, we set the unit time as T = T,,/n, wheren € Zand n >

1.

With these preliminaries, the problem of quantum-native routing is to design an effective algorithm
that maximizes the entanglement rate under the constraint that nodes only possess local knowledge
of adjacent links in the instant topology (For example, Node E in Figure 2.2(b) only knows the
direct-link generation results of Egp, Egy, Egr, and Eg¢). Note that it is unrealistic to assume that
a global view of the instant topology is known, which may allow an algorithm to determine the
shortest paths in the instant topology. In existing protocols such as [116], [170] that depend on
global knowledge of the instant topology, entanglements need to possess longer coherence times
as the network size (i.e., the number of network nodes) expands. This is because direct-link
entanglement information takes a relatively long time to traverse the entire network. Consequently,
in a large-scale quantum network, direct-link entanglements may decay by the time all direct-link
generation results are collected. Thus, a distributed approach is necessary to find optimal paths

with local knowledge of the instant topology.

Nonetheless, even if we assume to have a global view of the instant topology, it is still NP-
complete to find multiple disjoint shortest paths (for robustness) in many scenarios (see Subsection
2.2.4), given the restricted resources available at each link [175]. However, many existing
approaches assume that the global view of the instant topology is known, such as [170], [171],
[115], [31]. A recent work by Pant et al. [116] proposes a blind search routing strategy with local
knowledge of the instant topology, which, however, requires synchronized phases and consumes
all direct-link entanglements in each attempt, as shown in Figure 2.2(c) and 2.2(d), resulting in a

low entanglement rate. To ensure efficiency, entanglement swapping within a repeater should only
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occur when a path that includes that node is selected. Our approach, therefore, involves
maintaining a distributed graph and reserving entanglements not used in the current paths for future

use.

2.4 Asynchronous Routing Scheme

In essence, our method of asynchronous routing functions on an event-driven basis. It establishes
and maintains the instant topology as a distributed graph (such as DODAG or spanning tree) and
reacts to connection requests (events) by following the path determined in the distributed graph,
such as tracing the path through the most current DODAG’s root. The crux of the matter is the
former service, which outlines how to preserve the instant topology as a distributed graph that
determines a route for any given pair of nodes. In particular, we illustrate the protocol using two
sample graphs: DODAG and spanning tree. Protocol 1 in Figure 2.6 presents the algorithmic steps
of the routing processes, including quantum operations (QO), such as entanglement generation and
swapping, and classical operations (CO), such as event listening and request handling. Moreover,
the maintenance of the two example graphs (DODAG and spanning tree) is illustrated later in
Protocol 1.1 in Figure 2.8 and Protocol 1.2 in Figure 2.10, which are replaceable by any distributed

routing algorithms.

Protocol 1 is executed on each network node. To join the network, any node has to only abide by
the protocol without requiring synchronization of operations and communications across all nodes.
Lines 1 and 2 of Protocol 1 define the interfaces for executing classical operations (i.e., CO) and
conducting quantum operations (i.e., QO). Line 3 assigns the identifier of the current node running

the protocol instance to N..
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Algorithm 1 Asynchronous routing scheme

(Nprevs Npexs: the previous and next node in the path.)
(Njes;: destination.)

> Resource: System Interface and Variable

: CO < A set of classical operations

2: QO + A set of quantum operations

0 ® 3D

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

: N, < The current node that is running a protocol instance

> On-demand Service: Topology Maintenance and Listener
GRAPHUPDATE(QO, CO, N,) > Refer to Protocol 1.1 or 1.2
CO.LISTEN(‘connection_request’, Nprey, Ngegt)

> Request Handler: Path Navigation and Swapping
function NAVIGATE(Nprev, Nyest)
Npext < NEXTHOPDETERMINATION (N, Njest )
if Nyey is not null then
bool i <~ QO.ENTANGLEMENTSWAPPING(Nprev, Npext)
if i is true then
CO.EMITCONNREQUESTTO(N,ioxs, (N, Njest))
else > When the quantum operation fails
GRAPHUPDATE(QO, CO, N,)
NAVIGATE(Npreys Ngest)
end if
else > When the current node is not in the graph
GRAPHUPDATE(QO, CO, N,)
NAVIGATE(Nprey, Ndest)
end if
end function
CO.CONNECTIONHANDLER ¢— NAVIGATE(Nprey, Ngest)

Starting from Line 4, an on-demand service is initiated to update the instant topology continuously,
based on the rules specified in the distributed graph, such as Protocol 1.1 or 1.2 in the subsequent
subsections. Line 5 is responsible for listening to incoming connection requests. It is worth noting
that this is a self-propagating entanglement swapping process, whereby each node that receives
the connection request only has to focus on connecting itself with the destination node. Once a
connection request arrives, Line 21 processes it by redirecting the request to the NAVIGATE
function, which begins at Line 6. The NAVIGATE function verifies if both the current and

destination nodes are present in the distributed graph. If it finds that both nodes are present in the

Figure 2.6. Protocol 1. Asynchronous Routing Scheme.
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graph, it proceeds to conduct entanglement swapping between the qubit connecting to the previous
node Ny, and the qubit connecting to the next node Nyey¢. Assuming a successful entanglement
swapping, the NAVIGATE function will send a connection request to the next node, requesting
the establishment of a connection between the current and destination nodes. If the entanglement
swapping is unsuccessful, or either the source or the destination node is absent from the distributed

graph, the node will wait for an update to the graph before attempting to navigate again.

In short, to initiate the creation of E2E entanglement between a source and a destination node, the
source node issues a connection request, similar to Line 11, to begin the navigation process. Each
intermediate node requests the next node along the path toward the destination to perform
entanglement swapping until the destination is reached. In the subsequent two subsections, we

present two illustrations of the distributed graph: DODAG and spanning tree.

2.4.1 DODAG Protocol

A DODAG [176] is a graph with a tree-like structure formed by selecting a root node and then
growing by the exchange of control messages, as illustrated in Figure 2.7. The routing protocol
revolves around the utilization of one or more DODAGs, employing designated routing metrics
and an objective function to assist in selecting the optimal path to the root node. Subsequently,
communication between the two endpoints is established via the root node. The specific graph of
a DODAG at any given time is referred to as a DODAG version. If needed, a network can support

multiple DODAGs with different roots.
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Figure 2.7. DODAG and its Control Messages.

Figure 2.7(a) represents a version of a DODAG at any given time. The rank values of nodes in the
graph increase as their distance from the root node increases. When a node is directly connected
to another node and has a lower rank value, it is considered the parent of that node. Note that the
rank increment here is set as 1 for simplicity, but it can be any positive real number indicating the
cost metric. In Figure 2.7(b), each node outside the DODAG communicates with its neighboring
nodes by sending DIS messages to inquire if they belong to the DODAG. When a neighboring
node responds with a yes (as Node i does to Node j in the figure) using DIO messages, the node
(Node j) sends DAO messages asking to join the DODAG. Then, the neighboring node (Node i)
computes a rank value for the new node and allows it to join. If the neighboring node does not
respond, the node continues to send DIS messages until it receives a yes response or is asked to
join the DODAG by a DODAG neighbor using DIO (as in the case of the dotted area on the left).
In Figure 2.7(c), a DODAG expands itself and maintains its version using control messages

indicated in Figure 2.7(b).

The routing metrics are the set of factors used to evaluate a candidate hop that determines a

preferred path. These factors can vary, and here we include elements such as link quality, which
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is determined by link capacity (C) and the probability of direct-link entanglement generation (p),
as well as node quality, which is influenced by distance to the root node, number of qubits,
probability of entanglement swapping (q), and coherence time (7., ) — these metrics aid in creating
a routing strategy that maximizes the entanglement rate. To focus on the primary concern of
pathfinding, we assume that node and link qualities are homogeneous. However, in actual control
messages, such as DIS (DODAG Information Solicitation), DIO (DODAG Information Object),
and DAO (Destination Advertisement Object) in Figure 2.7, distinct node and link qualities may
be included to assist in selecting or eliminating parents and children. For example, if a link or node
falls short of the minimum requirement (e.g., fidelity f < 0.5), it will be removed from the
DODAG, along with its branches, and newer nodes will select stronger parents in their selection
process. It is important to note that if a direct-link entanglement is lost (either due to decoherence
or removal), the branch that was disconnected from the DODAG tree will remain a floating
DODAG branch. During this time, the disconnected node will act as the temporary root node for
the branch until it can successfully rejoin the main DODAG. Once it has rejoined, the floating

branch will become a part of the main DODAG once again.

The objective function for a DODAG establishes how nodes select and optimize the structure of
the graph. It translates routing metrics into ranks that determine rules such as parent selection and
loop avoidance (see Appendix B). In other words, the node’s rank in a DODAG indicates its
connectivity with the root and is determined as a scalar measure based on the routing metrics. As
the node and link qualities are considered homogenous in this chapter, the ranks should increase
monotonically as the nodes get farther from the root, as shown in Figure 2.7. It is worth noting that
a DODAG node can have multiple parents as long as there are no loops in the graph, which is
ensured by the objective function when calculating rank for new nodes. Consequently, routing can
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select preferred paths based on factors such as fewer hops or stronger nodes and links when dealing
with distinct node and link qualities. An initial objective function is provided below for rank

computation and parent selection.

Suppose a node v,,,,, wants to join a DODAG. It must calculate the rank step between itself and
each of its neighboring nodes in the DODAG, representing the amount by which the rank should
be increased along a specific link. Let us represent a neighboring DODAG node as vy,;,,, and the
rank step between v,,,,, and vy, 3S S(Vpew, Vnpr). The value of (Vyen, Vnpy) 18 determined by the
difference between the connectivity of node vy, (relative to the root), denoted as y (v, ), and
the connectivity of node , v,,;,,-, denoted as y(v,,p,-). If we denote the length (i.e., the number of

links) of the path from a node v to the root as L(v), then y(v) can be calculated by:
yw) =p'Mg* 1T, (2.1)

With that, we can compute ¥ (v,,,) by L(v,,-) and compute ¥ (vy,.,,) based on the fact L(vyey,)

= L(Vnpyr) + 1. With that, the rank step S(Vpew, Vnpr) can be calculated as follows:

S(vnewr vnbr) = Iy(vnbr) - )/(vnew)l (22)

The rank step can also be represented as S (Vpew, Unpr) = |y(vnew)(£ — 1T,,| since we assume

uniform p, q and T, . A stronger node (i.e., a node with higher connectivity) would have a smaller
rank step. Next, node vy, selects the neighboring node with the minimum rank step (suppose it
1S 3y ) to become its parent node. This enables node v, to determine its rank value by following

Vnpr» denoted as p(vyey ), when it successfully joins the DODAG:

p(vnew) = p(vnbr) + S(vnew' vnbr) (23)
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While a DODAG is constantly updated according to the rules above (refer to Appendix B for
information on loop avoidance), the routing process in the DODAG is as simple as moving up to
the root and then descending to the intended destination by selecting the parent with the lowest
rank value among all parents (or both source and destination ascend to the root). The maintenance

of the DODAG is outlined in Protocol 1.1 (Figure 2.8).

Algorithm 1.1 DODAG maintenance
(Nueighbor: the node that the current node is communicating with)

1: function NEXTHOPDETERMINATION(N,, Nyes)
2: return N,.parent
3: end function
4: function GRAPHUPDATE(QO, CO, N,)
5: CO.DIS_HANDLER < DIS(Npighpor,CO)
6: CO.DIO_HANDLER <~ DIO(Npeighpor, Q0,CO)
7: while true do
8: if N, is in DODAG then
9: CO.BROADCASTDIO(N,)
10: CO.LISTEN(‘DIS’, Nyeighbor)
11: else
12: CO.BROADCASTDIS(NV,)
13: CO.LISTEN(‘DIO’, Nyeighbor)
14: end if
15: end while
16: end function
17: function DIS(Npighpor, CO)
18: CO.SENDDIO(Nyeighbor)
19: end function
20: function DIO(Npeighpor, QO, CO)
21: bool j <~ CO.CHECKMINIRANK
22: if j is true then
23: CO.SENDDAO(Neighior)
24: bool k < false
25: while !k do
26: k <~ QO.ENTANGLEMENTGENERATION (N¢, Npeighbor)
27: end while
28: end if
29: end function

Figure 2.8. Protocol 1.1. DODAG Maintenance.
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2.4.2 Distributed Spanning Tree

As a result of having access solely to local knowledge of the instant topology of a quantum
network, constructing a spanning tree — a subgraph of a connected undirected graph that covers
all vertices using the least number of edges — necessitates a distributed approach. Numerous
distributed algorithms for spanning tree construction have been developed, including the renowned
Gallagher-Humblet-Spira (GHS) algorithm [177]. At the beginning of a GHS algorithm, each node
is considered a fragment, and these fragments progressively fuse to form larger ones. To combine
with another fragment, a fragment must locate its least-weight outgoing edge and work
collaboratively with other nodes to find it in a distributed fashion. Over time, the number of
fragments reduces until only one fragment remains, which is the Minimum Spanning Tree (MST).
A spanning tree guarantees the existence of a path between any two nodes. Nevertheless, using a
path will disconnect parts of the tree, requiring all nodes to update it continuously. Our assumption

of uniform p, g, and T, implies that all edge weights are equal in our situation.

However, we must address the instant topology’s probabilistic and decoherent entanglements
(links). Figure 2.9 illustrates our modified version of the GHS algorithm. In short, it addresses the
separation of a fragment caused by the decoherence of entanglements and continuous attempts to
generate an outgoing edge due to the probabilistic nature of entanglement generation. We achieve
this by incorporating a split event in addition to the merge and absorb processes of the GHS
algorithm. The following paragraphs outline how the modified GHS algorithm operates within a

quantum network.
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Figure 2.9. Distributed Spanning Tree by the Modified GHS Algorithm.

Figure 2.9 illustrates the maintenance of instant topology in a stepwise manner as a spanning tree
without including the physical links. Initially, in Figure 2.9(a), all nodes are considered as
fragments with a level value of 0. In Figure 2.9(b), each node sends a “test” message to its adjacent
nodes, resulting in some successful and some failed connections (i.e., entanglement links). Since
all level values are the same at the start, any successful connection leads to a merge process where
the levels are incremented by 1, and the connecting edge becomes the core edge of that fragment.
The fragments are denoted as A, B, and C. In Figure 2.9(c), nodes connected by core edges send
“test” messages to their adjacent nodes (not every “test” message is shown for brevity). For
example, Node a sends a message to Node b, and Node d sends a message to Node c. In Figure
2.9(d), Fragments A and B have the same level, so they merge, and their levels are incremented
by 1. Fragment C absorbs another node, and its level remains the same. Note that Node f declines
to connect with Node g because they have the same Fragment ID. In Figure 2.9(e), Node ¢ sends
a “test” message to Node h. In Figure 2.9(f), Fragment D absorbs Fragment E and becomes

Fragment F. In Figure 2.9(g), Edge b — h breaks, causing Fragment F to split into Fragments G
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and H. In Figure 2.9(h), the split event is triggered, and Nodes b and h send “test” messages to

their adjacent nodes.

Generically, in the physical topology G (V, E), each node starts as a fragment, and the objective is
to connect all nodes with minimum weight (i.e., the least number of edges in our case) with no
loop. In this context, an edge represents a direct-link entanglement in a quantum network. A
fragment F is a subset of IV and is assigned a non-decreasing integer level Lv(F) that begins with
0. Each node in a fragment must have the same level value as its fragment, i.e., Lv(v) =
Lv(F) V v € F. Fragments with a non-zero level are assigned a unique name or fragment ID,
denoted as FID(v) = FID(F) V v € F. Every node chooses a neighbor node to form a core edge
under certain constraints, such as the neighbor node with the minimum weight. Each fragment has
only one core edge, and the core edge selection process is beyond this text’s scope but can be
found in Reference [177]. The two nodes connected by a core edge are responsible for broadcasting
the fragment ID and level to all other nodes in the fragment. After receiving a broadcast message
from the core, every node searches for its minimum-weight outgoing incident edge. For instance,
if node v receives a broadcast, it selects its minimum weight edge and sends a “test” message to
node v’ on the other side (assuming v’ € F') with its fragment’s ID and level. Then, node v’
determines whether the edge is an outgoing edge and sends a message back to inform node v of

the result. The decision is based on the following criteria:

1. IfFID(v) = FID(v"), the edge is not outgoing because they are in the same fragment.
2. IfFID(v) # FID(¥") and Lv(v) < Lv(v"), the edge is outgoing.
3. If FID(v) # FID(v") and Lv(v) > Lv(v'), the algorithm cannot reach a conclusion

because the two nodes may already belong to the same fragment, but node v’ has not yet
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discovered this due to the delay of a broadcast message. In this case, the algorithm allows
node v’ to postpone its response until its level becomes higher than or equal to the level it
received from node v. Refer to Appendix C for scenarios involving broadcast delay in the

GHS algorithm.

When an outgoing edge is present, the fragments will begin to merge through the merge and absorb
processes (direct-link entanglement generation on the outgoing edge). If Lv(F) = Lv(F"), the
fragments will merge through the merge process, resulting in a new fragment with an increased
level of Lv(F) + 1. On the other hand, if Lv(F) < Lv(F"), the fragments will merge through the
absorb process, and the combined fragment will have the same level as F'. When an edge within a
fragment decoheres, it triggers a split event, where the two adjacent nodes generate new fragment
IDs for their own fragments and broadcast them to the rest of the fragment. The levels of the new
fragments remain the same. The increase in level during the merge process is to prevent the
formation of an edge to a fragment that has already been combined by the other outgoing edge,
which can cause a loop (see Appendix C). The split event does not combine fragments and thus

does not affect the merge and absorb processes or the levels of any fragments.

As the rules dictate, a distributed spanning tree undergoes continuous updates. During the routing
process within the spanning tree, the objective is to determine the correct direction toward the
destination from the multiple available directions. Whenever an outgoing edge is detected, the
relative position of each node in the tree, along with the new level and fragment ID, will be
broadcast. This relative position is used to determine the correct direction toward the destination.
Protocol 1.2 in Figure 2.10 provides an outline of the distributed spanning tree’s update process.
To be concise, we have omitted the broadcasting and listening of events that update the fragment

ID and level within a fragment.
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Algorithm 1.2 Distributed spanning tree

(Nneighbor: the node that the current node is communicating with)

1: function NEXTHOPDETERMINATION(N,, Njest)
2: return N..next > relative position is updated when receiving a broadcast
3: end function
4: function GRAPHUPDATE(QO, CO, N,)
5: CO.TESTMESSAGE_HANDLER ¢~ TESTMESSAGE (Nyeighbor, Q0,CO)
6: while true do
7: CO.BROADCASTTESTMESSAGE(N,)
8: CO.LISTEN(‘test’, Nyeighbor)
9: end while
10: end function
11: function TESTMESSAGE(Npeighbor, Q0O, CO)
12: if CO.FID(Nyeighbor)! = CO.FID(Npeighor) then
13: if CO.Lv(N,) < CO.Lv(Npeighior) then
14: bool r «+ false
15: while !7 do
16: r QO.ENTANGLEMENTGENERATION(NC,Nne,-ghbor)
17: end while
18: if CO.Lv(N.) == CO.Lv(Nyeighbor) then > merge
19: char id <+ CO.GENERATEID
20: int lv < CO.Lv(N,) + 1
21: CO.SETID(N,, id)
22: CO.SETID(Nyeighbor id)
23: CO.SETLV(N,, Iv)
24: CO.SETLV(Nyeighpors 1v)
25: else > absorb
26: char id + CO-FID(Nneighbor)
27: int lv CO'LV(Nneighbor)
28: CO.SETID(N,, id)
29: CO.SETLV(N,, Iv)
30: end if
31: CO.BROADCASTNEWFRAGEMENTINFO(N,, id, lv)
32: CO.BROADCASTNEWFRAGEMENTINFO(Nyeighbor, id, 1v)
33: else
34: TESTMESSAGE(Nyeighpor, @0, CO)
35: end if
36: end if

37: end function

Figure 2.10. Protocol 1.2. Distributed Spanning Tree for Entanglement Routing.

2.4.3 Time Complexity
The time complexity of asynchronous pathfinding algorithms can vary depending on the specifics

of the algorithm and the nature of the network. Here, we analyze the time complexity of the
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asynchronous protocols in terms of link availability probability p, node availability probability q,
and consider a grid network with node size n (i.e., vVn X v/n grid) where the root is at the center of

the grid.

The time complexity of DODAG can be analyzed in two parts: the time complexity for
constructing the DODAG and the time complexity of pathfinding within the DODAG. In the worst
case, constructing a DODAG from a network can have a time complexity of O(n) if we consider
all possible nodes and links. However, since each link or node has a probability p or g of being
available, respectively, on average, we are dealing with p+/n nodes and gv/n links (assuming a full
mesh). So, the complexity becomes O(pgn) for creating the DODAG. However, this decreases
the probability of the pathfinding part of the protocol. In other words, the reduction of time
complexity of DODAG construction of the algorithms (by the decrease of p and q) increases the
success probability of pathfinding. For pathfinding, the paths from the source or destination to the
root are planned by the rank values, which means the complexity corresponds to the length of the
planned path. The worst-case time complexity of DODAG pathfinding is thus the summation of
the furthest possible distance between source (i.e., v/n) and root and that between destination and
root (i.e., vn). Therefore, the overall complexity is O (v/n). Note that these are the worst-case time
complexities of the algorithm since we consider DODAG construction and pathfinding as separate
steps, but they are happening simultaneously in practice. Thus, the true complexity can be dynamic

and less than this in practice.

The time complexity of the spanning tree protocol can be similarly analyzed in two parts:
constructing the distributed spanning tree and pathfinding in the spanning tree. Generally, a

distributed algorithm to construct a minimum spanning tree (like the GHS algorithm) can have a
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time complexity of O(nlogn) [177]. In the worst case, all fragments are combined with “merge”
operations, so the number of fragments decreases by half at each level. Therefore, the maximum
number of levels is O(logn). Each level takes O (n) time (for information exchange in broadcast).
Hence, the time complexity is O(nlogn). Since a spanning tree is a tree, and trees are acyclic and
have only one path between any two nodes, locating a path in a tree (given pointers to the start and
end nodes) can be done in O (n) in the worst case, as you may need to traverse the entire tree (in a
skewed tree scenario). But if it is reasonably balanced, the path could be found much faster, in
O(logn) time. Note that the discussion of message complexity of both algorithms is out of the

scope of this chapter but can be found in [178].

2.5 Performance Analysis

To assess the effectiveness of our asynchronous routing protocol, we utilize the entanglement rate
(¢) as a metric. To simplify matters, we focus on a 2D grid topology (as illustrated in Figure
2.11(a)), denoted by G(V,E), and define an instant topology G'(V',E") as a subset of this grid.
Each node in G is only aware of the status of entanglements in the four direct links connected to it

and has no knowledge of the larger instant topology beyond that.
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(a) The physical topology: a grid (b) A virtual topology: a subgraph (c) A path in an instant topology
Figure 2.11. DODAG in a Grid Topology.
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In Figure 2.11(a), a 2D grid represents the physical topology G (V, E). In Figure 2.11(b), an instant
topology G'(V',E") is a subset of this grid. In Figure 2.11(c), a DODAG path can be identified
within an instant topology, with the connected graph forming a DODAG with respect to the root
node. The arrows indicate the rank differences (parent-child relationships), while small digits
beside nodes indicate their rank value. It is important to note that the small squares in Figure
2.11(b) and (c) do not represent loops but occur when nodes select multiple parents, as shown in
the example of orange arrows in Figure 2.11(c). These integers are solely to provide an example
that illustrates the relative difference of rank values. Real values would be more fine-grained (i.e.,

can be any positive real numbers).

In Section 2.4.1, we used L(v) to denote the length (number of links) of a path from node v to the
root of a DODAG. It is possible to extend this notation to represent the length of the path between
any two nodes (e.g., source node s and target node t) as L(s,t), but this value only applies to a
specific instance of the instant topology. To calculate the entanglement rate in a more general case,
we can estimate this value by approximating the mean length of all paths between two nodes in
the physical topology. Specifically, we use [, to represent the mean length of all possible paths
between nodes s and t in G. [, is of interest in percolation theory for a 2D square lattice, but it

cannot be determined analytically. However, an approximation is possible [179], [180] (see

Appendix D).

2.5.1 Synchronous Protocol Analysis
Let us denote the average number of disjoint paths found between s and t as ng,, and in a 2D grid
topology, we have 0 < n,, < 4 since the maximum number of neighboring links that can be used

by a node is four. Assuming we have only one possible entanglement in a direct link (i.e.,
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C/E(f) = 1), we can estimate the average entanglement rate ., (per time slot) between nodes

s and t for existing synchronous protocols as follows:
fsyn(s; t) = pls'tqls't_lns,t (2.4)

Let us denote the length of the shortest path from s to t as Zs,t. With the range of ng,, we can
establish the bounds for &, (s, t) (the length of the shortest path is the minimum length for each

of the four paths):
0< fsyn(s' t) < 4pis’tqis't_1 (2.5)

It is noteworthy that our examination of the entanglement rate pertains to exclusive connection
requests. For an analysis of link capacity allocation in the context of a batch of requests, we refer

interested readers to Reference [170].

2.5.2 Asynchronous Protocol Analysis

In essence, the idea of asynchronous protocols is to preserve the direct-link entanglements that do
not fall on the route between the two communicating parties, thus enabling the upkeep of a
distributed graph such as DODAG and a spanning tree for future use. Specifically, we take the
DODAG protocol as an example and examine its performance in this subsection. Besides s and ¢,
the root node of the DODAG is denoted by . We define I, as the average number of direct-link
entanglements already in the path between the root node r and node s, and [’ ; as that between
nodes r and t. Note that I's . and I',. ; are proportional to T, because higher values of T, result in
more entanglement links that remain un-decohered in G'. With this, we can estimate the

entanglement rate pppae for the DODAG protocol as:
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!
$popag(s,t) = Pls'rﬂr't_lé’_lr'tqls'rﬂr't_lns,t (2.6)

To facilitate comparison, we adopt a unit time for the entanglement rate that is equivalent to one
. . . . .. T
time slot in synchronous approaches. As mentioned earlier, we define the unit time as T = f,

where n € Z and n > 1. For brevity, we disregard the symbol T and express T,, as n unit times.
Since lg, « T, and l;.; < T,,, it follows that £pppac (S, t) increases as the coherence time grows.

Nonetheless, by definition, we know that &y, (s, t) is independent of T,.

The range of ng, in our asynchronous approach is the same as in the synchronous approach, as a
node can have up to four paths to the destination (having four parent nodes). Let us denote the
length of the shortest path from s to r and from r to ¢t as lAS,r and lAm, respectively. Then, we can

establish the bounds of pppac (s, t) as follows (assuming s and t need to go through the root r):
0 < &popac(s,t) < 4qlsr+inet (2.7)

The upper bound is attained when both s and t are already present in the DODAG, meaning no
direct-link entanglement generation (expressed by p) is necessary. It should be noted that our
assumption for Equation 2.7 is that s and t must pass through the root node . However, in reality,
if s and t are located on the same branch, they can pass through a shared ancestor instead. As such,
the right-hand side of Equation 2.7 represents a worst-case upper bound, and in reality, the upper
bounds for most specific scenarios would be greater. We demonstrate that even in the worst-case
scenario where nodes need to traverse the root node, the DODAG protocol provides a higher upper
bound (for most node pairs s and t) than existing synchronous approaches. On the other hand, the
lower bound happens when there are no direct-link entanglements in G', and s and t cannot be

incorporated into the DODAG within a single unit time.
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The worst-case upper bound of our approaches is represented by &55pac(s,t) = 4qi5rr+irrf‘1.
Initially, let us examine the case where p = q, then the upper bound of synchronous approaches is

(s, t) = 4q?!st=1. Therefore, the difference between &Y5, (s, t) and §95. (s, t) is attributed
to the difference between Zis,t and is,r + Zr,t. Let us denote the angle formed by s, r, and t with
respect to r as 0, for instance, 6,, 8,, and 05 in Figure 2.12. As demonstrated in Figure 2.12, we

can infer the difference between ZZS,t and lAS,r + Zr,t by the relationship of sides in a triangle:
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Figure 2.12. The Location Scenarios in a DODAG.

1. If @ is obtuse (e.g., 03), lAS,r + Zr,t < Zis,t (i.e., the sum of the two sides adjacent to an

obtuse triangle is less than twice the length of the other side. See the next subsection).
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2. If 6 is a right angle and the three nodes form an isosceles right triangle (e.g., 8; with s,
and t;), is’r + lAr,t = Zfs,t‘ If 6 is a right angle and the three nodes do not form an isosceles
right triangle (e.g., 6; with s, and t,), Zs,r + lAm < ZZS't.

3. If @ is acute (e.g., 8,), there are two cases depending on the relative position of the three
nodes. Assuming s is the one closer to r (i.e., t is farther from the root. Note that these are
also valid when treating t as the closer one to the root):

a. When Zs,r < ais,t (See the next subsection for the value of a with respect to ),
lAS,r + Zr't < ZIAS,t (e.g., B, with s; and t,). That is, our approach is better when s is
close to the root but far from t. In the case of equality, the three nodes form an
equilateral triangle.

b. When ZS'T > alAS,t, Zs,r + ir,t < ZZAS,t (e.g., 8, with s, and t;). That is, when s is

close to t but far from the root, our approach is not providing the optimal route.

In summary, only if the source and destination nodes are located in proximity and far from the root
(only case 3.b above), our worst-case upper bound is lower than {J}7, (s, t). Nevertheless, in this
scenario, they are likely to be on the same branch of the DODAG and thus have a higher probability
of having a much greater rate since they do not need to pass through the root. This hypothesis is
verified through simulation in the subsequent section. Additionally, in the case where the three
nodes are aligned in a line, if r is between s and t, lAS,r + Zr,t = Aslt. If r is not in between, they can
always establish communication without going through the root. When traveling towards the root,
the node farther away from the root would reach the closer node before reaching the root. However,
any entanglement swapping between the closer node and the root would be pointless. Therefore,

we can apply ZS_T + Zr't = Zs,t in this scenario as well.
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With that, it is obvious that E§5, 44 (s, t) > £ (s, t) holds when p < q.

Now, let us see the case where p > q. From £35, (s, t) and €554 (s, ), we have the relationship

between [ and fs,r + lAr,t:

1. If Zs,t >f (lAslr + Zr,t) where § < 1 (See the next subsection for the value of § with respect
to p and q)a SUyl‘?n(Sﬁ t) < 'E[l)]gDAG (S, t)-

2- If Zs,t < IB(Zs,r + ZT,t)a fsuygl(s' t) > g[l)]gDAG (S, t)-

Even though the second case above seems to suggest that the synchronous method has a higher
upper bound on the entanglement rate, the above relationships are valid only because is,r + Zr,t >
lAS,t. However, we find that, in reality, it is most likely is,r + lAr,t ~ Zs,t when the distance between
the source and destination is large. As shown in our simulation in Figure 2.13, the paths’ lengths
(hops) tend to converge as the distance between the source and destination increases. That is, [, +
.+ =I5+ when the distance between source and destination is large, which means that our
approach has a significantly larger upper bound than asynchronous approaches when the distance
between source and destination is large. This phenomenon can be explained by Figure 2.12 to
some extent (i.e., as the distance between the two communicating nodes increases, the two nodes
and the root tend to align in a linear configuration if the root is in the center of the network, that
is, the three nodes are more likely to form a line as distance increases. It is important to note that
although the mean path length tends to decrease with larger distances between nodes, it will not
be lower than the actual distance for obvious reasons. The number of network nodes influences
the observed trend in a grid network. When approaching the maximum achievable distance
between the source and destination, the mean path lengths for both approaches always converge.

This convergence is demonstrated in Figure 2.13(a) and 2.13(b).). Also, this distance value of the
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convergence point becomes smaller when T, becomes larger. With this fact, Equations 2.4 and
2.6 imply $55pac(s,t) = E95.(s, t) when the distance between source and destination is large,

which makes [, + ., = 5.
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Figure 2.13. Mean Path Length when Source and Destination must Pass through the Root.

As shown in Figure 2.13(a), with p = 0.6, T., = 3 (with source and destination locations
randomly generated), the average number of hops in a path in an asynchronous approach increases
rapidly when the L1 distance (see Appendix D) between source and destination is small and
becomes gentle. When the distance further increases, the mean hops decrease gradually. This
happens because the two nodes and the root tend to form a line (setting the root in the center of the
network) as the distance between the two communicating nodes increases. It is important to note
that although the mean path length tends to decrease with larger distances between nodes, it will
not be lower than the actual distance for obvious reasons. This trend scales as the number of
network nodes increases, and at the maximum distance between the source and destination, the
mean number of path lengths for both approaches always converge. In this figure, the network size

is 26 X 26, where the maximum distance is 50. Note that the value of q is irrelevant in this context
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as the graph solely illustrates the pathfinding in an instant topology without yet reaching the phase

of implementing entanglement swapping. In Figure 2.13(b), the plot with the value of T, set to 6.

Note that Figure 2.13 only represents the average length of paths found by the two protocols in an
instant topology. It does not consider the probability of finding a path. Path length alone does not
fully determine the entanglement rate. We must also consider the probability of finding a path in
an instant topology to determine the entanglement rate. In our simulations, the number of
successful path findings by asynchronous protocols is significantly higher than synchronous
protocols, given the same number of simulation iterations. The averages in Figure 2.13 are
calculated by taking only the iterations with successful path findings. Therefore, despite potentially
having longer paths, asynchronous protocols are more likely to find a path, leading to a higher
entanglement rate in the end. Results pertaining to entanglement rate versus distances are presented

in the next subsection.

Additionally, the simulations presented in Figure 2.13 only account for scenarios where the source
and destination nodes must pass through the root to establish a connection. However, in reality
(and in subsequent simulations), it is common for closely located source and destination nodes to
bypass the root and instead traverse a common ancestor. As a result, the mean path length for our
approach is expected to be considerably lower than depicted in the figure (as demonstrated in the

simulation results in Subsection 2.6).

Moreover, if we assume that there is at least one available path (where p and q are sufficiently
high to exceed the probability threshold in bond percolation, such as p > 0.5 and ¢ = 1 for a 2D

lge—1

square lattice [181]), we can establish lower bounds for stfn(s, t) = pbtq and

E8pac (s, t) = plsrtireqlsrtlne=1 If no direct-link entanglement is available in the instant
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topology, using a DODAG approach results in a worse lower bound since it requires two paths to
achieve, the sum of which is often larger than the shortest path achievable in the existing
synchronous approach. However, as the distance between the source and destination increases

(network scale increases), the two approaches have similar lower bounds.

2.5.3 Relative Positions of the Three Nodes in DODAG

Sides of an obtuse triangle: As shown in Figure 2.14, let us denote the sides of the triangle formed
by the three nodes as a, b and c. We show that the sum of the two sides adjacent to the obtuse
angle of an obtuse triangle is less than twice the length of the third side. Since it is an obtuse

triangle and c is the longest side, we have
a’?+b*<c?*=(a+b)><c?*+2ab<4c*=>a+b<2c (2.8)

which means lAS,r + Zr,t < ZlAS't.

Source (s) c Target (t)
Figure 2.14. The Triangle Formed by 1, s, t.

The value of a: As shown in Figure 2.14, we denote the sides of the triangle formed by the three

nodes as a’, b’ and ¢’ (when 6 is acute). Based on the ASS (Angle-Side-Side) Theorem, we have

b’ =a'cos@ +Va'2—c"?sin26 (2.9)

Together with a’ + b" = 2¢’ (for the boundary that makes the relationship of a’ + b" and 2¢’
different) and solve for a’, we have
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2 cos 0+v2V2 cos2 0+cos H—1+2
a =c =ac’ (2.10)

2(cos6+1)

The value of B: Since we want to know the boundary between 373, (s,t) = 4p’sfqlsf 1 and

EUB 16 (s,t) = 4qlsv*Irt=1 with respect to p and q. We solve for [, by
4plstqlse=l = 4glsrtlne=1  (2.11)

Thus, we have

~ 1 a
¢ = (s + 1) o iom = Blsr + 1) (2.12)

2.6 Simulation Results

We conduct network simulations on the two approaches to support our observation of the
theoretical performance analysis. We conduct simulation with single-path scenarios using
NextworkX [182], where we only find one optimal path for the source and destination in each unit
time. We did the single-path scenarios since it is much faster to simulate in a large grid topology.
A multi-path scenario is also shown at the end. The locations of the source and destination are
generated randomly. The root node for DODAG is set at the center of the grid. To simulate the
probabilistic behaviors of direct-link entanglement generation, we employ a grid network with
edges that have assigned probabilities for availability. Subsequently, we simulate the entanglement
swapping process within the probabilistic vertices of the network. Within this simulated grid
network, we conduct 50,000 iterations of each protocol for random pairs located at the same

distance, aiming to achieve E2E entanglement.
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Figure 2.15. Simulation Results: Rate vs. Distance.

Figures 2.15(a), (¢), and (e) show the entanglement rate behaviors when p = q = 0.8, and Figures

2.15(b), (d), and (f) show those when p = 0.4 and g = 0.8 (with local knowledge of the instant
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topology). The first row, represented by (a) and (b), showcases the DODAG performance, while
the second row, (c) and (d), highlights the spanning tree performance. These are compared to the
performance of synchronous protocols, denoted by the dashed purple lines. The third row, (e) and

(f), includes all protocols together and highlights asynchronous ones when T,, = 6.

As shown in Figure 2.15, the entanglement rates of asynchronous protocols (both DODAG and
spanning tree) decay slower than synchronous approaches. We can tell that DODAG and spanning
tree approaches behave similarly (DODAG slightly better) in simulation. Both provide higher rates
than synchronous approaches when the coherence time is greater than one unit time. We try
different combinations of p and g in the simulation. In all combinations, asynchronous protocols
have a higher entanglement rate and decay slower than synchronous ones when the coherence time
is greater than one unit time. When coherence time is equal to one, asynchronous protocols perform
similarly to synchronous protocols when the distance is small but slightly worse when the distance
increases. The solid lines in the figure show the estimated upper bounds of the entanglement rates
of an asynchronous protocol under the particular parameter settings, which is obtained by using
infinite coherence time. The figure also shows that asynchronous protocol has a higher rate even
in short-distance scenarios. This verifies our speculation in Subsection 2.5.2 that close-by node
pairs have a high chance of not needing to go through the root but only through a common ancestor.
Note that the simulation results represent the average rate across multiple iterations, which
introduces some inherent noise. Additionally, intermediate entanglements (i.e., the intermediate
entanglements established towards E2E entanglements) set up through entanglement swapping
will refresh the coherence time and are retained in asynchronous routing processes. Consequently,

the rates in simulations at distance d may exceed g% when using asynchronous protocols.
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Figure 2.16. Simulation Results: Rate vs. p.

The two diagrams in Figure 2.16 show the relationship between entanglement rate and p in the
two types of protocols. For ¢ = 0.8, this relationship is depicted in Figure 2.16(a), and for q =
0.4, it is presented in 2.16(b). The coherence time T, is varied across the set {1, 2, 6,00}. When
the coherence time is greater than one, the asynchronous protocol has higher rates in all values of
p. When the coherence time equals one unit time, the asynchronous protocol performs similarly to
the synchronous protocol, and its entanglement rate is slightly smaller as p increases. In both
situations, the entanglement rate of asynchronous routing increases as coherence time increases,

but the synchronous protocol does not.

As shown in Figure 2.16, the entanglement rate of asynchronous routing increases as coherence
time increases. The performance of existing synchronous protocols such as [116] is independent
of the coherence time. This indicates that when technology improves, asynchronous protocols will
have a much more impact than synchronous protocols. Since the performance of DODAG and
spanning tree protocols is similar in simulation, we only show the DODAG graph in this figure for

concise. The plot also demonstrates the estimated upper bound of the asynchronous protocol under
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a particular ¢ when the coherence time is infinite. For example, the upper bounds of the
entanglement rate of an asynchronous protocol when g = 0.8 or ¢ = 0.4 are shown with the solid
line in Figure 2.16. Nonetheless, if we have p = g = 1, we do not need any asynchronous or
synchronous protocols running in the case of having local knowledge of the instant topology. With
that, we can run any shortest path algorithm using the physical topology. However, asynchronous
protocols will still be useful, considering a quantum mobile network with dynamic physical
topology (i.e., nodes may be moving). Moreover, with T, = 1, the curves of asynchronous and
synchronous protocols look just like the percolation probability in percolation theory and get

increasingly obvious (more and more rapid transition around the threshold) when q gets larger.

In this chapter, we equate quantum state lifetime with the coherence time of entanglement,
considering them synonymous due to the dependency of entanglement coherence time on qubit
lifetime. As entanglement is sustained by quantum states, its coherence period is determined by
how long the states remain coherent. Additionally, we posit that the usable lifetime of qubit—its
duration of reusability for entanglement generation—is sufficiently long. Utilizing unit time,
which conveys a relative rather than absolute value, prevents us from specifying a minimum

quantum state lifetime, prompting us to assume it to be suitably long.

Finally, we show the simulation results in multi-path scenarios (Figure 2.17). Multi-path
simulation means we search for more than one path (disjoint) for a pair of source and destination.
We can tell asynchronous protocols have a higher entanglement rate than synchronous protocols

in all scenarios when T,., > 1.
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Figure 2.17. Multi-path Simulation Results: Rate vs. p.

Previous diagrams demonstrate the performance of single-path scenarios. Figure 2.17 shows the
performance comparisons of multi-path scenarios of the protocols. In varying scenarios with
different p, q, and T, values, asynchronous protocols consistently outperform synchronous ones
in terms of entanglement rate. Specifically, for 7., = 2 and p = q = 0.8, the result is shown in
Figure 2.17(a). The scenarios “p = 0.8,q =1,” “p =0.4,q = 0.8,” and “p = 0.4,q = 1” are
illustrated in 2.17(b), (c), and (d), respectively. Overall, our protocol provides larger rates than
synchronous approaches in all scenarios when T, > 1. Note that when g = 1 and q > 0.5 (the
bond percolation threshold for the square lattice [180]), the distance affects less on the rate. The

rate is not distance independent (it actually is when considering only one path) because there are
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fewer alternative paths as distance increases. This behavior conforms to what is expected in

percolation theory.
With the simulation results, we can establish the contributions of our asynchronous protocols:

1. The entanglement rate of asynchronous routing increases with the coherence time.

2. The entanglement rate of asynchronous routing decays slower than synchronous
approaches.

3. The entanglement rate of asynchronous routing is larger than synchronous approaches in

almost all scenarios.

2.7 Summary

We envision quantum-native routing (i.e., routing for E2E entanglement) as the key component of
the quantum internet and identify the disadvantages of synchronization used in existing quantum-
native routing schemes. Thus, we proposed the design of the asynchronous routing scheme and
benchmarked its performance under different parameter settings. Here, we highlight the
differences between our asynchronous routing protocols and existing asynchronous protocols.
Under the condition that a node only knows the direct-link entanglement states of its adjacent links,
existing approaches use synchronized time slots, including two execution phases to collaborate all
nodes to search for a path connecting the source and destination nodes. This method consumes all
direct-link entanglements, trying to find multiple paths between them. However, the consumption
of all direct-link entanglements counters the entanglement rate. Our method removes such
synchronization of execution phases by introducing graph maintenance in a distributed manner.
We treat all network nodes as vertices in a graph that try to connect their neighbors using direct-

link entanglements. No central control and no global knowledge of the direct-link entanglements
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are needed in our method. Whenever a pair of nodes wants to create an E2E entanglement, they
go through the distributed graph that is continuously updated to find each other. With analysis and
simulation, we found that the entanglement rate of our asynchronous protocols increases with the
coherence time, decays slower than and is generally larger than that of asynchronous approaches.
Furthermore, asynchronous protocols can simultaneously handle multiple user pairs, which
remains an open problem in synchronous schemes. Exploring the performance of multi-user

scenarios holds significant prospects for future research.

Moreover, existing approaches treat repeater nodes equally. However, repeaters have different
performances (they can have weights for edges, e.g., transmissivity, for routing, but no preference
for using competent nodes for more important purposes). Even though this is not the primary
purpose, DODAG can reflect the node robustness by preferring to set robust nodes as root nodes.
Also, DODAG roots can serve as well-fit gateways to connect multiple networks (i.e., networks
of networks). Since DODAG has such benefits that a spanning tree does not have and has similar
performance, we recommend DODAG to be the primary protocol for asynchronous routing, which
is also well-studied and standardized for low-cost wireless networks. Additionally, the scalability
of the DODAG network can be enhanced by constructing hierarchical DODAGs, which involve

creating trees of trees. This direction holds potential for future exploration.

There are other aspects of the protocol that warrant further investigation. For example, the center
of a network is a good position for the root node, but the impact of different root positions remains
future work. Moreover, the strategies to arrange multiple roots’ positions and to determine how
fine grain (the density) the partitioned networks should be (distance between adjacent root nodes)
remain future work. Last but not least, other aspects of entanglement-swapping-based routing are

also important and under investigation, such as the use of untrusted repeaters, the minimal trust
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between networks (i.e., no knowledge of the internals of another network), the possible presence
of malicious nodes, and the order of entanglement swapping along a path, etc. Furthermore,
exploring the performance of asynchronous protocols in non-grid networks is worthwhile.
Through this work, we aim to raise awareness and foster advancements in networking techniques

for the quantum internet.
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Chapter 3: Multi-tree Quantum Routing

In Chapter 2, we present AER, which enhance entanglement rates by leveraging solely the local
knowledge of the node’s entanglement links. It eliminates synchronous operations and conserving
unused entanglement links. In this chapter, we present a multi-tree approach with multiple
DODAGs designed to improve E2E entanglement rates in large-scale networks, specifically
catering to a range of network topologies, including grids and barbells, as well as realistic
topologies found in research testbeds like ESnet and Internet2. Simulations show a marked
improvement in E2E entanglement rates for specific topologies compared to the single-tree
method. This study underscores the promise of asynchronous routing schemes in quantum
networks, highlighting the effectiveness of asynchronous routing across different network

topologies and proposing a superior routing tactic.

3.1 Introduction

Advancements in quantum technology have ushered in new horizons for communication networks
[30], [1]. Quantum networks, underpinned by the principle of quantum entanglement, present the
potential for unparalleled security and computational advantages over classical counterparts.
Pioneering applications, such as QKD and DQC, are a testament to these capabilities. Essential to
these applications is creating E2E entanglement over long distances, also known as entanglement
distribution. This challenge is being addressed by the development of quantum repeaters. These
repeaters employ entanglement swapping, enabling two quantum nodes that are not directly
connected to establish entanglement via an intermediate node, i.e., the repeater. This procedure

can be extended over multiple repeaters, creating a long-distance entanglement link.
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As mentioned in Chapter 2, in prevalent methods such as [115], [116], the routing procedures
bifurcate into two distinct phases: the external and the internal, each with a designated time slot.
In the external phase, node pairs with entangled photons create a direct link between them. This
results in an instant topology of these successfully established direct-link entanglements. Figure
2.2(a) shows an initial state (physical topology) which results in several direct links, e.g., E4p
shown in Figure 2.2(b). Transitioning to the internal phase, under the presumption that nodes are
only aware of the generation outcomes of the direct-link entanglements with their adjacent nodes
(referred to as local knowledge of the instant topology), each repeater node indiscriminately swaps
entanglements, aiming to establish a multi-hop entanglement between two communication-
requesting endpoints as illustrated in Figure 2.2(c) and 2.2(d). E4 in Figure 2.2(d) is an example.
If the nodes A and C were wanting to communicate, this would be the desired E2E entanglement.
Should this E2E entanglement fall short, the two phases would repeat. To maintain the availability
of entanglement links for the internal phase, synchronizing both phases becomes imperative. Yet,
such synchronization and indiscriminate trials expend all available entanglements within each

timeframe, resulting in a diminished E2E entanglement rate.

In Chapter 2, we proposed an asynchronous routing protocol that identifies paths between any two
endpoints at a substantially enhanced entanglement rate compared to the synchronized two-phase
methods. Additionally, as quantum technology advances, our rate is expected to increase along
with extended coherence times. Moreover, the incorporation of root nodes as gateways can
facilitate the integration of multiple interconnected networks. By iteratively employing an instant
topology built on entanglement links, our approach obviates the need for synchronized operations.
This instant topology can manifest as a tree-like graph akin to a DODAG or a spanning tree. Our
theoretical evaluations and simulations showed that asynchronous methods outpace their
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synchronous counterparts by achieving a larger upper bound and an increased E2E entanglement

rate.

While the asynchronous routing scheme has introduced a practical approach using a single tree-
like structure, relying on a single DODAG may introduce limitations, especially regarding
scalability and resilience in an expanding quantum network landscape. As networks grow in
complexity and size, there arises a need for multiple interconnected trees to achieve better routing
efficiency, fault tolerance, and quicker E2E entanglement generation. In this chapter, we propose
the integration of multiple trees (multiple DODAGs) for quantum network routing and highlight
its advantages over the single-tree approach and synchronous methods. Our simulations indicate a
significant enhancement in E2E entanglement rates for specific topologies, including grid, barbell,
and some realistic testbed structures using the multi-tree approach. We also identify the optimal
graph types for tree routing schemes, which feature evenly distributed nodes with more uniform
and higher connectivity. This research emphasizes the potential of asynchronous routing methods
in quantum networks, spotlighting the success of asynchronous routing in various network

structures and advocating advanced routing strategies.

3.2 Multi-Tree Entanglement Routing
With the same background and motivation of Chapter 2, this section explores integrating a multi-
tree structure with DODAG in our asynchronous routing framework, addressing the root node

selection and the multi-tree applicability.

3.2.1 Multi-tree Structure
A multi-tree structure comprises several trees that may share subtrees while avoiding the creation

of loops. When combined with DODAG, it forms a collection of DODAGs with nodes organized
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hierarchically based on their rank values, as illustrated in Figure 3.1. Each DODAG generates its
own tree, originating from its root node. When two leaf nodes intersect, they engage in a
negotiation to determine which one will become the parent, typically by comparing their rank
values. The leaf node with the smaller rank value is selected as the parent. Nodes with identical
rank values are called “comparable nodes” and do not establish connections with each other. The

subtrees that emerge after the patterned purple nodes in Figure 3.1(a) represent the shared subtrees.

Root 1 Root 2 Root 3 Root 4
° ° ° ° ° ° ° ° ° °
Root 1 Root 4
() (<) 00—6) ° o o

(a) A multi-tree structure by DODAGs (b) A grid topology forming the structure in (a)

Figure 3.1. A Multi-tree Structure: a DODAG Forest Instance and its Representation in a Grid Topology.

The hierarchical node arrangement by rank value eliminates the possibility of loop formation
inside one tree. Also, diamond patterns are prohibited to avoid loops between trees. For example,
the subgraph outlined by the dotted ellipse in Figure 3.1(a) demonstrates this prohibition. A
diamond pattern occurs when a node with parents from multiple trees has more than one parent
within a single tree. This cannot be allowed because when a source node seeks a destination path,
it explores both lower and higher-ranked directions, creating an undirected crosstree path. This
undirected path would lead to loop formation during the pathfinding phase [183]. To prevent these
patterns, nodes refrain from being overly selective when choosing parents. In other words, a node

should only select one parent per tree. For example, in Figure 3.1(a), if Node E already has a parent
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in the fourth tree, it should abstain from creating another entanglement in the tree, such as Eppg,

with Node D.

In this context, finding a path between nodes entails identifying a shared parent, with a preference
for selecting lower-ranked parents. The search extends to higher-ranked nodes if no common
parent is located among the lower-ranked nodes. For instance, consider Node A in Figure 3.1(a),
aiming to establish entanglement with Node B. The path for E2E entanglement is indicated by the
yellow dashed arrows. Initially, it attempts to locate Node B among its lower-ranked peers but
fails. Then, Node A extends the search to higher-ranked nodes, seeking a child node with an
outgoing link to another tree. Node A finally identifies Node G and routes through it to reach Node
C, which serves as a common parent for both Nodes A and B. This process is indicated by the
dotted yellow arrows, signifying the undirected path from Node A to Node C and from Node B to
Node C. It is worth noting that this pathfinding operates using classical methods. Once the path is

established, entanglement swapping along the path is executed to create the E2E entanglement.

It is worth noting that the path search stops upon reaching the destination in most cases, but in the
worst-case scenario, the source node may explore the entire forest. Even then, it only provides
multiple paths for selection, not attempting swapping throughout. The source can choose the
shortest one and perform swapping accordingly. The exponential decay of performance occurs
during swapping, not during classical communication. However, in the worst-case scenario, most
methods, including ours, may encounter issues with classical communication overhead in large
networks, where no perfect solution exists. In the Noisy Intermediate-Scale Quantum (NISQ) era,

we focus on optimizing performance despite these noisy conditions.
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The first topology usually considered in routing is that of a grid. In a typical grid topology, nodes
are neatly surrounded by neighboring nodes, typically four: north, south, east, and west. With that,
the initial step involves the selection of root nodes, ideally one per quadrant in larger grids, while
a central root may suffice for smaller grids. These roots serve as primary sources of information
flow. Each layer of trees extends outward from these roots, including nodes at increasing distances.
Due to the grid’s symmetry, this arrangement results in concentric trees of nodes around each root.
Figure 3.1(b) shows an example of four trees in a grid topology corresponding to the one depicted

in Figure 3.1(a).

The inherent predictability of grid layouts and the structured deployment of DODAGs minimizes
the occurrence of lengthy, convoluted routes, especially for nodes situated far from one root but
closer to another root within a multi-tree structure. Consequently, shorter routes reduce
probabilistic operations, such as entanglement swapping, which, in turn, contributes to an

increased entanglement rate.

However, employing multiple DODAGs within a grid also presents challenges. The overlapping
zones of neighboring DODAGs can lead to communication overheads as nodes actively negotiate
parent selection. This issue can be mitigated by discouraging the greedy selection of parents in

different DODAGs or using priority and scheduling mechanisms.

3.2.2 Root Nodes Selection

The root node selection is crucial in optimizing entanglement distribution and minimizing
overhead in any network topology, including multiple or single-tree schemes. For example, central

nodes often have equidistant access to all other nodes in the grid, ensuring an even distribution of
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resources and minimizing the maximum path length to any node. Corner nodes allow for a clear

directional flow of information across the grid.

Regarding a multi-tree structure, selecting roots in denser areas of the network is preferable. These
areas, characterized by higher interaction rates, allow for more efficient entanglement swapping
due to the closer proximity of nodes. Clustering the network by node density and designating the
centers of these clusters as root nodes can significantly improve the network’s entanglement
distribution. These central cluster nodes serve as effective hubs, managing local traffic efficiently

and reducing the need for failure-prone or long-distance connections.

With that, considering the eccentricity of nodes is another pivotal factor in the root node selection
process. Eccentricity is the maximum distance between a node and any other node in the network.
Nodes with low eccentricity are preferable as root nodes because they are more centrally located,
thereby reducing the maximum number of entanglement swapping must occur. Moreover, nodes
with high connectivity are excellent candidates for root status. Their multiple adjacent edges imply
an ability to handle numerous entanglement requests and to support a high volume of
entanglement-swapping processes. A high-connectivity node as a root also adds robustness to the
network, offering multiple alternative pathways for entanglement distribution in case of individual

link failures.

Dynamic root selection strategies can also benefit the network by adapting to evolving conditions
such as traffic patterns or connectivity changes. Nodes that become central to the network’s traffic
flow areas can be dynamically chosen as root nodes to optimize distribution routes (if the instant
topology allows). Additionally, periodic rotation of root nodes can mitigate the risks of network

bottlenecks and single points of failure. It also distributes operational stress evenly across the
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network, which is especially important if the role of a root node causes any form of degradation

or wear over time.

3.2.2 Applicability

The use of multi-tree structures offers advantages in routing entanglement. However, the specific
network topology influences the choice to employ multiple trees. While multi-tree structures can
be applied to various network topologies, some network configurations benefit more from this

approach.

Multi-tree routing is generally more effective in larger, more regularly distributed, or densely
connected topologies than linear chains or backbones. Its goal is to facilitate nodes in proximity
within a large network without routing through a central root. It enhances entanglement rates for
nearby nodes while maintaining rates for farther nodes. These findings are supported by the

simulations presented in the next section.

Grid topologies, characterized by even connectivity, are well-suited for multi-tree routing. Using
multiple trees in such grids ensures balanced load distribution. In larger grid networks, adopting a

multi-tree structure significantly reduces the path length needed for E2E entanglement.

Conversely, multi-tree routing may not be the most competitive in barbell topologies, but it still
outperforms a single-tree approach. In this scenario, root nodes can be placed at the center of each
side of the barbell. However, the backbone link connecting the clusters needs more resources and
management than links in more evenly distributed topologies. Challenges also arise in topologies

with long linear chains, posing difficulties for entanglement routing for all schemes.
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3.3 Simulation Results

This section presents our simulation settings and results.

3.3.1 Simulation Settings

We have developed simulation models for multi-tree, single-tree, and synchronous routing
schemes across three generated topologies: grid, random graph, and barbell. In all experiments,
we maintain a constant direct-link entanglement generation success rate (p) and entanglement
swapping success rate (q) at 0.8, along with a coherence time (T,,) of 2, which facilitates the
comparability of results in various scenarios. Requests are started by choosing a source node at
random and then selecting a destination node at random (across the entire network) from the group

of nodes at the specified graph distance away.

The grid graph comprises a ten-by-ten network. In the case of multi-tree routing, we establish four
root nodes positioned at the center of each quadrant, mirroring the configuration presented in
Section 3.2. Conversely, a single root node is designated at the center of the entire grid for single-

tree routing.

A random topology graph is generated using the Erdds-Rényi model, also known as a binomial
graph [184]. This model assigns probabilities for edge creation within the graph. Note that these
probabilities only relate to the generation of physical topology. To ensure a node degree like the
grid for comparison, we generate a random network with 100 nodes using a probability of 0.04.

This yields an average of four adjacent edges per node.

The barbell topology comprises two clusters linked by a single connection. Each cluster constitutes

a random graph containing 50 nodes, with an average of four edges per node. In the case of multi-
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tree routing, both clusters are further divided into two subgraphs, resulting in four root nodes. A

single center is located at one end of the backbone link for single-tree routing.

The compared synchronous scheme relies on the two phases outlined in Section 3.1 and [116]. It
operates on local knowledge of the instant topology. During the internal phase, each node assists
in creating E2E entanglement for a user pair. Nodes keep a distance table and perform swapping

operations for nodes closer to the source or destination. This synchronized approach involves

exhaustive trials, utilizing all available entanglements.

3.3.2 Results for Generated Topologies
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Figure 3.2. Simulation Results for Generated Topologies.
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Figure 3.2 shows the entanglement rates for three routing schemes—multi-tree, single-tree
structures, and synchronous (i.e., Syn) across three different network topologies—grid, random
graph, and barbell over various distances. Graph distance is measured by the shortest path length
between two nodes in the corresponding physical topology (i.e., hops). This chapter focuses on the
impact of network topology rather than the actual distance and thus does not simulate p as a
function of distance. The mean entanglement rate is computed by dividing the number of

successful E2E entanglements by the number of attempts.

The multi-tree approach shows advantages in the grid topology, characterized by its regular and
evenly distributed layout. Conversely, a single-tree structure within a grid topology may lead to
longer paths for nodes far from the central root node. In the random graph topology, nodes exhibit
connectivity similar to the grid topology but are less evenly distributed. Therefore, they behave
similarly to the grid topology but perform slightly worse. In the barbell topology, nodes within the
same cluster enjoy better connectivity, but performance relies on the backbone link between
clusters. The entanglement rate is substantially lower for pairs of nodes located on different sides

of the barbell.

The “Syn” curve in Figure 3.2, representing a synchronous routing scheme, typically exhibits
lower rates than asynchronous multi-tree and single-tree schemes. This is because synchronous
schemes may rely on coordination and blind searches, which may not scale well with distance,
especially in less regular topologies. Overall, the improved performance of the multi-tree approach

over the single-tree structure is attributable to node pairs in the same cluster, i.e., closer nodes.
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3.3.2 Simulations with Realistic Topologies

To validate the effectiveness of the routing schemes in real-world scenarios, we also conducted

simulations of the three routing methods on three actual research networks across the globe: ESnet

[185], SURFnet [186], and Internet 2 [187]. These networks were explicitly selected to showcase

the variance in graph structures, from a more uniformly structured SURFnet to a more linear

configuration of Internet2. Note that distance in this context still refers to the shortest path length

between two nodes in the physical topology rather than geographical distance.
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Figure 3.3. Simulation Results for Realistic Topologies: SURFnet, ESnet and Internet?2.

SURFnet has nodes with strong connections, as indicated by their higher number of adjacent edges

(e.g., Node 8 in Figure 3.3(a)), making them suitable candidates for root nodes. This suggests that

SURFnet exhibits areas of high network density, resulting in superior multi-tree performance

compared to the other two topologies. As shown in Figure 3.3(b)., ESnet exhibits less densely

distributed nodes and fewer highly connected central nodes than SURFnet. Consequently, ESnet
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performs less efficiently than SURFnet but maintains similar relationships between the different

routing approaches, as shown in Figure 3.3(b).

In the case of Internet 2, as shown in Figure 3.3(c), which includes long linear chains in its
topology, DODAG behavior becomes less stable and inefficient. When two nodes are in the middle
of a long linear chain, their likelihood of being included in the DODAG diminishes. Consequently,
all three routing schemes exhibit suboptimal performance in this topology, with both multi-tree
and single-tree schemes displaying overlapping performance. This instance is an example of a

topology that lacks even connectivity and is not well-suited for multi-tree routing.

One potential solution to this is the inclusion of floating DODAGs. Floating DODAGS preserve
detached branches as isolated DODAG segments when a direct-link entanglement is lost. During
this period, the severed node temporarily serves as a provisional root for the subset until it
successfully reconnects with the primary DODAG. Upon reconnection, the isolated segment
reintegrates into the primary DODAG. It is important to note that only the provisional root node
of a floating tree can join a stationary DODAG with a real root node. Further simulations involving

floating trees are part of future work.

Overall, in realistic topologies, multi-tree routing shows a modest performance improvement
compared to single-tree routing. This discrepancy can be attributed to the relatively modest sizes
of the research networks, whereas the multi-tree approach is designed for large networks. In other
words, the nodes in these realistic networks generally have shorter inter-node distances on average
than those in the generated larger topologies. Nevertheless, the overarching trend suggests that
asynchronous routing, in both single or multiple tree versions, outperforms synchronous routing

in various simulated and realistic topologies.
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3.4 Summary

Building upon the foundation laid by our previous work, which focused on asynchronous routing
with local knowledge to improve E2E entanglement rates, this study proposes a multi-tree
approach using a DODAG framework, addressing the challenge of long-distance entanglement
distribution. Our simulations demonstrate improvements in entanglement rates across various
network topologies, including grids and barbells, as well as real-world testbeds like ESnet and
Internet2. These results highlight the efficiency and advantages of asynchronous routing schemes.

This reinforces the potential of asynchronous strategies in optimizing future quantum networks.
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Chapter 4: Resource Management in DQC

Consider a quantum data center housing multiple QPUs distributed across different racks, where
executing remote gates in quantum circuits requires entanglement between separate QPUs. The
generation of this E2E entanglement often results in congestion and resource contention. In this
chapter, we propose a resource management framework that maximizes fidelity-guaranteed
throughput while assuring dependencies. The problem is first formulated as a MILP optimization
model to serve as a benchmark. We then introduce efficient heuristic scheduling algorithms that
perform comparably to the optimization solver. While there is a tradeoff between execution time
and throughput, simulations show that our heuristics closely approximate the solver’s results in
most scenarios. This indicates that simple heuristics are sufficient in current DQC settings, offering
practicality for managing the potentially large number of remote gates in a quantum circuit. Such

efficiency gains can significantly enhance overall performance in DQC systems.

4.1 Introduction

Recent advances in quantum computing, marked by the introduction of increasingly powerful
quantum machines and advancing communication experiments, signify substantial progress in the
field [1], [35], [36], [121]. As quantum computing continues to evolve, there is a growing demand
to interconnect these systems, especially within a data center connected by optical switches
(analogous to traditional circuit-switched networks). This can be achieved through DQC [188],
[189], [190], [191], in which individual quantum processors, each with limited capacity, work
together to address computational tasks that exceed the capabilities of a single device. Unlike

classical distributed computing, where adding more processors leads to a linear increase in
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computing power, the integration of additional quantum processors can result in an exponential

enhancement of quantum computational capacity [14].

Quantum computers can be interconnected using a hybrid approach combining quantum and
classical techniques [15], [17], [21], [26]. Hybrid quantum-classical networks often rely on a
central controller to handle orchestration tasks like scheduling and routing, a practice that extends
to DQC. However, scaling quantum resources within data centers presents unique challenges due
to the inherent complexities of quantum technology, including decoherence, probabilistic
operations, and unreliable entanglement generation [115]. Addressing these challenges calls for
innovative strategies specifically designed for DQC, aligned with the shift from monolithic to
distributed architectures. Enhancing performance necessitates unique resource management and

optimization techniques suited to the quantum domain.

In the current NISQ era [10], executing a complex quantum algorithm in DQC involves
partitioning the algorithm into smaller components (i.e., dividing the quantum circuit into sub-
circuits) and allocating them to specific QPUs. Each sub-circuit comprises a set of quantum gates,
some of which can be executed locally within a QPU, while others require resources and
collaboration across QPUs, i.e., inter-processor operations, specifically referred to as remote gates.
A primary goal in quantum algorithm partitioning is to reduce the number of remote gates, as their
execution is significantly more resource-intensive compared to local gates. However, achieving
this is highly challenging and inherently constrained [192], [193]. Therefore, minimizing the
overhead associated with remote gate execution—such as employing resource management to
enable their parallel execution—is equally important. Resource management strategies from
classical networks cannot be directly applied to quantum networks due to the above differences

[161].
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A key method for executing remote gates between two QPUs is by leveraging a pre-established
entangled pair shared between them [14]. Thus, an overlay network for entanglement distribution
is crucial for enabling remote operations in DQC [116], [129]. This overlay network facilitates the
distribution of E2E entanglement between arbitrary nodes in the network. The end nodes then
utilize this E2E entanglement as a communication resource to perform remote operations. For
entanglement distribution to function, each node in the network must communicate to coordinate
the implementation of local quantum operations, also known as LOCC [87]. Once paths between
end nodes are established, intermediate nodes (i.e., quantum repeaters) execute entanglement
swapping and purification [52], [170] to produce E2E entanglement of sufficient quality. The key
challenge lies in effectively selecting paths for concurrent remote gates, which require specific
QPUs for execution, to achieve optimal performance. This involves maximizing the availability of
resources, such as E2E entanglement with desired quality, for a batch of remote gates within a

given time frame.

Consider a quantum data center with multiple QPUs distributed across various racks tasked with
executing one or more complex quantum circuits in a distributed manner. At any given time,
numerous requests arise for resources to execute remote gates in the quantum circuit, each
requiring E2E entanglement between QPUs. Ideally, maximizing the concurrent execution of
remote gates is desired. However, as the number of requests increases, congestion and resource
contention become inevitable. For instance, multiple remote gates may rely on a shared link, but
the resources available between the QPUs connected by that link may be insufficient to meet all

demands.

To address this, we propose a resource management framework for quantum data centers that

prioritizes gate dependencies while maximizing quality-assured resources for remote gates. The
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problem is first formulated as a MILP optimization model, serving as a benchmark. We then
introduce a set of efficient heuristic scheduling algorithms, such as prioritizing requests with
minimal resource demands. While there is a tradeoff between execution time and request
satisfaction, simulations show that the proposed heuristics closely approximate the solver’s results

1n most scenarios.

This demonstrates that simple heuristic algorithms are sufficient for current DQC settings. Unlike
sophisticated methods such as reinforcement learning or optimization solvers used in existing
works, a straightforward heuristic can achieve comparable performance with significantly faster
execution times. Even in harsh conditions, the results are acceptable. That is, an efficient heuristic
can offer a more practical solution for managing the potentially large number of remote gates in a
quantum circuit. These efficiency improvements can greatly enhance overall performance,
especially for large quantum computations involving thousands or even millions of sub-circuits.
Saving time on processing one batch of remote gates—a set of sub-circuits—can translate into

substantial time savings over the course of the entire computation.

With that, the contributions of this chapter can be summarized as follows:

1. We propose a resource management framework for quantum data centers that abstractly
models the components of a partitioned quantum circuit executed in a DQC environment.

2. We formulate the resource management problem as a MILP model, which serves as a
reference for performance evaluation.

3. We introduce a set of efficient heuristic algorithms that deliver performance comparable

to MILP while achieving significantly faster execution.
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4. We assert that straightforward heuristic scheduling is both sufficient and practical for
current DQC settings, outperforming the complexity of sophisticated methods employed

in existing works.

To fully understand the content of this chapter, readers are strongly encouraged to review Section

1.3 and Subsection 1.5.2 beforehand.

4.2 Topologies for DQC

In this section, we introduce the network topologies identified for connecting QPUs in quantum
data centers. A straightforward approach is to adopt topologies inspired by those used in early
classical data centers [194], [195], and analyzed in the context of quantum networks [196], [197].
One such consideration is the widely discussed entanglement switch [198], [199], designed for
dynamically switchable entanglement networks, which in its early stages is expected to resemble
a Clos network—a multistage circuit-switching network [200]. By adding stages, a Clos network
reduces the number of cross points needed to construct a large switch, e.g., a hub. In this context,
the distribution of E2E entanglement is analogous to circuit switching in classical networks, where
a dedicated communication path is established between end nodes for the duration of the
connection. Based on these principles, we explore two types of initial topologies for quantum data

centers: DCell and BCube [201].

DCell and BCube were both originally developed to address the limitations of traditional
hierarchical data center networks, offering scalability, fault tolerance, and manageability. These
topologies are well-suited for quantum data centers, where efficient interconnectivity between
QPUs is critical for DQC. DCell is defined recursively: a DCell at one level (referred to as Cell 0)
acts as a building block for higher levels (Cell 1, Cell 2, etc.). For example, the topology shown in
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Figure 4.1(a) is a 5-cell DCell topology. Note that Quantum Hubs (i.e., Q-Hubs) in a DCell mainly
serve as internal optical switches within a cell while facilitating intra-cell switching. BCube, on
the other hand, employs a multi-level recursive design inspired by the hypercube. In this topology,
QPUs are interconnected through multiple layers of switches, creating a structure that supports
robust connection paths and efficient fault recovery. As shown in Figure 4.1(b), a 2-level BCube
topology showcases the layered interconnections between nodes, enabling greater network

capacity and manageability compared to traditional designs.

(a) A 5-cell DCell

Intra-cell
connection

Inter-cell

(b) A 2-level BCube connection

Level 1

Figure 4.1. DCell and BCube Topologies for Quantum Data Centers.

In both topologies, a central controller oversees network orchestration, handling tasks such as
routing and scheduling for entanglement distribution. DCell and BCube topologies are ideal
candidates for the inter-rack connections. Nonetheless, we envision a hybrid approach in near-term
quantum data centers: using DCell and BCube for inter-rack connectivity and employing simpler

topologies, such as star or tree configurations, for intra-rack connections. In this chapter, we focus
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on the inter-rack topologies—DCell and BCube—due to their suitability for managing distributed
quantum operations. Future work will explore the integration of intra-rack connections to

complement these designs.

Similar to previous chapters, we refer to the topologies formed by physical quantum channels,
such as DCell and BCube, as physical topologies. To enable the distribution of E2E entanglement,
a pre-establishment phase is required, during which each node generates a direct-link entangled
pair with its neighbors. In contrast to the physical topology, we define the topology formed by
entanglement links as the instant topology, reflecting its dynamic nature. Ideally, the instant
topology would match the physical topology if direct-link entanglement generation were fully
successful. However, in practice, the instant topology is often a subset of the physical topology,

with link attributes reflecting varying entanglement link fidelities and capacities.

4.3 Resource Management Framework for DQC

Quantum data centers face unique constraints that do not apply to classical data centers. For
instance, although a qubit can be transmitted to a remote node by encoding it into a photon’s degree
of freedom and sending it through a fiber link or free space, any loss of the photon due to
attenuation or decoherence makes the information it carries irretrievable, as it cannot be copied or
retransmitted [46]. Entanglement generation is inherently probabilistic, resulting in dynamic
connections and constantly shifting network topologies. Furthermore, entangled states are highly
unstable, with lifetimes ranging from milliseconds to seconds [202]. These challenges necessitate
the development of adaptive routing and scheduling algorithms to ensure efficient and reliable

operation [26].
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Therefore, a specialized resource management approach that accounts for quantum data centers’
unique quantum properties, components, and architectures is crucial. In this context, we foresee
two primary types of resource contention: one arising from the execution of dense sets of remote
two-qubit gates within a quantum circuit (i.e., single-tenancy), and another stemming from running
multiple quantum circuits concurrently on the same network (i.e., multi-tenancy). To effectively
address resource contention in these scenarios, the approach must maximize the number of
satisfied requests—referred to as network throughput—at any given time while ensuring fairness
by proper request sequencing and satisfying request priority. In this chapter, we focus on

addressing the single-tenancy scenario, but the approach can be adapted to support multi-tenancy.

(a) Example of circuit partitioning

qo0 :
QPU 1
o —D D D
g O— =
QPU 2
g3 S P—b
a: D &
QPU 3
gs : D
A random quantum circuit M Partitioning/Decomposing
S1 S92 S3 S4 S5 S6
. L L 1 | | |
do I I I | | I
QPU 1 I I | I I I
Q1 —D : —5 . —H : :
I I I | | I
I I I | I I
g2 P—D . t t P— D—
QPU 2 I I I I I I
I I I I I I
g3 : : e . —— D —~P -
I I I I I I
I I I I I I
g4 T C) T (} T T T T
QPU 3 I I I I I I
X I I I | I I
as - T T —D— T T
| | | 1 1 1

The partitioned circuit

(b) Example of a network-aware quantum orchestration process

Circuit Compiler Scheduler .
Instruction set
* Circuit Modification >> * Routing >> to generate
* Partitioning/Rack Assignment * Resource management entanglement
(minimize remote gates) (minimize switching)

Figure 4.2. Example of (a) Circuit Partition and (b) Network-aware Quantum Orchestration.
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In a single-tenancy quantum data center, a quantum circuit is partitioned by a circuit compiler such
that the order of remote gates within a sub-circuit is arbitrary, while the order of sub-circuits
remains essential, as illustrated in Figure 4.2(a). The partitioned sub-circuits are then processed by
a scheduler to generate an instruction set for the generation of E2E entanglement, as shown in
Figure 4.2(b). Multiple QPUs may be located in different network cells within the quantum data
center. At any given time, the scheduler handles numerous sub-circuits containing remote gates
that request E2E entangled pairs between QPUs. Many of these requests may rely on the same link
to establish the required entangled pairs, but the available resources on each link are limited. Based
on these configurations, the resource management process in a quantum data center is defined as

follows.

The symbols and notations used in this chapter are listed in Table 4.1. As indicated, G(V,E)
represents the physical topology of a quantum data center, where each node v € V corresponds to
a QPU, and each edge e € E represents a link connecting two QPUs. Each link e has a maximum
capacity of C,, representing the maximum number of entanglement generations it can support
between adjacent nodes. At any given time, the active link capacity, denoted as ¢, < C,, refers to
the number of entangled pairs that have been successfully generated on the link e. Each direct-link
entangled pair initially has a fidelity f,. Note that G (V, E), with zero entanglement edges removed,

i.e., c, = 0,, is called the instant topology.

At a given time, there exists a batch of requests from a group of remote gates, R, requiring E2E
entangled pairs between distant QPUs for execution in a specific sequence. These remote gates
can be from one or more sub-circuits within a single quantum circuit or across multiple quantum
circuits. Each remote gate request r is characterized by two required QPUs, a duration d, to

complete, a weight w,., a maximum acceptable path length hA;*** (i.e., the maximum number of
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hops), a minimum fidelity f, and a dependency set, D,., containing the requests that need to be
finished before it. Multiple paths are identified for each request r, denoted by P,., with each path p
having a hop length h?. For simplicity, it is assumed that all entangle pairs share a uniform

coherence time t°°, meaning all requests must be completed within this timeframe.

Table 4.1. Symbol Table

Notation | Description

G(V,E) | The network topology in a quantum data center, with nodes represented by set IV and links by set E.

Ce The capacity of link e € E: the number of entangled pairs on link e.
fe Fidelity of a direct-link entanglement generated by link e.
R Set of requests from a group of remote gates.
Sy Start time for request r € R.
d, Duration to finish the request 7.
w, Weight of request 7.
D Dependency set for request 7. The request r can only begin after all the requests in D,. have been
T completed.
pmax Maximum number of hops for each path associated with request " to satisfy the minimum

entanglement rate for request 7.

fmin | Fidelity threshold for request 7.

A set of paths that connect QPUs required for the request 7. The paths are arranged in ascending
order by their length.

Jie Fidelity that can be achieved by using path p € P, for request 7.

fr Distilled link fidelity on link e for path p.

h? Length of path p (number of hops) for request 7.

c? The capacity required for purification and meeting the fidelity requirement of request r over path p.
i Entanglement rate for request r along path p.

D Direct-link entanglement generation success probability.

q Entanglement swapping success probability.

The coherence time of the Bell pairs in a quantum data center, which serves as the deadline for

co
t completing all requests in R.
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The management process for requests from remote gates in a quantum data center is summarized

as follows:

1. Each node generates entangled pairs with its neighbors, forming an instant topology
G(V,E) in which each link’s capacity is determined by its entanglement generation
outcome. Each direct-link entanglement within a link is generated with a probability of p.

2. The network receives a batch of requests, R, from a group of sub-circuits, which contain
remote gates.

3. A set of paths, P,, are identified for each request r. The number of paths |P.| for each
request should be limited to |P,.|™%* to ensure fairness.

4. The best path selection and start time for each request are determined.

5. Go to 1 and repeat the process for next batch of requests.

The challenge in this process involves selecting the optimal paths and arranging the correct

sequence of requests in step 4.

4.4 Optimization and Heuristics

As previously discussed, quantum data centers face unique constraints that are not present in
classical data centers, requiring specialized strategies. In this section, we define the problem and
present the proposed models and algorithms for resource management in DQC within quantum

data centers.

4.4.1 Optimization by Mixed Integer Linear Programming
To maximize the number of satisfied weighted requests for fidelity-guaranteed E2E entangled

pairs—referred to as weighted throughput—within a single time unit (i.e., one coherence time,
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before any direct-link entangled pairs decohere and the topology changes), while preserving

request dependency relationships and ensuring fairness, we define the resource allocation problem

as follows:
maximizez z xf - w, - &° 4.1)
VreRr Vp€EP,
subject to
z z xf-cl <c,Ve€EE (4.2)
VTreR Vp€EP:e€p
s;+d; <s,Vr €R,Vi €D, (4.3)
h? < k%% vp € P,,Vr € R (4.4)
ff > fmin vp e P, vr €R (4.5)

< co
g}gg(sr +d,) <t 4.6)

The objective of the optimization problem in (4.1) is to maximize the weighted network throughput
for a given set of requests, which need to be satisfied within one coherence time. The weighted
throughput ensures that requests with higher weights are executed with choices of shorter path or
more paths (i.e., higher rate for higher weight) within the constraints. The decision variables are
{xf ,sr} where x! € {0,1} denotes the selection of path p for request r (with 1 indicating p is
selected, otherwise, 0), and s, denotes the start time of the request r, which ensures the predefined
request precedence. w, indicates the weight of request r. & denotes the resulting E2E
entanglement rate for request r when using path p and can be computed by &£ = th ~1 (i.e., the

success probability of a sequence of swapping operations).
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The constraint in (4.2) ensures the selected paths together do not exceed the capacity of any link
in any path. ¢ denotes the capacity path p required for purification to meet the fidelity requirement

of the request 7 (i.e., each link that path p has needs to have available capacity greater than c?).

Before computing ¢/, we need to know the minimum fidelity each link of path p needs to have, to
achieve

£, given the number of swapping needed. That is, we need to consider fidelity changes after a
number of swapping (fidelity as a function of path length). For a path with a length of h? and
distilled link fidelity for path p, £, the resulting fidelity of the E2E Bell pair path p can achieve

(after undergoing 12 — 1 nested swap operations) can be expressed as [5]:

12— 1£-1
£ = % +%<¢(4n; — 1)> ’ <4fep3— 1) (4.7)

where ¢ is the two-qubit gate fidelity and 7 is the measurement fidelity of the swapping operation.
To compute £, we need to consider the purification relationship between resulting fidelity and
direct-link Bell pair fidelity f,. Without loss of generality, by considering bit flip errors only, the

resulting fidelity after purification using two Bell pairs can be computed by [4]:

fif
fife+ =)A= 1)

F(fi.f2) = (4.8)

If we consider the uniform fidelity of Bell pairs on the same edge, then f; = f,, and the formula

2
becomes F(f) = Zfoﬁ . In principle, this process can be applied recursively to achieve

arbitrarily high fidelities by consuming a number of Bell pairs. Using a recursive approach can

determine the round of purifications (or the number of Bell pairs) needed to achieve the target
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fidelity, which thus compute c’ . For effective purposes, an iterative approximation can be applied.

More details can be found in Appendix E.

Let us assume we use the same amount of direct-link Bell pairs in each link of path p. That is,

c? =n+ 1 where n is the round of recursive purification conducted. Then, we have the same

distilled link fidelity on each link for path p, i.e., fep . Then, with (4.8), we have:

Fn = Fn—l(Fn—Z'fe)J n 2 2
fS = Fy = F(fe, fo), n=1 (4.9)
FO - fve, n= 0

where F,,_; is a recursive form based on (4.8) when n>=2. F; is the same as (4.8) and F, = f,. Let

£f = f™" and solve for n using (4.7) and (4.9), we get cf =n + 1.

The constraint in (4.3) ensures that requests must respect predefined sequences and dependencies.
If request i precedes request r (i.e., i € D,.), the completion time of request i (i.e., s; + d;) must
be less than or equal to the start time of request r, s,.. The constraint in (4.4) ensures the practicality
of each path by setting a maximum path length for each path associated with request r to satisfy
the minimum entanglement rate for request r. The constraint in (4.5) ensures the fidelity achieved
by using path p for request r is greater than the fidelity threshold for request r. The constraint in
(4.6) ensures the latest completion time of all requests is less than the coherence time of the Bell

pairs in a quantum data center (i.e., the deadline for completing all requests of the current batch).

It is worth noting that if the batch of requests is time-sensitive, where we want to minimize the
maximum completion time (makespan) while maximizing throughput, the objective function can
be changed to reflect the dual objectives. These two objectives often conflict — maximizing
throughput could increase execution time due to resource saturation, and minimizing execution
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time might reduce the opportunities to maximize throughput. Thus, if makespan matters so much
that throughput can be compromised (or balanced), it can be modeled as a dual-objective
optimization problem that simultaneously maximizes throughput and minimizes execution time.

The second objective can be expressed as

minimize 0, = minimize max(s, + d
ze 0 ze max(s, + d,) (4.10)

Given the dual objectives, we can model them as a weighted sum objective:

maximize a0; — 0, (4.11)

where O is the first objective function O; = Yyrer Lvpep, xf-w,- & in (4.1). a and B are

weights indicating the importance of maximizing throughput and minimizing execution time,

respectively.

Alternatively, we can use a e-constraint model where one objective is optimized while the other is

included as a constraint to be satisfied:

maximize 0; s.t. 0, <¢ (4.12)

or vice versa, where ¢ is a threshold that you are willing to accept for the constrained objective.

Nonetheless, in the rest of this chapter, for simplicity, we consider throughput the sole objective
as shown in (4.1) and include global makespan as a constraint to be satisfied. The threshold for the

constrained makespan is that it is always less than t°, which makes the allocation feasible.

108



4.4.2 Resource Optimization with Non-overlapping Constraint

In certain scenarios within a quantum data center, it is essential to ensure that no two requests are
scheduled to overlap in time on the same machine. For example, consider a scenario where a
quantum data center is tasked with processing several remote gates that require the utilization of a
specialized QPU. Each request needs to execute quantum algorithms that involve complex
calculations such as factoring large numbers, simulating molecular interactions, or optimizing
financial portfolios. These tasks are computationally intensive and sensitive to the precise control

of quantum states, necessitating dedicated access to the QPU resources.

If two requests, i and 7, are assigned to the same QPUs and their execution times overlap, it could
lead to quantum state interference, erroneous computation results, or degradation in system
performance. For instance, if the remote gates of request i involves preparing and measuring
quantum states that are susceptible to decoherence over time and gates in request r concurrently
starts an operation that unintentionally impacts these states due to shared resource contention, both
requests might fail to achieve their goals. To manage this, we can utilize a non-overlapping

constraint expressed as below, which can be added to (4.1)’s constraint set when necessary:

s;+d;<s,or s, +d, <s;,Vi,r€ER,i #1
(4.13)
lf {aiﬁ bl} N {ar; br} * @

where a; and b; are the source node and the destination node of request i, respectively. This
constraint ensures that for each pair of requests assigned to the same QPUs, one of the following
conditions must hold: either the completion time of the first request must be less than or equal to
the start time of the second request or the completion time of the second request must be less than

or equal to the start time of the first request. The “if” condition checks if there is any common
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node between the sets of source and destination nodes of requests i and r. This captures any overlap

among the source and destination nodes of the two requests.

To model the logical operations in (4.13) so as to implement this constraint effectively in a MILP
model, we can use a big-M model to linearize the disjunction [203]. We can introduce a binary
variable indicating if request i is scheduled before request r, y;- € {0,1}. It equals to 1 when

request I is in the dependency set of request r. Then, the constraints can be expressed as:

s;i+d; <s, + M —y;), s, +d, <s; + My,
(4.14)
Vi,r €ER,i ¥r

where M is a sufficiently large number that makes the constraint non-binding when not required.

4.4.3 Scheduling by Heuristics

MILP may be appropriate if the primary goal is to determine an optimal allocation of paths and
resources for a static set of requests and constraints without factoring in the time required to compute
the solution. It is particularly effective when relationships can be linearized, and the environment
remains stable. However, in a quantum data center, the instant topology changes dynamically with
each coherence time, and incoming request batches are inherently dynamic. More critically, in the
current NISQ era, the coherence time is very short, necessitating fast solutions to address the current
instant topology before it changes. To address these challenges, we propose a set of efficient heuristic

scheduling algorithms as follows:

We first propose the Least Resource First (LRF) scheduling algorithm, which prioritizes paths that
consume the least resources. It selects paths that leave the maximum resources available post-

allocation while respecting the dependency relationships between requests. Specifically, it evaluates
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multiple paths for each request to identify the one that minimizes resource usage, thereby reducing
the impact on the overall system capacity. LRF prevents over-commitment to resource-intensive
requests, reducing the risk of scheduling bottlenecks. Its solution space is relatively small, making it

exceptionally efficient.

To enhance performance by expanding the solution space, we extend LRF to propose the Group LRF
(GLRF) algorithm. GLRF processes a group of requests (e.g., two requests per group)
simultaneously, selecting paths collectively that leave the most resources free after allocation. This
broader exploration of the solution space provides better optimization compared to processing
requests individually with LRF. For instance, when evaluating solutions for a batch containing k
requests, GLRF considers C(k, 2) possible combinations, while LRF only evaluates k. Here, C (k, 2)
represents the “given k choose 2” combinatorial. By assessing the collective impact of multiple
requests on resource allocation, GLRF identifies more effective solutions. Prior to path selection,
requests are sorted based on their precedence sets using a directed acyclic graph (DAG) by

topological sorting.

Considering the importance of weighted throughput (not just throughput), we further introduce the
Weighted GLRF (WGLRF) algorithm, which incorporates request weights into GLRF. WGLRF
prioritizes groups of requests with higher total weights, where group weight is the sum of the weights
of all requests in the group. This improves performance by emphasizing high-priority requests. Like
GLRF, WGLRF explores group-based solutions but adds a weight-based prioritization step. The
three algorithms—LRF, GLRF, and WGLRF—are computationally efficient, with WGLRF closely

approximating optimization results in many scenarios.
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Since WGLRF encompasses the functionality of both GLRF and LRF, we present only the
pseudocode for WGLRF with Algorithm 4.1 in Figure 4.3. For simplicity, the pseudocode shows the
assignment of a single path to each request. However, it can be easily adapted to assign multiple
paths to a single request when additional link capacity is available after all requests in the batch have
been assigned one path. Weighted topological sorting is used to order non-dependent vertices by

weight during topological sorting [204].

Algorithm 1. Weighted Group Least Resource First (WGLRF)
Input: Graph G, Requests R and Number of requests per group n
Output: Assignment of paths to requests with start times

assignment «— empty dictionary
# Sort requests by weighted topological order
sorted_requests «— weighted topological sort requests(R)

for i from 0 to len(sorted requests) step n do
group requests <— sorted_requests[i:i + n]
for each request r in group requests do
earliest start < get_earliest start time(assignment)
min_resource_usage < infinite
for each path p in r['paths'] do
resource_usage < get_required bell pairs(G[u][v]['fidelity'],
r['min_fidelity'], len(p))
# Check path feasibility and path optimality
if G[u][v]['capacity'] = resource usage and
resource_usage < min_resource_usage then
# Assign path to request with earliest start time
append (7, p, earliest_start) to assignment
G[u][v]['capacity'] —= resource usage

return assignment

Figure 4.3. Algorithm 4.1. Weighted Group Least Resource First (WGLRF).

WGLRF naturally promotes a more balanced distribution of load across system resources,
preventing overuse of any particular link by focusing on minimizing resource usage. In multi-request

or multi-tenant environments, this ensures that no single request monopolizes resources, improving
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overall fairness and request satisfaction. The WGLREF strategy is conceptually straightforward and

can be implemented using simple algorithms to evaluate resource usage for each path.

Note that, in all methods, paths are evaluated to ensure they meet the fidelity requirements of a
request before being assigned. Paths that cannot achieve the required fidelity through entanglement
purification are excluded from consideration. Additionally, requests with unresolved dependencies
are temporarily deferred until their dependencies are resolved, and requests that cannot be satisfied

within the current timeframe are carried over to the next batch.

4.5 Evaluation

To evaluate the performance of our proposed algorithms, we use the simple First Come First Served
(FCFS) algorithm as a lower-bound benchmark and the CPLEX MILP solver [205] for optimization
problem (4.1) as an upper bound. FCFS processes requests based on their dependencies and weights,

starting with those that have none and progressing to those with increasing levels of dependency.

4.5.1 Time Complexity

Branch-and-bound is widely used in integer programming to solve MILP problems, including
CPLEX. The method systematically divides the problem (branching) and uses solution bounds of
subproblems (bounding) to gradually narrow down the search for the optimal solution. In our case,
each branching point (or decision) in the solution space can potentially result in the generation of
two new subproblems or branches. This bifurcation occurs because each variable at a decision point
can lead to two distinct paths: one where the variable is included in the solution and one where it is
not. As a result, the number of subproblems—or nodes in the decision tree—can double with each
additional variable. This exponential growth in the number of nodes that need to be evaluated reflects

the inherent complexity of the problem.
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Given that n potential paths are identified for the requests in a batch, with each path requiring a
binary decision (branch), the total number of possible combinations of these decisions is 2™. This
corresponds to the total number of leaf nodes in a fully expanded binary tree, with each node
representing a subproblem that may need to be resolved in the worst case. Consequently, the time
complexity of a branch-and-bound-based solver is O(2™). The complexity of handling dependency
constraints is negligible compared to 2™ and thus is omitted. Let k represent the number of requests
and m denote the constant number of potential paths per request. Since the total number of paths

n = k = m, the complexity can be represented as 0 (2%).

In FCFS, requests are processed sequentially based on their order of arrival and the resolution of
their dependencies. This can be achieved using topological sorting, which has a time complexity of
O(k + &), where § represents the number of directed edges in the dependency graph. Each edge
signifies a precedence constraint, indicating that one request must be completed before another can

begin.

LRF not only processes requests based on their dependency resolution but also evaluates which path
for each request minimizes resource usage. This involves a comparative analysis of all paths per
request to determine the one that leaves the most resources free. It involves determining the least-
resource path among all paths of a request, together with dependency checks. This process
sequentially evaluates each path until a valid one is found. Assuming a uniform distribution of paths

across requests, the complexity is O (k * m + &), thus O (k + §).

In GLRF, requests are grouped based on criteria like minimum dependencies. For each group, GLRF
evaluates multiple paths for each request in the group to determine which combination of paths

across all requests in the group minimizes the total resource usage. First of all, we still need
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topological sorting which is O(k + &). Then, for fixed group sizes, resource evaluation for each
group has a complexity related to the combinations of requests within each group. For each group,
C(k,g) = 0(k9) combinations may be considered, where g is the number of requests within the
group. Including the sorting and grouping, the complexity can be represented as O(k + 6 + k9 *

m * k/g). Since m and g are constant, the complexity is O(k + § + k9*1) and thus O (k9*1).

WGLREF is similar to GLRF, but adds a preliminary step of weighting groups, which might involve
additional complexity depending on how weights are calculated, and groups are formed. This can
add an O (klogk) component for sorting by weight before topological sorting. Thus, the complexity
of WGLREF is O(klogk + k9*1). Since O(klogk) grows slower than O(k9*1) for any g > 1, it

can be simplified as 0 (k9*1).

In short, as expected, the optimization solver’s complexity is exponential for the branch-and-bound

method to explore the solution set. All other algorithms are polynomial.

4.5.2 Simulation Settings

To evaluate the performance and efficiency of various heuristic and optimization approaches in the
aforementioned quantum data center configuration, we conduct simulations using NetworkX [206]
to model the dynamic network graph. A uniform-distribution-based random number generator is
used to generate random circuits that produce weighted requests with random dependencies. For
simplicity, the direct-link entanglement generation success probability is set to a constant value of

0.8, introducing variability in link capacities during the simulation.

We simulate the 5-cell DCell and 2-level BCube topologies separately to assess the methods’
compatibility with different network structures. Both topologies are configured with the same

number of end nodes (QPUs), complemented by quantum hubs positioned to facilitate connectivity.
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Remote gate pairs are generated randomly among QPUs, with switches and hubs excluded as end
nodes. The requests generated from these remote gates correspond to E2E entangled pairs required
between the selected QPU pairs. Network graphs are constructed with edge attributes, including
maximum capacity and initial fidelity of the direct-link entanglement, while vertices are categorized

as either QPUs or switches.

A random partitioned quantum circuit, such as the one shown at the bottom of Figure 4.2(a), is
generated to form the basis of the simulation. Requests are grouped into batches corresponding to
the partitioned circuit: gates in a sub-circuit on the right depend on the completion of all gates in sub-
circuits to its left. Each gate generates a request, which includes two randomly selected QPUs
requiring an E2E entangled pair and a randomly generated minimum fidelity requirement. For each
request, five potential paths are identified using a k-shortest path algorithm [207]. The proposed
algorithms are then implemented to determine the optimal combination of paths for all (or as many

as possible) requests in a batch, considering the link capacity constraints and fidelity requirements.

The simulation iterates over a range of request sets, with each set varying by the number of requests,
their complexity, and interdependencies. As discussed, instead of merely counting the total number
of requests processed, the simulation evaluates the weighted throughput, which measures the total
“value” of requests successfully scheduled and completed, reflecting the priority and importance of
requests handled by the scheduler. Additionally, fairness in scheduling is assessed using Jain’s Index
[208], a widely used fairness metric that measures how evenly resources and scheduling
opportunities are distributed among requests. Jain’s Index is calculated as the square of the sum of
allocated resources divided by the number of requests multiplied by the sum of the squares of the
resources allocated to each request. A higher Jain’s Index indicates a more equitable allocation,

which is important in scenarios where requests vary significantly in priority and requirements.
116



4.5.3 Simulation Results
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Figure 4.4 presents the performance of all the discussed schedulers across multiple dimensions in
both DCell and BCube topologies. Details are in the subsequent paragraphs. Note that for all
simulations, when a factor is not explicitly mentioned or is not a variable on the x-axis, its default
value is as follows: the link capacity is set to 20, meaning there are 20 entangled pairs available
between two adjacent nodes; the minimum fidelity requirement for a request is randomly generated
between 0.5 and 1; the initial fidelity of a direct-link entangled pair is 0.9; the maximum number of
paths selected per request is 3; the maximum number of hops for a path is 10; and the number of

requests per batch is 20.

As shown in Figure 4.4(a) and (b), for DCell and BCube respectively, the optimization solver
consistently achieves the best performance. However, the weighted throughput achieved by WGLRF
closely approximates that of the optimization solver, regardless of the number of requests in a batch.
As anticipated, GLRF performs slightly worse than WGLRF but outperforms LRF. All these

algorithms demonstrate better performance compared to FCFS.

As shown in Figure 4.4(c) and (d), the performance degrades significantly as the average minimum
fidelity requirement for requests increases. This decline is attributed to fidelity loss during
entanglement swapping, which necessitates using more entangled pairs to meet the fidelity
requirement, thereby reducing available resources for other requests. Despite this, WGLRF
continues to closely approximate the optimization solver in terms of weighted throughput, and the

performance ranking of the methods remains unchanged.

Furthermore, as shown in Figure 4.4(e) and (f), while WGLRF cannot reach the solver performance
when link capacity is low, its performance increasingly approaches that of the solver as link capacity

grows. Similarly, the ranking of performance for the methods remains consistent. Lastly, as shown
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in Figure 4.4(g) and (h), WGLRF is slightly inferior to the optimization solver at low initial fidelity
for direct-link entanglement, but its performance becomes nearly optimal as the initial link fidelity

improves.

(a) Average Fairness (Jain’s Index) vs. Number of Requests (DCell) (b) Average Run Time of Schedulers (DCell)
100 —e— Optimization 0.6} B
—4— WGLRF [

GLRF

—e— LRF

—*— FCFS

rage Run Time (s)

Averag

rage Fairness (Jain’s Index)

01}

0006576 0006108 0005203 0,003492
Opti 1 WGLRF GLRF LRF FCFS

0.0

Figure 4.5. Simulation Results of Fairness and Execution Time.

Additionally, we conducted simulations to evaluate the fairness and runtime of the schedulers. As
shown in Figure 4.5(a), all algorithms exhibit similar fairness, which is expected due to the presence
of dependency relationships among requests. WGLRF and GLRF exhibit slightly improved fairness
as the number of requests increases. In Figure 4.5(b), the execution times of WGLRF, GLRF, LRF,
and FCFS are significantly lower than those of the optimization solver. Among these, runtime

increases slightly from FCFS and LRF to WGLREF.

Overall, WGLREF closely approximates the results of the optimization solver when link capacity is
relatively sufficient. As link capacity increases, the performance of WGLRF progressively aligns
with that of the solver. Across varying minimum fidelity requirements, WGLRF remains close to
optimal. At low initial link fidelity, WGLRF performs slightly below optimal, but it approaches
optimal performance as the link fidelity increases. All algorithms demonstrate similar fairness,
influenced by the dependency relationships. Additionally, all heuristic schedulers (i.e., WGLREF,
GLRF, LRF) execute significantly faster than the optimization solver, with WGLRF maintaining

119



performance comparable to the optimization solver in most scenarios. Moreover, our simulations

indicate that performance in BCube generally surpasses that in DCell.

These results demonstrate that, despite the tradeoff between execution time and weighted
throughput, simple heuristic algorithms are sufficient for current DQC settings. Compared to
optimization solvers, heuristics provide a practical solution for managing the large number of remote
gates. Efficiency gains in processing batches of requests can substantially enhance overall
performance in DQC systems. In the context of a quantum circuit containing millions of remote

gates, such efficiency gains per batch become critical for executing the entire circuit efficiently.

4.6 Summary

With the limited computational power of a single quantum computer, DQC in quantum data centers
offers immense potential to revolutionize fields such as cybersecurity, sensing, and
pharmaceuticals, benefiting both industry and academia. However, quantum data centers may
house a large number of QPUs, facilitating the execution of numerous remote gates in quantum
circuits. Each remote gate demands entanglement between distinct QPUs with specific fidelity
requirements. To address congestion and resource contention during the distribution of E2E
entanglement for remote gates, we propose a resource management framework that captures the
unique characteristics of quantum data centers. The problem is formulated as a MILP optimization
model to serve as an upper-bound benchmark. We further introduce efficient scheduling that, in
many scenarios, perform comparably to the solver. Although there is a tradeoff between execution
time and throughput, simulations show that the heuristics closely approximate the solver’s results
in most cases. This suggests that simple heuristics are sufficient for current DQC settings,

providing a practical solution for the potentially large number of remote gates in quantum circuits.
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Chapter 5: Laver-wise Security Framework

This chapter explores the security challenges of quantum internet by analyzing the vulnerabilities
and the corresponding mitigation strategies across different layers, including physical, link,
network, and application layers. We assess the severity of potential attacks, evaluate the expected
effectiveness of mitigation strategies, and identify vulnerabilities within diverse network
configurations, integrating both classical and quantum approaches. It highlights the dynamic
nature of these security issues and emphasizes the necessity for adaptive security measures. The
findings underline the need for ongoing research into the security dimension of the quantum

internet to ensure its robustness, encourage its adoption, and maximize its impact on society.

5.1 Introduction

Progress in quantum technologies is reshaping the methods by which computers communicate and
process data, laying the foundation for the emergence of the quantum internet. For instance, recent
experiments have demonstrated deterministic delivery of correlated photons between quantum
memories at separate locations, utilizing telecommunication wavelengths to extend the
transmission range [52], [165]. Satellite-based quantum communication has also emerged as a
promising solution for long-distance quantum information transfer, extending the reach of
experiments to thousands of kilometers or more [209]. These developments set the stage for a

global quantum communication network that could revolutionize secure data transmission.

Unlike classical networks, which utilize bits represented by electrical signals or electromagnetic
waves, the quantum internet employs qubits that can simultaneously exist in a superposition of 0
and 1 states. This feature, along with entanglement, enables certain types of computation that

surpass the capabilities of classical computers, such as factorization and unstructured search [210].
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Entanglement refers to qubits that are correlated in such a way that the state of one can instantly
impact the state of another, regardless of distance. Furthermore, the fact that any measurement on
qubits disrupts their current states provides what is known as “unconditional security.” These
properties will allow the quantum internet to enhance security and computational capabilities. One
of its most notable applications is QKD [49], a secure protocol that generates and distributes secret
keys such that any eavesdropping attempt is detectable. This is particularly valuable for sensitive

communications in sectors such as finance, healthcare, and national security [73].

Beyond security, the quantum internet opens up new fields of application, including DQC [211],
quantum sensing [4], and private quantum clouds. DQC connects multiple quantum computers to
share resources, significantly expanding computational power and supporting solutions for
quantum data centers. Quantum sensing provides highly sensitive measurements that advance
fields such as medical imaging, navigation, and environmental monitoring. Connecting quantum
sensors in a network allows for the development of even more robust and sensitive systems.
Quantum private clouds allow cloud computations to remain confidential, even from the cloud

provider.

However, the framework for quantum internet architecture remains unsettled, outlining two
dominant models [15], [21], [67]. The first model aligns with traditional networking practices,
emphasizing point-to-point data transfer through direct qubit transmission over connected
channels [18], [66]; we refer to this as a qubit-forwarding network. The second envisions an
overlay network that distributes entanglement via intermediary nodes, allowing endpoints to use
the final E2E entanglement for communication [116], [117]; this is referred to as an entanglement

distribution network.
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It is worth noting that, as QKD is a prominent application of the quantum internet, some literature
uses the term “quantum network™ to refer specifically to networks consisting of QKD channels,
which are dedicated networks focused on distributing secret keys between endpoints. This chapter
also considers these networks, referred to as QKD networks. In such networks, specialized relays
are designed to forward secret keys generated through QKD [75], which enable classical

encryption between remote endpoints.

Regardless of network type, there is a consensus that the quantum internet will operate as a hybrid
quantum-classical network, integrating components of the existing classical internet infrastructure.
It is intended to optimize performance and security, particularly during the NISQ era, where
quantum systems remain sensitive to environmental factors and are limited by scale [10].
Nonetheless, the quantum internet remains in its developmental stages and faces numerous unique
security challenges [27]. Key properties of quantum networks—such as superposition,
entanglement, and the no-cloning theorem [46]—introduce novel vulnerabilities that traditional
security measures cannot effectively address. For example, the no-cloning theorem, which
prevents the exact copying of arbitrary unknown quantum states, introduces a potential
vulnerability in data recovery and redundancy mechanisms, compared to classical systems that
depend on data replication. Mitigating these vulnerabilities will require innovative security
paradigms tailored specifically for quantum networks, capable of managing both the inherent

uncertainties of quantum systems and their integration with classical infrastructure.

Additionally, while QKD effectively mitigates conventional Man-in-the-Middle (MiTM) attacks,
it remains vulnerable to attack strategies that exploit quantum properties, such as Photon Number
Splitting (PNS) [123], which compromises the security of weak coherent pulses in QKD systems,

as well as time-shift attacks [212], which manipulates timing information to gain an advantage in
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key extraction. DoS attacks further threaten it by disrupting quantum channels or overwhelming
system resources [213]. Beyond QKD, the broader network infrastructure faces new security
challenges. For example, current quantum network routing relies heavily on synchronized and
centralized classical systems, making them susceptible to single-point-of-failure and
synchronization-based attacks [214]. This centralized dependence undermines resilience and
presents a significant vulnerability in the network architecture. Thus, developing robust security
protocols and protective measures specifically for the quantum internet is crucial. Given the rapid
advancements in quantum technologies and the emergence of new threats, these security measures
must be continuously reviewed, revised, and adapted to ensure the quantum internet’s long-term

integrity and resilience.

To facilitate research in quantum internet security, this chapter provides an overview that not only
compiles known vulnerabilities and mitigation strategies but also adds empirical value through
simulations. It begins with a review of the core components of the quantum internet, followed by
a layer-based structure that encapsulates the essential features of various quantum internet stacks
[26]. We subsequently dissect vulnerabilities specific to each layer, offering initial detection,
counteraction methods, and evaluation metrics governed by the key tenets of information security:
CIA. It is worth noting that this chapter does not attempt to offer a definitive solution. Instead, it
highlights its significance through analytical findings and introduces a security framework for

future research. Overall, the main contributions of this chapter can be summarized as follows:

1. We provide a layer-by-layer breakdown of the specific security issues encountered in
quantum networks.
2. We introduce various defensive strategies designed to address these issues across various

layers.
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3. We assess the severity of potential attacks and evaluate the anticipated effectiveness of
mitigation methods through analyses and simulations.

4. We identify the vulnerabilities within different types of networks.

To better understand the content of this chapter, readers are encouraged to first review Section 1.4

and Subsection 1.5.3.

5.2 The Quantum Internet Protocol Stack

Like its classical counterpart, the quantum internet can be organized into distinct layers. We define
a simplified layer-based structure based on the core features of various quantum internet stacks
[26]: physical, link, network, and application. Rooted in recent advancements, these layers offer
specific services and protocols, as detailed in Table 5.1. Note that each layer also incorporates

components of classical networks.

Table 5.1. Protocol Stack of the Quantum Internet

Layers Components Example Technologies
Application Layer | Quantum cryptography E2E QKD.
Data transmission Quantum teleportation.
Large-scale computing Distributed computing.
Network Layer Quantum router Routing protocols.
Link Layer Quantum repeater scheme (direct-link Qubit forwarding.
protocol types) Entanglement swapping.
QKD relay.
Physical Layer Transmission medium (quantum channel and | Optical fiber.
classical channel) Free space/Satellite.
Quantum computer Photon-based.
Superconductor-based.
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At the bottom, the physical layer forms the foundation of the quantum internet, consisting of
storage, computation, and transmission devices. This layer generally includes quantum memories,
computing units, and communication links. While there are different types of repeaters, quantum
networks often employ systems based on photons, using optical fibers or open-air transmissions

[15].

Above the physical layer, the link layer manages direct connections between neighboring nodes,
i.e., handling qubit transmission, or generating direct-link entanglement between them. In this
layer, qubit-forwarding repeaters manage the physical transfer of data and QEC between adjacent
nodes. Entanglement-swapping repeaters create entanglement between non-adjacent nodes [52].
Additionally, this layer facilitates remote QKD processes in settings involving trusted relays.
Overall, the link layer is crucial for maintaining the integrity and security of data as it moves from
one node to another, ensuring that quantum information is accurately relayed, or that entanglement

is preserved during transmission.

The network layer manages the routing and flow of quantum traffic throughout the network, which
varies based on the types of repeaters used and may involve qubit transmissions or entanglement
requests. Although applying traditional networking methods to qubit transmissions may appear
straightforward, the process often requires many QEC qubits. This has made the entanglement-
swapping routing method a key area of research focus. Nevertheless, the practical implementation
of E2E entanglement routing is fraught with challenges, including limited coherence times and the
complexities involved in unreliable operations. These issues have spurred further research into

quantum routing protocols and resource management [116], [117], [170].
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At the top of the stack, the application layer provides users with quantum applications and services,
including quantum teleportation, sensing, and DQC. It is important to note that the placement of
QKD within the network architecture can vary depending on the technologies used: in networks
based on QKD relays, it is positioned at both the link and application layers, whereas in

entanglement networks, it is considered part of the application layer.

5.3 Vulnerabilities and Countermeasures

In alignment with the quantum internet stack discussed above, we categorize quantum internet security
risks into four main areas: physical, link, network, and application layer attacks. Each category contains

attacks specific to its respective layer.

5.3.1 Physical Layer

Physical layer attacks often focus on quantum memories, communication resources, and other
hardware components. These vulnerabilities typically stem from flaws or limitations in the

hardware. In this section, we discuss attacks that target the physical layer.
Photon Number Splitting (PNS) Attacks

PNS attacks are frequently associated with the “prepare and measure” QKD protocols, such as
BB84, which requires transmitting quantum states. These attacks, however, can target any photon-

based qubit transmission, either wired or free space.

In PNS attacks, an eavesdropper capitalizes on the fact that a sender might occasionally emit
multiple photons when using a weak coherent pulse source [123], [215]. This means some pulses
may contain no photons, some a single photon, and some multiple photons. In the case of multiple

photons, an eavesdropper could intercept some of them, measure them to gain information about
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the transmitted state, and then pass the remaining photons to the receiver undetected, thus

compromising confidentiality.

PNS attacks can be countered through various methods [216], [217], [125]. One direct approach
is to use a true single-photon source rather than an attenuated laser. However, this technology is
still evolving [218]. While a single-photon source has been successfully experimented with [219],
it faces challenges due to relatively low efficiency. This inefficiency arises from the quantum
nature of the emission process, where the probability of producing a photon at a desired time is
inherently limited. This results in a lower rate of photon production compared to more

conventional sources such as attenuated lasers.

An alternate strategy is decoy states [125], which use states (pulses) with varying intensities: signal
states and one or more decoy states. The signal states are used for the key distribution, while the
decoy states detect eavesdropping. The key idea is that the sender randomly varies the intensity of
the laser pulses between signal and decoy states without informing the receiver about which pulses
are which. The decoy states are typically sent at different, often lower, intensities than the signal
states. The lower intensity of the decoy pulses means they are less likely to contain multi-photon
instances, making them ideal for detecting eavesdropping. If an eavesdropper tries to intercept
these pulses, legitimate users can detect the differences in the quantum statistics between the
intercepted decoy and untouched signal pulses. By comparing the rates of quantum bit errors and
other parameters between signal and decoy pulses, legitimate users can estimate the fraction of
single-photon pulses and detect the presence of an eavesdropper. This analysis allows them to
adjust their key generation processes to account for any potential information leakage and ensure

the security of the final key.
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Furthermore, employing MDI-QKD or entanglement-based QKD can also prevent such attacks.
In MDI-QKD, Alice and Bob prepare an entangled pair and send one half to a third party, Charlie,
who is not necessarily trusted. Charlie performs a joint quantum measurement on the incoming
qubits from Alice and Bob, similar to entanglement swapping. He then publicly announces the
outcome of his measurement, which does not disclose any specific information about the states
sent by Alice and Bob. Rather, it only confirms whether the qubits from Alice and Bob are
correlated in a specific way as per the BSM. Based on Charlie’s announcement, Alice and Bob can
identify which of their qubits were successfully entangled during the measurement and disregard
any unentangled qubits. By leveraging the principles of quantum entanglement and nonlocality,
and not depending on the reliability of the measurement devices, MDI-QKD and entanglement-

based QKD are considered secure against PNS and other detector side-channel attacks.
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Figure 5.1. Photon Distribution in the Simulation of PNS Attacks.

Finally, to assess how a PNS eavesdropper’s actions could influence their detection, we conducted
a simulation analyzing the distribution of photons Bob receives under PNS attacks. In the
simulation, Alice sends Bob photons distributed according to a Poisson distribution with an

average value of 5, which mimics the random photon counts typical of weak coherent pulses. Eve,
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the eavesdropper, is assumed to be able to intercept some photons and forward the remainder. We

explored three different scenarios, depicted in Figure 5.1:

1. Without Eve: Bob receives all photons sent by Alice.
2. With Eve (Random): Eve randomly intercepts photons, and the rest goes to Bob.

3. With Eve (Always -1 Photon): Eve takes one photon, forwarding the rest to Bob.

Figure 5.1 illustrates how Eve’s interference alters the photon distribution received by Bob. The
Z-score graph within Figure 5.1 highlights the differences between the photon distributions, which
indicates Eve’s presence. A higher Z-score indicates a more substantial difference. Eve can hide
better in the “Always -1 photon” setting compared to the “Random” setting (when only considering
distribution differences), although the latter may provide more information. Bob, however,

requires multiple transmissions to confirm this altered distribution.

Trojan-Horse Attacks

In the context of quantum networks, a Trojan-horse attack involves an attacker sending photons
that appear harmless to the recipient but are embedded with harmful signals or configured in a
manner that allows the attacker to extract information or disrupt the system when these photons

are measured or processed by the recipient’s equipment.

With unauthorized access to a quantum link, an attacker can initiate Trojan-horse attacks by
sending a bright light pulse through the channel and examining the reflected pulses to gather
information on the transmitted quantum states [220], [124], [221], [222]. This is possible because
no optical component perfectly transmits or absorbs light, allowing some light to travel in the
opposite direction of the main optical signal. This vulnerability enables such attacks, for example,

to determine the measurement basis used in BB84 or acquiring information about transmitted
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qubits. These breaches can compromise both the confidentiality and availability of

communications.

Taking “prepare and measure” QKD as an example, to counter such attacks, Alice and Bob need
to discard a substantial portion of their raw key through a process known as privacy amplification
[123]. It involves distilling a shorter, highly secure key from the longer, potentially compromised
raw key using specific mathematical functions (e.g., hash functions) to eliminate Eve’s partial

knowledge. This may, however, reduce the secret key rate.

To reduce Eve’s photon gain without significantly lowering the key rate, Alice and Bob can
employ phase randomization on the transmitted photons, introducing a layer of randomness and
uncertainty to counter these attacks [223]. The phase of a quantum state is a critical characteristic
that defines the state, along with the probability amplitude. While changing the phase does not
affect the probabilities of measurements in the |0) and |1) basis, it influences the outcomes in other
bases used to describe the state. By randomizing the phase, the quantum state undergoes
unpredictable shifts. The altered phase would mask its true state if Eve intercepted the qubit. Alice

and Bob can then synchronize their phase-randomized states over classical channels.

Eve must guess the measurement basis when she intercepts a reflected photon to extract
information through these attacks. For clarity, let us define Eve’s information gain as the number
of photons she successfully measures on the correct basis plus the partial information she obtains
when measuring in an incorrect basis, denoted as G. That is, a correct guess provides a complete

photon gain: G + 1. An incorrect guess yields a partial photon gain: G +y where 0 <y < 1.
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Figure 5.2. Phase Randomization in the Trojan-Horse Simulation.

In Figure 5.2, we plot Eve’s photon gain as a function of the number of photons she collects during

transmissions from Alice to Bob, comparing scenarios with and without phase randomization. In

the simulation, Alice can send four possible states: |0), |1), |+) = % (10) +]1)) and |—) =
% (]0) —|1)). The states |0) and |1) are on a rectangular basis, while |+) and |- ) are on a diagonal
basis. As discussed, the photon gain can be calculated as follows:

G=2Xovi (5.1

where n is the number of photons collected by Eve and y; represents the incremental gain from
measuring the ith photon, with 0 < y; < 1. y; depends on Eve’s probability of correctly guessing
the measurement basis used by Alice and is given by:

0.5, bf # b#

y; = 1, bf =b{'=1 (5.2)

1 0, 1 . 26
~cos? 2 +=sin? 2, bf =pf=-1
2 2 2 2
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where bE and bj! represent the measurement bases used by Eve, and Alice for the ith photon,
respectively, with values from the set {1, —1} where 1 is the rectangular basis, and -1 is the

diagonal basis. 0; is the phase shift Alice applies to the ith photon.

As mentioned, phase randomization does not influence the photon gain when using the rectangular
basis but reduces the gain in the diagonal basis. Without phase randomization, Eve can precisely
determine the state of a photon intercepted from the diagonal basis (|4) or |—)). With phase
randomization, each photon Alice sends on this basis receives a random phase shift, rendering

states. |+) and |- ) unpredictable (i.e., lowering Eve’s gain). If Eve intercepts and measures such

1 en 0; . 56

a photon, her chances of accurately identifying the state drop to %cos2 j + %sm2 ;‘ because,
. : o . 0;

depending on whether the state is |+) or |—), Eve’s probability of being correct reduces to cos? j

50 :
or sin? —> Tespectively.

With that, this simulation compares scenarios without phase shifts, with a consistent /2 phase
shift, and with randomized phase shifts for each photon. Notably, if Eve intercepts a photon with
a /2 phase shift on a diagonal basis, her chance of a correct measurement is 50%. The results
highlight the effectiveness of phase randomization in protecting against Trojan-horse attacks, with

overlapping performance between randomized phase shifts and consistent /2 phase shifts.
Other Attacks on Quantum Devices

In addition to the two well-known attacks discussed above, there are other side-channel strategies
targeting the imperfection in current quantum devices, including interference or tampering with
the physical components utilized in communications, such as light sources, detectors, or quantum
storage, to risks. For instance, photon-based systems heavily depend on detectors to measure the
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quantum properties of single photons. Yet, these detectors are susceptible to compromise through
specifically tailored bright illumination [224], [225]. Experiments showed that Eve could
manipulate the gated avalanche photodiodes in the systems using bright illumination, effectively
blinding them and transforming them into classical, linear detectors [224]. This alteration allows
Eve to control the detector outputs, potentially capturing the full secret key undetected.
Countermeasures such as installing optical power meters at detector inputs and incorporating their
readings into security proofs can help thwart such blinding attacks. Nonetheless, determining

completely hack-proof configurations for detectors remains a challenging task.

Additionally, phase-remapping attacks involve an attacker manipulating the phase settings within
a quantum communication channel. This manipulation changes the intended phase encoding of the
qubits being transmitted between legitimate parties, potentially leading to incorrect decoding and
creating vulnerabilities in communication. The attack was demonstrated through experiments
using a standard commercial QKD system that relies on phase-encoded photons [226]. The phase
modulators in the system were altered to show how an external attacker could affect the phase
settings during the key distribution process. By adjusting the voltages applied to these modulators,
the phases of the encoded qubits were changed without being detected by the standard security
checks in QKD. This manipulation could cause the receiver to misinterpret the quantum states,

leading to errors in the key extraction process.

Moreover, strategies against such attacks include using quantum tamper-evident seals [227]. The
goal of quantum seals is to leverage quantum mechanics to detect and indicate any unauthorized
access or tampering. However, quantum states are highly sensitive to environmental disturbances
such as temperature, electromagnetic fields, and movements. While useful for detecting tampering,

this sensitivity also makes the seal prone to false positives from non-malicious environmental
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changes. Additionally, some setups incorporate multiple quantum systems as backup channels or
systems to increase availability in case of system compromise or failure. If one system experiences
a failure or a security breach, the network can automatically switch to an alternative system, thus
ensuring continuous secure communication. For instance, the QKD network in Vienna utilizes
various QKD systems, each based on different principles of quantum mechanics, such as

measurement or entanglement [228].

5.3.2 Link Layer

Attacks at the link layer target the protocol that governs communications or direct-link
entanglements. This underscores the necessity for robust link layer protocols to protect against
unauthorized state interference during transmission. This protection includes secure state encoding

and error detection to rectify transmission anomalies.

Entangling-probe Attacks

In an entangling-probe attack, the attacker replaces the initialized qubits in a user’s quantum
register with qubits entangled with those in the attacker’s register. This manipulation allows the
attacker to perform local operations on these qubits and potentially alter the output of the user’s
algorithm [229], [230]. For instance, after the replacement, the attacker establishes entanglement
between the qubits in the user’s register and the qubits they control. Suppose the user executes an
algorithm like Shor’s algorithm with their qubits. In that case, the attacker can interfere with the
operations, leading the user to obtain a random result by manipulating the entangled qubit, thereby
compromising the integrity and availability. Also, the attacker might remain passive and wait for
the user to measure their qubit. Once the measurement occurs, the attacker, through their entangled

qubit, can deduce the user’s results, thus breaching confidentiality.
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In another scenario, suppose a user, Bob, already maintains an entanglement with another user,
Alice. As illustrated in Figure 5.3, if an external entity, Eve, gains access to Bob’s quantum
computer, she can entangle her qubit with the pair. This can be done by applying a CNOT gate to
Bob’s qubit and her own, as depicted in the circuit in Figure 5.3. Then, the qubits of Alice, Bob,
and Eve become entangled in a tripartite state. Any interaction by one party affects the entire
entangled state and influences the other parties involved. If Alice and Bob believe they are using
a secure direct-link entanglement, Eve could interfere with or eavesdrop on their communications.
For instance, if Alice and Bob use their entanglement to generate a secret key, Eve might also be

able to access it.
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Figure 5.3. An Infiltration with Entangling Probe.
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Additionally, there are potential methods for eavesdropping during the generation and delivery of
entangled photon pairs. For instance, in typical direct-link entanglement generation scenarios,
entangled photons are produced by a third party and then sent to Alice and Bob. If present, Eve
could attack using either a polarizer or a decohering birefringent plate, both of which can be
oriented and, in some cases, accompanied by additional wave plates to allow analysis in arbitrary
elliptical polarization bases. Experiments have demonstrated that the presence of an eavesdropper

can be consistently detected by checking for violations of Bell’s inequalities [231].

Man-in-the-middle Attacks

In addition to entangling probe attacks, if an attacker gains access to a user’s computer, they can
launch MiTM attacks by impersonating the receiver or sender. For example, Eve can deceive Alice
into believing she is communicating with Bob when she interacts with Eve. This deception can be
accomplished by intercepting both classical and quantum channels. Eve can then manipulate the
intercepted classical messages to align with her goals—copying, modifying them, or creating
entirely new messages unrelated to Alice’s original. She can also replicate the initial protocol used

to re-encode the message intended for Bob in the next communication phase and send it to him.

In classical networks, authentication is a standard defense against MiTM attacks. However,
authenticating in quantum systems presents challenges. Alternatively, Alice and Bob could use an
interlock protocol [232], a method commonly discussed in classical networks for detecting the
presence of Eve. In this protocol, Alice encrypts her message with a code that cannot be decoded
instantly, and Bob does the same. Alice sends a portion of her encrypted message to Bob, and he
sends a portion of his to Alice. Upon receiving Bob’s partial message, Alice sends the remaining

part of her encrypted message; similarly, upon receiving Alice’s part, Bob sends the remainder of
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his. The messages are then combined to complete the communication. This sequential exchange
prevents Eve from altering any part of the message without having access to the entire message. If
Eve attempts to modify and send a previous part to Bob, she must accurately predict the subsequent
part that Bob expects. An incorrect prediction will result in a nonsensical reconstructed message,
alerting Bob to potential tampering. While in classical networks, this method does not prevent Eve
from merely listening and forwarding, in quantum networks, any attempt to read or copy the

quantum state would collapse, revealing the interference [233].

Attacks on Error Correction

Qubit-forwarding transmission relies heavily on QEC, which introduces vulnerabilities. If
adversaries know the specific QEC scheme, they can introduce noise to disrupt it. They might
deliberately introduce errors just below the QEC code’s tolerance threshold, potentially
overloading its capacity and leading to logical errors. This critical point occurs when the rate of
logical errors (errors affecting logical qubits) exceeds the rate of physical errors (errors affecting

physical qubits).

One fundamental weakness is the susceptibility to specific types of errors [164]. For example, the
3-qubit bit-flip code, effective against single bit-flip errors, cannot handle multiple simultaneous
errors. Also, it is ineffective against phase-flip errors that transform states, such as |+) to |—).
Another vulnerability is that QEC’s reliability hinges on maintaining an error rate below a break-
even point. For the 3-qubit bit-flip code, this is 1/3. Breaching this point results in ineffective
error correction. Also, QEC relies on periodic checks using ancillary qubits. Any delay or failure

in these periodic checks can go unnoticed, leading to an accumulation of errors. QEC is also

138



computationally intensive; an adversary could exploit this by forcing the system into near-constant

error correction, essentially launching a DoS attack.

To address these vulnerabilities, a combination of QEC codes can be employed and alternated,
complicating the ability of attackers to introduce noise [234]. Using redundant ancilla qubits,
cross-referencing outcomes, and maintaining a secure environment are crucial strategies.
Nonetheless, given the current hardware limitations associated with QEC in qubit transmissions,

entanglement-swapping networks represent a more viable option in the near term.

5.3.3 Network Layer

At the network layer, attacks are aimed at disrupting operations and resources, including routing
and entanglement generation. Routing strategies that depend on centralized control, for instance,

are prone to single points of failure. This section details the vulnerabilities in quantum networking.

Untrusted Repeater Nodes

Most existing quantum routing schemes presume the use of trusted repeaters [116], [115], [66],
[235]. However, this assumption introduces several vulnerabilities, particularly if an attacker gains
access to a repeater or substitutes it with a counterfeit device. For instance, an attacker could deploy
a fake quantum repeater or hijack an existing one to reroute traffic through a compromised system,

akin to spoofing attacks in classical networks [236].

In qubit-forwarding networks, a breach of the quantum repeater would enable an attacker to
intercept or manipulate all qubits passing through a compromised repeater. Once in control, the
attacker could reroute network traffic, harvesting communication resources and injecting

malicious payloads. Furthermore, diverting traffic through a malicious repeater could lead to
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network inefficiencies or enable targeted denial of service attacks. Detection of such tampering in
these networks is relatively straightforward, as any interference with the transmitted qubits would
cause the qubits to collapse, which the receiver would notice. However, effectively preventing
such attacks is challenging due to the scarcity of practical encryption methods for qubits [237].
Presently, efforts are focused more on transmitting a reliable and larger number of qubits. This
vulnerability can be mitigated by utilizing entanglement-swapping repeaters, which do not
transmit data but establish E2E entanglement, thus circumventing potential MiTM attacks once

the entanglement is set up.

Nonetheless, in networks that use entanglement-swapping, an attacker could potentially disrupt
the entanglement process within quantum repeaters. By interfering with the entanglement process,
an attacker could introduce errors before swapping, thereby reducing the success rate of the swaps
and consequently lowering the overall rate of E2E entanglement [238]. This could also allow an
attacker to modify its operations, such as altering how routing is processed, which could sabotage
or manipulate the creation of E2E entanglement. Moreover, a compromised repeater might secretly
introduce a third qubit into a two-party E2E entanglement and forward this extra qubit to an
eavesdropper, as discussed in Subsection 5.3.2. This could allow unauthorized parties to listen in

on or interfere with the operations performed on the E2E entanglement.

Additionally, for the routing and swapping process to be complete, there needs to be an
entanglement identifier and quantum repeater identifiers [239], [240], [241]. However, the inherent
complexities of quantum systems, such as their sensitivity to disturbances and the presence of
quantum noise, make it difficult to apply traditional control and identification methods. The lack
of robust identification mechanisms for quantum systems exacerbates the problem [242], [243].

An attacker could impersonate a quantum repeater by forging identifications and undertaking
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malicious activities such as selecting a longer or inaccessible path. They might send fraudulent
addressing messages to quantum repeaters, linking a malicious address with that of a legitimate
quantum repeater in the network. This could result in operations intended for the legitimate address

being redirected and tampered with by the attacker.
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(a) Decrease in path numbers as untrusted repeaters grow; (b) 3D plot by adding the distance dimension.

Regardless, when a repeater is compromised and identified, a common solution is to bypass it,
although this may introduce additional hops. We conducted simulations using various network
topologies to assess the impact of bypassing untrusted repeaters on performance. We created
networks with approximately 100 nodes in different configurations, including a 10 X 10 grid and
a four-level balanced tree where each node has three children. We also generated random
topologies using models such as Erdds-Rényi, Waxman, and Barabasi-Albert [244]. In each
network, we randomly designate certain nodes as compromised and exclude these nodes when

finding viable paths. As expected and shown in Figure 5.4, the simulations indicated an
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exponential decrease in available paths as the number of compromised repeaters increased. When
the proportion of untrusted nodes surpasses a certain threshold—such as 60% of the network being
compromised—all viable paths become unavailable, as shown in Figure 5.4(b). Moreover, some
network topologies demonstrate more resilience to compromised nodes than others. For example,
grid topologies, with their non-hierarchical structure and multiple connection routes, are inherently

more robust against node failures or compromises than tree topologies.

The analysis assumes that compromised nodes have been identified; however, assessing a node’s
trustworthiness remains challenging. Thus, a set of Quality-of-Service (QoS) metrics for quantum
networks is needed to identify abnormal network patterns that may indicate a compromised node
[245], [235], [240]. For example, nodes with higher error rates and longer response times would
be considered untrustworthy. These QoS metrics could include critical performance indicators like
throughput, delay, and overall utilization of network resources, which may vary depending on the
type of network. For instance, throughput could be measured by the number of qubits transmitted
in qubit-forwarding networks. In contrast, in entanglement-swapping networks, it could be
determined by the rate of E2E entanglement generation. Based on these criteria, network paths
could prioritize nodes that meet specific reliability standards and put weights in pathfinding

algorithms, similar to the common practices in classical networks.

Finally, it is worth noting that, in MDI-QKD setups, relays can be untrusted because the protocol
addresses vulnerabilities related to detector side channels. The role of the relay is limited to
announcing the results of the measurements rather than the measurements themselves, preventing
potential eavesdroppers, including those with malicious intent operating the relay, from accessing
sensitive information. However, these untrusted relays function merely as single repeater links

connecting two adjacent nodes. Therefore, unlike trusted relays, MDI-QKD does not support QKD
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over arbitrarily long distances [75]. For large-scale QKD networks, integrating both trusted and

untrusted relays is expected to be essential.

Denial of Service

DoS attacks can target multiple layers within a quantum network. At the physical layer, such
attacks may involve interference with the quantum communication infrastructure, such as
intercepting or altering qubits. While the end parties can detect an attacker’s presence, their only
solution is to switch to a different channel, thereby disrupting the service of the original
communication channel. At the network layer, DoS attacks could interfere with routing quantum
information or flood the network with excessive connection requests, leading to degraded

performance. In this subsection, we focus on DoS attacks in the network layer.

In connection-oriented quantum networks [170], [246], a queue of pending connection requests is
managed by a centralized routing system. The system processes these requests either individually
or in batches. An attacker can continually submit connection requests to exhaust network resources
or inundate its processing capability. Although connectionless networks might mitigate this issue
by allowing a request to avoid blocking other connection requests through a dedicated connection

path, they are not entirely immune and still face similar threats when congestion occurs [246].

Filtering suspicious traffic that causes DoS at the physical layer is challenging in quantum
networks. Although the quantum measurement property allows us to detect the presence of an
eavesdropper, there is no straightforward method to eliminate them. Thus, the only strategy is to
utilize backup channels for availability. However, DoS attacks can be countered at the network
layer using traditional defense mechanisms, as these attacks generally originate from classical

networks within hybrid quantum-classical systems. For instance, DoS attacks involving excessive
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connection requests can be managed by scrutinizing these requests for abnormal patterns that
suggest an attack. Once detected, the origins of these dubious requests can be isolated or redirected
to a “sinkhole,” where they are discarded. This approach mirrors the sinkhole technique used in

classical networks [247].

Another widely used tactic involves rate limiting and implementing timeouts, which restrict the
number of connection requests a single source can make within a specific timeframe. This method
helps prevent both intentional and accidental DoS attacks originating from within the network by
capping the number of incomplete or embryonic connections—a type of connection that has yet to
complete the necessary classical communications between the source and destination, such as
messages that communicate the results of direct-link entanglement generation [116], [115], or
those detailing the instant network topology for routing purposes [117]. When the threshold for
these embryonic connections is exceeded, further requests from the source are blocked until the

network can verify or permit them again [248].

Integrating queuing or scheduling algorithms can improve the management of connection requests,
mitigating congestion that might escalate to DoS. Adopting fair and efficient resource management
strategies tailored to quantum QoS metrics is thus crucial [170]. For instance, schedulers could
prioritize requests based on levels of suspicion to keep services running for legitimate users while
minimizing the impact of an attack. This could involve assessing factors such as the frequency and
type of requests a session generates and comparing these to the normal behavior patterns of

legitimate users [249].

Similar to the solution to DoS at the physical layer, allocating backup resources for essential

operations also helps the network sustain availability. By having multiple network paths and
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routing servers, even if one route is compromised or overwhelmed by a DoS attack, other paths
can handle the necessary connections. This redundancy helps balance the load and provides
alternative routes for data to travel, reducing the potential for a single point of failure [250], but it

comes at a higher cost.

Routing Disruption

Most quantum routing schemes, such as those used in qubit-forwarding and entanglement-
swapping networks, rely on a classical centralized routing node to perform tasks such as
pathfinding and managing quantum memories across lossy links [170], [17]. These routing nodes
are vulnerable to attacks, particularly when they are overloaded with an excessive number of
requests. Such attacks could fill the routing table and exhaust the nodes’ processing and memory
resources, increasing response times and potentially leading to DoS. The reconnection attempts of
failed requests could exacerbate this situation. If routing nodes are hijacked or impersonated,
attackers could manipulate the routing process to divert qubits through compromised nodes they
control, potentially leading to eavesdropping or data alteration and thus compromising
confidentiality and integrity. Attackers might also force data to take longer paths, increasing loss
rates and hindering successful communication. They could even introduce “shadow nodes” that
appear legitimate, drawing users to route data through them, similar to how rogue Wi-Fi hotspots

attract devices with their strong signals [251].

For entanglement distribution networks, security concerns vary based on whether there is global
or local link-state knowledge [116]. With global link-state knowledge, every node has a holistic
view of the direct-link generation status before routing (i.e., a global view of the instant topology),

which typically requires a centralized routing server and shares the vulnerabilities mentioned
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above. With local link-state knowledge, nodes only have information about the direct-link
entanglements with their adjacent nodes. Each node then indiscriminately swaps entanglements to
establish an E2E entanglement between endpoints [252]. If an attacker hijacks a node, they can
manipulate swaps to reduce the success rate, increasing delays and compromising availability. In
distributed graph structures, such as those used in asynchronous routing schemes, certain nodes,
like the root nodes of trees, may control the routing graph [117]. An attacker masquerading as a
trusted root node could announce invalid routes, directing nearby user requests towards these non-
functional routes and violating availability and integrity. This impact could be more severe if the

attacker can hijack multiple routes across the network.

To combat these threats and ensure the integrity and availability of the network, it is crucial to
implement redundant resources and robust detection mechanisms within classical networks,
particularly when dealing with untrusted repeater nodes. For instance, employing a distributed
routing system rather than relying on a centralized network node can avoid single point of failure
[175], [253]. Additional protective measures like encrypting classical network traffic and
implementing strong authentication and authorization are also vital. Additionally, attackers can
target resource management algorithms that allocate quantum memories, attempting to
monopolize these resources by mimicking criteria prioritizing connection requests. Reliable

criteria and redundant resources discussed can help thwart these maneuvers.

Finally, an attacker could exploit vulnerabilities in time synchronization within quantum systems
[160], altering the expected arrival times of entangled states and affecting entanglement-swapping
outcomes. Many entanglement routing schemes depend heavily on event timing precision [116],
[17]. Disrupting time synchronization could lead to discrepancies in the anticipated timing of

entanglement generation, introducing errors and misinterpretations. One immediate solution is to
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eliminate synchronization in routing and adopt asynchronous routing protocols, such as [117],
[252], [253]. Additionally, utilizing multiple independent time sources can diminish reliance on a
single synchronization point. Each node can choose the most reliable time signal available, or a
consensus mechanism could be employed to establish the correct timing by aggregating inputs

from various sources.

5.3.4 Application Layer

At the application layer, attacks mostly target vulnerabilities in quantum applications such as
QKD, quantum algorithms, or DQC architectures. These attacks can take various forms, including
tampering with the integrity of QKD, manipulating inputs or outputs of quantum algorithms, or

disrupting the coordination of distributed quantum resources.

Quantum Algorithmic Attacks

Quantum applications often involve collaborative execution of algorithms or protocols, either by
receiving information from one end or using E2E entanglement jointly [211], [254]. For instance,
two distant nodes participating in a DQC setup might need to execute a joint computation. These
computations often rely on entanglement to perform operations across the network. One example
is executing a distributed version of Grover’s search algorithm, where nodes share database
segments and use entanglement to enhance search efficiency across the distributed system. In
another scenario, two remote entities, such as a bank and its branch office, might employ QKD to
establish a secure channel. Additionally, two laboratories might collaborate to teleport a quantum
state from one to another, necessitating a pre-shared entangled pair. In this process, one lab
prepares a quantum state and performs a BSM using its segment of the entangled pair. The

measurement results are then communicated classically to the other lab, which applies a specific
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transformation to their pair segment, effectively reconstructing the original quantum state. Such
collaborative architectures introduce vulnerabilities similar to those encountered in classical
distributed systems, including compromised nodes, challenges with consensus, and the risk of fault

propagation [255].

Moreover, attacks on quantum applications often target protocols, algorithms, and architecture
vulnerabilities. For instance, amplitude amplification in Grover’s algorithm enhances the
probability of desired states within a superposition, increasing their likelihood of detection and
providing computational benefits [256]. However, while essential for the algorithm’s
effectiveness, this amplification can also inadvertently magnify any quantum states or operations
errors. These errors might stem from imperfect quantum gates, environmental decoherence, or
errors in initial state preparations, potentially concealing an attacker’s operations. An attacker
could exploit such vulnerabilities to sabotage the outcomes of a distributed Grover’s algorithm
[257]. The integration of QEC and fault-tolerant strategies is thus crucial [258]. Even though they
increase the complexity of quantum operations, they are indispensable for realizing robust

quantum computing systems.

Moreover, incorrectly encoding problem instances into quantum states can introduce significant
vulnerabilities, particularly in the Variational Quantum Eigensolver (VQE) algorithm [106]. VQE
is a hybrid quantum-classical algorithm that uses a parameterized quantum circuit to approximate
the lowest eigenvalue of a Hamiltonian. This Hamiltonian represents the energy function of a
system, and the algorithm aims to minimize this function to determine the system’s ground state
energy. It is particularly useful in quantum chemistry and material science. However,
misrepresenting the Hamiltonian can lead the algorithm to optimize an incorrect model, resulting

in flawed solutions [259]. This misrepresentation could be due to encoding errors or tampering,
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making the system susceptible to manipulation. Such vulnerabilities highlight the need for rigorous
validation and verification in quantum computing to ensure the integrity and accuracy of

computational results.

Finally, quantum algorithms and protocols often depend on specific assumptions or
approximations that simplify complex quantum challenges. If these assumptions prove incorrect
or are misapplied, they can create vulnerabilities. For instance, QKD setups often assume that the
equipment operates flawlessly and accurately represents quantum states without unintended
defects. However, quantum devices are typically noisy, which can obscure the presence of an
eavesdropper. When the end parties compare results, distinguishing between noise and actual
eavesdropping can be challenging. Thus, given the fast-paced advancements in this field, it is
essential to revisit applications and security strategies to address emerging vulnerabilities

consistently.

Quantum Probes

In quantum networks that facilitate “prepare and measure” QKD, attackers can exploit
vulnerabilities in the transmitted states to extract data [260]. There are three categories of such
attacks: individual, collective, and coherent [261]. It is worth noting that while entanglement-based
and MDI-QKD can potentially avoid such attacks, they are included here for completeness. This
is because “prepare and measure” QKD remains an active area of research, and new attacks

evolving from those discussed here continue to be developed [262], [263].

In individual attacks, Eve employs a quantum probe for each qubit sent between Alice and Bob,
designing the probe to become entangled with the transmitted qubits. This entanglement allows

her to extract information without being detected by Alice and Bob. The critical challenge for Eve
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is to engineer her quantum probes and their measurements to minimize any disturbance to the
qubits, as any significant disruption can increase the Quantum Bit Error Rate (QBER). An
increased QBER would alert Alice and Bob to potential eavesdropping. After Alice and Bob
disclose their measurement bases (which they use to decode the qubit), Eve measures her entangled
probes to glean information about the transmission, potentially compromising or altering the
quantum data. While this strategy is commonly associated with QKD, it can threaten the
confidentiality of any quantum communication. The risk of these attacks can be mitigated by
setting a threshold for acceptable interference or error rates and promptly responding if these

thresholds are exceeded.

Collective attacks are more sophisticated than individual ones, involving Eve entangling her
probes with blocks of qubits instead of single units. She then treats these entangled qubits as a
collective system, enabling her to exploit correlations that may emerge from QEC processes and
the exchange of quantum information between Alice and Bob, potentially leading to more
substantial data extraction. Employing randomized sequences in quantum transmissions can
complicate Eve’s data extraction. When combined with advanced QEC codes, these measures can

significantly reduce the information that Eve can extract [264].

Coherent attacks involve Eve treating all transmitted qubits as one unified system. A high-
dimensional quantum probe entangles the entire quantum state being sent. She then carries out a
joint measurement of this entangled state. It allows Eve to access all transmitted data
simultaneously. To counteract these attacks, sending extra states or photons at various intensities
makes it challenging for Eve to determine which states carry real information [217]. Frequently
changing the patterns of quantum transmission can also disrupt coherent attacks, making it harder

to treat the entire quantum transmission as a single, coherent system.
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5.4 Discussion — Readiness of Quantum Attacks

The complexity of executing a quantum attack depends on various factors, such as technical
requirements, hardware accessibility, and available computational resources. This section explores

these aspects for the discussed attacks, emphasizing their feasibility and potential impact.

Most attacks on the physical layer, such as PNS or Trojan-Horse attacks, require access to
specialized quantum devices, including precise photon detectors, quantum memories, and sources
capable of generating specific quantum states. These tools are not widely available and often
require significant expertise and controlled environments. While certain components for some
attacks, such as bright light sources used in Trojan-Horse attacks, can be commercially obtained,
executing them typically necessitates additional equipment—such as optical couplers, connectors,
and precise detectors—that are not easily accessible. Additional attacks, such as manipulating
gated avalanche photodiodes and phase-remapping, involve sophisticated control over quantum
devices and their phase settings, requiring high precision and expertise. Moreover, attacks in this
layer must be performed in real time, as quantum states are highly sensitive to environmental
changes. Therefore, while feasible, these attacks are generally challenging for an outsider to

execute.

At the link layer, direct quantum channels between nodes are potential targets for disruption. Such
attacks are more resource-efficient, but similarly, there are simpler strategies to counter them. For
example, injecting noise into the channel to compromise transmission does not necessitate
additional equipment once access is gained for MitM attacks. Meanwhile, such attacks can be
detected by employing an interlock protocol, as described in Subsection 5.3.2. More complex

attacks, such as side-channel exploitation during link initialization and targeted attacks on error
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correction protocols, leverage implementation flaws. These attacks are considerably more

challenging, requiring high precision and advanced tools.

Attacks on the network layer, particularly those targeting hybrid quantum-classical systems,
demand significant classical computing power. For instance, DoS attacks on quantum routing or
synchronization rely on classical resources to flood the system with a high volume of requests or
disruptions. In contrast, DoS attacks targeting QKD networks can be executed by gaining access
to the QKD channel, which requires quantum apparatus rather than classical computing power.
Alternatively, attackers may use classical computers to simulate quantum systems, gain insights,
or prepare for interventions. However, the computational resources required for such simulations

increase rapidly with the complexity of the quantum system.

Application-layer attacks, which focus on tasks including key exchange or computations, are often
the most resource-efficient for adversaries. These attacks typically exploit vulnerabilities in
protocols, algorithms, or system architectures and generally do not require additional hardware.
For instance, targeting distributed quantum algorithms, such as the collaborative execution of
Shor’s or Grover’s algorithms, involves exploiting protocol weaknesses, such as timing or
consensus issues in distributed architectures. However, quantum probes targeted at QKD systems,
which involve direct interaction with quantum systems to extract or disrupt information, require

hardware and expertise, making them more challenging to execute.

Overall, executing attacks on the quantum internet requires varying levels of resources and
expertise, depending on the target and method. While higher-layer vulnerabilities can be exploited

with relatively accessible resources compared to lower-layer attacks, most still demand specialized
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hardware and significant computing power. For ease of reference, we have compiled the readiness

of the discussed attacks in Table 5.2.

Table 5.2. Readiness of Quantum Attacks

Layers Attacks Requirements Readiness
Application | Quantum Access to quantum systems, access | High — Feasible with the algorithm or
Layer Algorithmic to classical controllers protocol knowledge and access to
Attacks classical systems.
Quantum Probes | Devices to interact with quantum Low — Demands advanced equipment
systems and measure or store states | and expertise.
Network Untrusted Control or compromise of network | Low to Moderate — Exploits network
Layer Repeater Nodes | nodes trust, requiring access to intermediate
nodes.
DoS Classical computing resources to High — Relatively simple to execute
flood requests using classical tools to overwhelm the
network.
Routing Access to classical network High — Feasible with protocol
Disruption systems, tools for intercepting knowledge and access to classical
classical data control systems.
Link Layer | Entangling-probe | Access to quantum channels, Low — Requires access to endpoints
entanglement sources and advanced hardware to generate
entanglement.
MitM Access to quantum channels, noise | Moderate — Feasible with access but
injection devices challenging to execute without
detection.
Attacks on QEC | Access to quantum channels, noise | Moderate — Requires access to
injection devices endpoints.
Physical PNS Quantum non-demolition devices, | Low - Requires advanced quantum-
Layer quantum memory, precise photon specific hardware and precise
detectors manipulation of photon states.
Trojan-Horse Bright light sources, optical Moderate - Some components are
couplers, precise photon detectors | readily available.
Phase-Remapping | Phase modulators, polarization Low - Demands precise control over
controllers phase settings.
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5.5 Summary

The quantum internet offers enhanced communication and DQC opportunities, yet it also poses
unique security challenges inherent to quantum mechanics. These challenges span various layers,
including physical, link, network, and application. A thorough, multi-layered security
investigation that addresses concerns from various perspectives is essential. This chapter conducts
a layer-wise security analysis to stimulate further research into quantum internet security, paving

the way for a secure and advanced future internet.
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Chapter 6: Quantum Blockchains

Blockchain technology has been prominent recently due to its applications in cryptocurrency.
Numerous decentralized blockchain applications have been possible due to blockchains’ nature of
distributed, secured, and peer-to-peer storage. One of its technical pillars is using public-key
cryptography and hash functions, which promise a secure, pseudo-anonymous, distributed storage
with non-repudiation. This security is believed to be difficult to break with classical computational
powers. However, recent advances in quantum computing have raised the possibility of breaking
these algorithms with quantum computers, thus, threatening the blockchains’ security. Quantum-
resistant blockchains are being proposed as alternatives to resolve this issue. Some propose to
replace traditional cryptography with post-quantum cryptography—others base their approaches
on quantum computer networks or quantum internets. Nonetheless, a new security infrastructure

(e.g., access control/authentication) must be established before any of these could happen.

This chapter provides a theoretical analysis of the quantum blockchain technologies that could be
used for decentralized identity authentication. We put together a conceptual design for a Quantum
Blockchain Identity Framework (QBIF) with technical evidence. We investigate its essential
components and feasibility, effectiveness, and limitations. Even though it currently has various
limitations and challenges, we believe a decentralized perspective of quantum applications is

noteworthy and likely.

6.1 Introduction

Blockchain technology, as a peer-to-peer technique that keeps track of sequential data, and its
numerous applications, e.g., cryptocurrencies, has attracted massive attention in recent years.

Besides cryptocurrencies, it provides an innovative way to realize decentralized applications,
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which has led to many interesting research topics, such as decentralized consensus mechanisms,
trustless security, cryptographical access controls, and non-repudiation [265]. Blockchain
applications span various sectors, including finance, healthcare, the Internet of Things,

cybersecurity, and many others [266], [267].

Public key cryptography and hash functions are one of the blockchains’ main pillars to realize
secure access control and distributed data. Public key cryptography schemes generally use two
keys for encryption/decryption, user authentication, and digital signatures for secure data
transmissions. These schemes require public and private key pairs that can be self-generated or
obtained from a Public Key Infrastructure (PKI) consisting of a hierarchy of certificate authorities.
In blockchains, they are used to authenticate network nodes. For example, Bitcoin [268] and most
other existing blockchain platforms use the public-key method for Elliptic Curve Digital Signature
Algorithm (ECDSA) for user authentication and access control. Also, hash functions are used to
securely “chain” the data stored in blocks by referencing each block to its previous/parent block
using the previous block’s hash. For example, SHA-256 is used as a hash function to chain the

data blocks in Bitcoin.

Public key cryptography and hash functions are prevalently used and are secure enough against
factorization attacks and brute force attacks using classical computers. This is due to the difficulty
of solving large-number factorization and reversing one-way functions. However, quantum
computers have provided polynomial-time solutions to solve factorization (e.g., Shor’s algorithm)
[269] and efficient ways to reverse one-way hash functions in 0(v/n) (e.g., Grover’s algorithm)
[256]. In addition, such algorithms can also be used to find hash collisions efficiently, which could
result in data tampering in blockchains [270]. Recent studies have shown the significance of

tackling potential quantum threats to classical blockchains [271], [272], [273].
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To address the potential quantum threats, new classical cryptography algorithms, called post-
quantum cryptography, are being developed [274]. They use cryptographic primitives other than
factorization, such as lattice, for public key schemes to avoid potential threats based on Shor’s
algorithm. Blockchains use public key schemes to secure their user accounts (public keys to
generate addresses and pass codes based on private keys). If such public key schemes are
endangered (e.g., pass codes can be found), user assets (e.g., cryptocurrencies) will no longer be
secure. Post-quantum blockchains that use post-quantum public key cryptography have been
developed and are claimed to be immune to quantum attacks [275]. They replace blockchains’
current public key cryptography with post-quantum counterparts. On the other hand, the
vulnerability of hash functions is not as impactful since we can increase the hash length to resist
quantum attacks (e.g., a hash collision that maps two inputs to the same hash value). However,

increasing the length sacrifices performance.

Moreover, quantum blockchains that are solely (or in a hybrid manner) based on quantum
computer networks (or the so-called quantum Internet) are also being explored [276], [277], [278].
The classical data chain has been re-designed in a quantum manner by correlating quantum states
over entanglements. “Unconditional security” of quantum decentralization is claimed for such

quantum blockchains [279], [280].

However, quantum blockchains are still in their early phase and thus still lack sufficient research
and implementation on the infrastructures. Quantum blockchain infrastructures such as access
control and user authentication must be established before any quantum decentralization. Hence,
in this chapter, we theoretically explore the essential components of a decentralized quantum

application based on quantum blockchains.
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The contributions of this chapter are listed below:

1. We provide a theoretical analysis of quantum blockchains and their use for a decentralized
identity authentication application.

2. We accommodate the classical blockchain identity management with quantum advantages
against the quantum threats (to classical cryptography).

3. We put together a conceptual design for QBIF and give a review of the related technologies.

4. We investigate the feasibility, effectiveness, and limitations of QBIF’s essential

components.

Even though it comes with various limitations and challenges, we believe a decentralized
perspective of quantum applications is noteworthy and likely. Identity management frameworks
promise to maintain users’ identity information securely, and decentralized identity removes the
concerns of centralization that violates user privacy [281]. Layering it to the quantum domain gets
rid of the quantum threats. We believe that making blockchain quantum native and rebuilding
everything from there would be an ideal way to implement quantum blockchains and their
applications, but the current quantum technologies do not allow us to do that. This chapter analyzes
the classical-to-quantum transition from a more realistic perspective by adopting existing

technologies.

6.2 Background and Related Work

In this section, we introduce blockchains, quantum blockchains, and blockchain-based identity

applications.
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6.2.1 Blockchains and Quantum Blockchains

A blockchain is a shared and immutable ledger that maintains data in the form of transactions
[268]. Transactions are linked by a Merkle tree and stored in blocks chained by hash functions. A
blockchain is composed of a peer-to-peer distributed network where each node keeps a copy of a
growing chain of blocks, and the network uses a consensus protocol to add new blocks and agree

on the sequence of these blocks.

In general, blockchain users’ (or clients”) broadcasting of transactions starts a blockchain process.
A new block with the latest transactions is made according to a particular consensus protocol (e.g.,
Proof-of-Work, Proof-of-Stake) [265]. Several network nodes may compete to produce the new
block for incentives in these consensus protocols. For example, in Bitcoin, the creator (called
“miner”) of a block that is eventually accepted as a permanent part of the chain wins the
competition and is rewarded. Each new block points to a previously created block that the creator
of the new block accepts. Thus, a block followed by the longest chain in Bitcoin is considered

final. Other blockchains use other similar methods for consensus.

As discussed, every block has a hash value and points to its previous hash value. If one of the
blocks is tampered with, all its following blocks become invalid. Blockchain nodes discard this
tampered copy of the chain and keep working on the chain that the majority keeps. By adding extra
data to block headers or transactions, decentralized storage can be achieved. Together with the
blockchain event triggers, smart contracts [282] and decentralized applications have been widely

developed.

User access control in blockchains relies on public-key cryptography. Blockchain users keep their

private keys as passwords to their accounts and use their public keys as account numbers.
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Transactions usually include their generators’ (e.g., payers in cryptocurrency) signatures which
are done using their private keys. Network nodes that produce blocks verify all the new
transactions by validating the signature with the generators’ public keys and discarding invalid

ones.

Commonly used public-key cryptography methods (e.g., ECDSA, RSA) rely on the difficulty of
factoring large numbers. It is easy to compute the product of two large numbers, but it is
challenging to factorize a large number. On the other hand, the reliability of hash functions mainly
depends on the difficulty of reversing a one-way function, such as SHA-256 and MDS5. It is easy
to compute the hash with inputs but hard to invert given the hash. Every different input generates

a unique hash.

However, public-key cryptography and hash functions are exposed due to the rapid development
of quantum computers. Shor’s algorithm can factorize large numbers in a polynomial time,
endangering public key cryptography. Grover’s algorithm and its derivatives provide methods with
a high probability of finding the input to one-way functions by brute-force searches (0 (v/n), i.e.,

quadratic speedups).

Post-quantum blockchains and quantum blockchains have been proposed to solve these threats.
Post-quantum blockchains replace blockchains’ current cryptography with classical post-quantum
cryptography. For example, post-quantum cryptographies have been proposed to replace ECDSA
in blockchains (i.e., classical blockchains) with quantum attack-resistant methods [279], [283],
[284]. Quantum-secured blockchains (i.e., hybrid blockchains) have been designed on top of QKD
networks [285], [286]. Quantum blockchains (i.e., fully quantum blockchains) rebuild the classical

blockchains in the domains of quantum computing. The notion of a quantum blockchain is
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generally inspired by the non-separability of quantum entanglement. The sensitivity of data
tampering (i.e., tampering transaction history in a block) is much stronger in quantum blockchains
than in classical blockchains. Single tampering of a block would cause the denial of the whole
chain, which indicates a higher level of security but a potential denial of service on a blockchain
node. Note that, by tampering, we mean tampering with the blockchain historical data, not
tampering with transmission information in general, e.g., the man-in-the-middle attack. However,
man-in-the-middle attacks can happen in every aspect of a classical network activity (at any
communication link). For example, an attack can be implemented during a key-generation
communication or any kind of communication that may leak a secret key. If a key is leaked or
intercepted, the blockchain account associated with that key will be compromised. In the quantum

realm, such attacks will not be applicable.

Furthermore, a hard fork in a blockchain is another infamous issue. It sometimes happens due to
disagreements in the blockchain community (i.e., intentional hard fork). For example, some want
to upgrade the current blockchain (e.g., to increase the block size limit), but others disagree. Then,
a new version of the current blockchain appears and is kept by users who believe in it (i.e., it
becomes a hard fork). On the other hand, a hard fork happening due to technical problems (i.e.,
accidental hard fork) is rare because it will eventually be resolved by the consensus mechanism
(i.e., the majority choosing the longer chain after some subsequent blocks being produced). Hence,
a typical consensus algorithm can address it regardless of whether it is a quantum or classical

blockchain.

6.2.2 Blockchain-based Identity Applications

Decentralized identity management has been one of the most prevalent applications of blockchains

[287]. In the current internet, we have imperfect systems for digital identities that are kept in
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centralized storage. Centralized institutions or companies must be trusted to maintain the authority
of identity authentication. Centralized identity violates user privacy and might suffer from single-
point-of-failure along with many other centralization challenges. One data breach would cause the
leak of all confidential information. Also, user information could be manipulated by the centralized

entity for its own interests.

Blockchain-based identity management has been proposed to tackle the above issues [281]. Every
network node has the same source of truth to follow in a blockchain-based application. It replaces
the centralized entity and provides flexible identity authentication. Digital identities are created as
digital watermarks that are assigned to transactions. With a smart contract, such identities could

be used as authentication methods for different purposes (e.g., financial and online activities).

There are usually three roles in blockchain-based identity management: owners, issuers, and
verifiers. Issuers are trusted parties (e.g., local governments and companies). They can issue
credentials (e.g., personal IDs and user profiles in an application) for users (i.e., owners). Owners
keep the credentials to themselves and only provide them to third-party entities (i.e., verifiers) to
prove their statements (e.g., age, ownership). Actual user credentials are not stored on blockchains.
Only user statements' attestations (i.e., proofs) are kept on blockchains. For example, the proof of
a user’s date of birth may be stored on blockchains instead of the actual date of birth. When the
user provides the date of birth and the proof, verifiers validate the issuer’s signature and decide

the genuineness of the user-provided data.

Blockchain-based identity applications have been prevalent for years. For example, Bitnation
[288], a blockchain-based borderless voluntary nation project, has been developed to reclaim the

sovereignty of identity information and governance services and has been working towards the
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vision of world citizenship by registering identity information on the global blockchain.
ConsenSys [289] has provided decentralized software services and applications. It has created a
blockchain-based identity system that maintains decentralized identifiers for people,
organizations, and objects on the blockchain platform Ethereum. Start-ups and big companies also
have proposed many blockchain-based identity applications, such as Onename [290], ShoCard
[291], and Ana. They used public blockchains to keep track of users’ identity attestations, which
were claimed to be invulnerable and easy to use. Moreover, to leverage biometric authentications
for blockchain approaches, research has accentuated mobile hardware performance, such as energy

consumption and computational delay [292].

Even though blockchain-based identity approaches still rely on the trust we hold in the identity
issuers, which may escalate into a circular trust problem when some of the issuers are
compromised, we believe decentralization does, to a certain extent, resolve the centralized
ownership of personal identities. For example, companies and organizations will no longer own
their users’ or customers’ personal information. They only know if their users satisfy a particular
requirement. One can choose only to reveal enough amount of their identity attributes for
verification. In other words, decentralization can maximize the need to preserve the users’ or

customers’ privacy.

6.2.3 Related Work

Quantum decentralization has been discussed for years since the vision of quantum networks arose.
QKD has been developed using hybrid quantum-classical networks, based on which decentralized
quantum approaches (e.g., quantum blockchains) have been developed. For example, a data
transmission protocol based on QKD, specifically BB84, and distributed ledgers has been

proposed to maximize the security of key transmission [293]. Quantum computing naturally avoids
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some classical attacks without extra effort. For instance, in [294], a decentralized quantum cash
system, qBitcoin, has been proposed based on quantum teleportation, which naturally prevents
double-spend attacks. In [295], the authors propose a quantum blockchain scheme with the concept
of a quantum coin based on quantum entanglement, no-cloning theorem, and a delegated proof of
stake consensus protocol. In [253], a decentralized base-graph routing protocol has been defined
based on quantum repeater networks. It allows finding the shortest paths in quantum networks
using only the local knowledge of the network nodes. Other methods of adapting quantum
technologies to different blockchain components and their advantages in a quantum setting have

also been explored [296].

There are various quantum approaches to achieving genuine authentication, such as quantum
fingerprinting [297] and single-photon authentication [298]. An authenticator can determine
whether a quantum identity matches a real one in multiple ways. For example, the quantum
fingerprint is analogous to the classical digital fingerprint that associates a long string (an original
string) with a much shorter string (its fingerprint), such that any two different long strings can be

distinguished by only comparing their fingerprints.

However, there is no existing research on authentication applications based on quantum blockchain
technology. As quantum computers are threatening the classical approaches, these applications
need a way to adapt to the new challenges in the quantum era. Access control and authentication
issues should be solved before decentralized quantum applications can be achieved. This chapter
explores the feasibility of migrating the classical blockchain-based identity framework to quantum

blockchains and proposes a conceptual design.
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6.3 Technical Components

In this section, we introduce and review the technologies that QBIF is based on.

6.3.1 Quantum PKI

A user in a PKI has two types of keys: a public key that can be shared with anyone and a private
key that is only kept by the user. The public key and private key are always in a pair. A public key
can be used to encrypt a message, and only the corresponding private key can be used to decrypt
it. For example, when Alice wants to send a secret message to Bob, Alice can use Bob’s public
key to encrypt the message and send it to him. Then, only Bob, who has the private key, can
decrypt the message and see the plain text. Moreover, a private key can also be used to sign a
message for non-repudiation. For example, when Alice wants to prove that she is the sender of a
message, she uses her private key to sign the message before publishing it. Then, anyone with

Alice’s public key can verify the source of the message by matching it.

PKI is widely used to authenticate network activities (e.g., SSH, HTTPS, blockchains, digital
identities). For identity management, it is used to generate a unique digital identity for a user by
binding the user information (e.g., username, ID) with a public key. The binding is usually
established by a Certificate Authority (CA) through the registration or sign-up process. Moreover,
by signing with the user’s private key, a user can prove the ownership of a message. By signing

with a CA’s private key, a CA can issue a statement (e.g., an attestation about an identity).

Technically, PKI is based on one-way functions, typically trapdoor functions. A trapdoor function,
say, f(x), is a function that, when given f(x) and the secret s, it is easy to calculate the variable
x. Without the secret s, it would be extremely difficult or impossible to get x. RSA is one well-

known example that is based on trapdoor functions. Since the classical trapdoor functions are
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endangered by the development of quantum computers and algorithms (e.g., Shor’s algorithm and
Grover’s algorithm), quantum-enhanced trapdoor functions have been proposed, which led to the
development of quantum PKIs. They use different types of keys by design (e.g., quantum keys in

the form of quantum states or classical keys that consist of classical sequences of bits).

Either with quantum keys or classical keys, the encryption and signature schemes for quantum
states enable quantum PKIs. For example, in [299], quantum keys based on a quantum one-time
pad are used to encrypt quantum states. Moreover, a symmetric-key encryption scheme (where the
keys for encryption and decryption are the same) for quantum states (called “private quantum
channels”) has been developed by using a pre-shared single use secret key (also referred to as one-
time pad) [300]. It constructs a private communication of quantum states on an insecure one-way
quantum channel (using a 2n-bit classical key to securely transmit n qubits) [300]. Such private
channels enable asymmetric-key encryption and, thus, quantum PKIs. For instance, in [285], a
one-way quantum identity authentication has been developed to encrypt quantum states with
classical keys. In [301], public-key encryption and authentication have been developed using

quantum public and classical private keys.

Here, we briefly review the quantum PKI schemes presented in [301], [302] for quantum-state
encryption, signature, and authentication. The notations introduced here will be re-used for our
conceptual design of QBIF presented in Section 6.4. The schemes are based on trapdoor One-Way
Quantum Transformations (OWQT) [301], [302]. Trapdoor OWQT is a quantum variant of a
classical trapdoor function. The following paragraphs explain how the public and private keys are
made based on a trapdoor OWQT and how they are used for quantum encryption, signature, and

authentication.
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Public-key encryption: The definition of the trapdoor OWQT Uy r [302] can be represented as

(see Figure 6.1):

Uower (10} 1¥) 10)10)) = 10} 0) g (. p)) |f (&0, p)) (6.1)

where f (1, p) is a classical trapdoor one-way function with a random parameter p. g(y, p) is
another classical function. |0) is an initial qubit. Particularly, f (¥, p), g(¥, p), and p constitute a
further trapdoor function as a whole, say, h(y, p) [302]. h(3, p) is then used to implement the

quantum trapdoor OWQT Ugyor. h(¥, p) should satisfy:

1. Easy-to-operate: given a random parameter p as the trapdoor of (1, p) and g(y, p), both
f@,p) and g(y, p) can be computed efficiently.

2. Hard-to-invert: given the values of f (1, p) and g(¥, p), both 1 and p cannot be efficiently
computed.

3. Easy-to-invert with the trapdoor: there exists a trapdoor (secret information) s for the

trapdoor function (the trapdoor OWQT Upy 7). Given the trapdoor s, the message ¥ can

be efficiently computed from f (1, p) and g(¥, p), and p can be efficiently computed from

Y, f(¥,p) and g, p).

In other words, with secret s, it is easy to compute Y from (6.1) but extremely difficult otherwise

(i.e., one-way function).

Suppose we have found such function h(y), p) and we now want to use it to implement the trapdoor
OWQT Upwor as a quantum circuit. As shown in Figure 6.1, we can implement it by translating
f @, p) and g(¥, p) to three oracles Ur, Uy, and Ur,4 [302]. By cascading the three oracles, we get

the quantum circuit for the trapdoor OWQT Ugy o7
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Figure 6.1. The General Quantum Circuit for a Trapdoor OWQT.

With the trapdoor function OWQT Upy or, the functions f and g are public. They can be prepared
by the receiver so that only the receiver has the trapdoor s. Thus, the functions of f and g can be
considered as the receiver’s public key (or the tools to create public keys) and the trapdoor s as
the receiver’s private key. With these key generation processes, encryption and decryption of a

quantum state [1p) can be done as follow:

1. Bob finds a trapdoor function h and announces its components f and g as a public key. He
keeps the trapdoor s to himself.

2. Alice wants to send an encrypted quantum message [Y) that only Bob can read. She
generates a Ugy or according to Bob’s public key.

3. Alice adds the parameter p and two initial qubits to |i) and gets |p)|)|0)|0).

4. Alice encrypts|p)[y)|0)|]0) by the Upwor (6.1) and obtains the ciphertext:
1P 10} g (W, ) |f (. p))-

5. Alice sends the ciphertext to Bob.

6. Bob decrypts the ciphertext with s.
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There are two cases of decryption [302]. Here, we directly show the decryption transformation as

Dyg(Is310)10) 1g (W, p)) |f (0, P))) = |5} )|1)10)]0) (6.2)

Signature: Even though we have the public key and private key pair, the quantum digital signature
is unlike the classical digital signature. Classically, we can sign a message and send it out. Anyone
with our public key can verify the message’s source without our intervention. However, the

quantum signature process introduced here is an interactive digital signature protocol.

Suppose Alice has a trapdoor function h, consisting of f and g (6.1). Here, we represent the
variables as bit strings: h({0, 1}¥*) = {0, 1}¥'*"', where {0, 1}¥*! is a bit string of length k + [
with p; € {0, 1}* (k bits) and p, € {0, 1} (I bits). Similarly, {0, 1}¥'*!" consists of p, € {0, 1}*'

and ps € {0, 1}V. That is:

h({p1, p2}) = {pr, s} (6.3)

where {a,b} denotes the concatenation of two bit-strings, a and b. As discussed, h can be
considered a public key. In this case, Alice has the private key (the trapdoor, say, s;). The process

to sign |) and verify the signature is as follows:

1. Bob generates p, € {0, 1}*' randomly.

2. Alice generates ps € {0,1}" randomly and receives p, from Bob. Now Alice has p,, and
ps and the trapdoor s,. These can be used to compute the inverse of h: h™1(p,., ps) =
(p1, p2)- Alice then signs the quantum message |Y) with p; and function h (i.c., prepared

as Uy) as in (6.4) and sends it.

Un [} 08K DY = ) |h({p, p1})) (6.4)
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where |O®(kl+l’)> denotes a state prepared with k' + I’ number of |0). For example, |0®3)

is short for |[000).

3. Bob notifies Alice of the receipt of the quantum message.
4. Alice announces p; and p,.

5. To verify the signature, Bob computes h(p,, p,) (h is public) and checks if the first k' bits

(of {0, 1}""'“') are p,. If yes, it proves Alice has the trapdoor s, of h. Bob then performs
the transformation as in (6.5) to obtain the message (h, 1 and p; are known to Bob by this

step).

1Y) [R(p, p1)) = [1b) [0BE'+D). (6.5)

Finally, Bob accepts the signature only if the last k" + I qubits are all in state |0) (h belongs to
Alice). Any signature that uses h to generate |h(3, p;)) without the interactive process would be
invalid. Note that this signature protocol does not support multiple verifications. The signed
quantum state |Y) |h(y, p1)) is invalid after the quantum message |) is extracted. Therefore, this
kind of signature can only be validated once. However, it is possible to obtain a local copy of the

signed quantum state (a known state) [303]. The verification then only invalidates the local copy.

Usage: It is worth noting that to construct a complete user account, the quantum PKI is used
differently in quantum blockchains than in classical computing. The access control in quantum
blockchains (i.e., ownership of an on-chain state) is assured by interactive signatures on the index
of an on-chain state (Section 6.4). Nonetheless, it is also important for the processes of identity
attestation and authentication of QBIF (Section 6.4). There are many more research on quantum

PKI [299], [300], [301], [302]. For simplicity, Equations (6.1), (6.2), (6.4), and (6.5) are used in
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this chapter to respectively represent quantum public-key encryption, decryption, quantum

signature, and signature verification.

6.3.2 A Chain of Quantum States

A quantum blockchain can be constructed by a chain of non-tempering and traceable quantum
states. Based on quantum entanglement in time, we briefly introduce the scheme of quantum
blockchains in [276] as an example. Note that this is a highly simplified version of the classical
blockchain. One quantum state constitutes one block. In other words, this design assumes one

transaction per block.

Before going to the chain of quantum states, we briefly explain quantum entanglement. The notion
of a temper-free chain is inspired by the non-separability of a quantum system (entanglement).
Quantum entanglement in time can be viewed as a temporal quantum effect where states are

interdependent across time.

If two qubits are entangled, their measurement outcomes are correlated. If we measure one of the
qubits, the other qubit instantly collapses into a definite state and would yield a correlated outcome.
For example, the entanglement of the Bell states |x) and |y) may be such that the measurement
result of |x) is exactly the same as the measurement result of |y). The measurement outcome of

them is random, either both being 0 (]00)) or both being 1 (]11)). Each outcome has a 50% chance.

_ _|00) +]11)
) = lryy = LB (6.6
It is also possible for two Bell states |x) and |y) to be entangled such that the measurement result

has a 50:50 chance of being |01) or |10).

171



Multipartite GHZ (Greenberger-Horne-Zeilinger) states generalize the qubit entanglement to
achieve multi-qubit entanglement, in which all the involved states are entangled with each other

[304], [305].

Going back to the chain of quantum states, multi-qubit entangled states can be recursively added
into a growing chain in chronological order by entanglements in time [276], [306]. This chain of
quantum states can be used to constitute a primitive quantum blockchain. For simplicity, a 2-bit
string b, b, is used here to represent the data in a block (it can be extended to larger bit strings by
multi-qubit entanglement, but still, it depends on the maximum qubit a quantum computer can

support). Here, we prepare them into a temporal Bell state:

0) |b2) + (-1)P1 |1) |By)

[Yp1p2) = 5 (6.7)

where |E> is the negation of b. Now we can create the next temporal Bell state (next block)
entangled in time with this state. These two Bell states do not actually coexist, but the second Bell
state is correlated with the first one (i.e., the current state is correlated with its previous existing
state). Such states were physically generated in the experiment introduced in [306]. Adding

subsequent states to them forms a chain of Bell states in chronological order.

Now we add timestamps. A delay line of time T is applied to each Bell state’s creation. Each state
is marked by its creation time, which becomes the block’s timestamp. Let the creation time of the
first Bell state (genesis block) be t = 0 and the time of the next state (next block) be t = T. The

genesis block and the next block can be fused into a four-photon GHZ state:

_ 10157 + (=11 11)° Bp) T

[¥p1p2)°" = (6.8)
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0 is the genesis block’s timestamp, and T is the second block’s timestamp. Recursively, the blocks
become a chain of entangled states (a non-tempering and traceable history of a state). At t €

{0, T, 2T, ...,nT}, the chain of quantum states can be represented as

0,T,T,2T,2T,3T -, (n-1)T,(n—1)T,nT 1 (n-1T

. (0 Wo,) (W) 1¥6,) = W) [We,) +

(D2 D[ F5) [Boa) [0 - o) ) ™) (6.9)

>(i_1)T|'~/)bzi>iTa i €{2,3,...,2n}, b; € {0,1} is ablock. b,;_1 by; is the 2-bit data

Each pair of [y,
in a block. The superscripts iT represent the block timestamps. For example, suppose the first two

blocks contain bit strings 00 and 10, and the first and second blocks are [o)®7 and |10)7?7,

respectively. With two blocks, the chain is [(gg10)*77?T. Adding a third block with value 11

produces |¢001011>O,T,T,2T,2T,3T.

It is worth noting that entanglement in time is distinct from the more commonly used space-based
entanglement [307] in which photons in different locations are entangled. The entanglement in

time can be viewed as a quantum networked time machine [276].

Besides using GHZ states, quantum blockchains with other kinds of states have also been
experimented with. For example, Banerjee et al. create a chain of quantum states using multiparty
entanglement of quantum weighted hypergraph states [308]. Bennet et al. propose a quantum-
enabled blockchain architecture using quantum information encoded in light (quantum states of
light) [309]. Theoretically, the chain of hypergraph states or quantum states of light can also be
used in place of the chain of GHZ states and become the data structure of a quantum blockchain

using entanglement in time.
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Obviously, currently implementable block size and potential chain size are not comparable with
the classical blockchains. However, as quantum technologies develop, we believe quantum
blockchains can be extended. More limitations and challenges of quantum decentralization are

introduced in Section 6.5.

6.3.3 Primitive Consensus

In a quantum blockchain, each blockchain node hosts a copy of the chain of quantum states
represented in (6.9). Thus, a consensus protocol is needed to add new blocks securely. It should
be able to verify the correctness of the newly added blocks and seek an agreement from all nodes
on the validity and sequence of these new blocks. 6-protocol [310] and Quantum Random Number
Generator (QRNG) have been proposed to solve such problems. QRNG guarantees the true
random selection of a verifier node. True randomness assures fairness and thus should be agreed
upon among nodes. The selected verifier node is then responsible for performing a verification test
of the new block and adding it to the chain. 6-protocol is then executed to “broadcast” the new
block to other parties. In other words, nodes in the blockchain agree on the true randomness instead
of solving a cryptographic puzzle or staking coins (e.g., Proof-of-work, Proof-of-Stake). This is
similar to leader-based consensus protocols [311]. The fundamental probabilistic property of
quantum mechanics gives QRNG the ability to create true randomness, which can be clearly
modelized and controlled for perpetual unpredictable randomness, contrary to the predictable
randomness generated by classical deterministic processes such as Pseudo-Random Number

Generators (PRNG).

Note that the QRNG machine today may have statistical biases due to noisy quantum hardware
and is not realistic for use. We assume such bias can be tackled in the future. Nonetheless, the

instantly produced randomness may not be able to guarantee simultaneous additions of new blocks.
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A complete scheme of consensus mechanisms for quantum blockchains is still under exploration
[286], [310]. After the verifier (block producer) selection, the verifier node initiates the verification
test (e.g., B-protocol), which allows each node in the network to verify if a source is distributing a
correct state, even in the presence of untrusted nodes. The verifier node finally adds the new block
to its local quantum blockchain copy and broadcasts the addition. There are still many limitations
to the implementation of quantum broadcasting. More details about broadcasting can be found in
Section 6.5. Based on QRNG and 6-protocol, we achieve a primitive consensus process for QBIF,

which is discussed next.

6.4 Quantum Blockchain Identity Framework

The vision of QBIF is to achieve secure pseudonymization, which preserves privacy and prevents
forgery. Users control their own identities and use them without revealing unnecessary information
(self-sovereign identities). At the same time, identities are secure and genuine under a
decentralized quantum setting. In this section, we introduce various aspects of the architecture of
QBIF: roles, quantum identity attestations, quantum blockchains, authentication, and consensus

protocols.

6.4.1 Roles

In this chapter, “identity”” includes the user’s unique id (e.g., username, social security number),
attributes (pieces of information about the user’s identity, e.g., name, age, balance, address), and
attestations (proofs of user statements about attributes, e.g., “birthyear == 1999,” “income >
50,000”). We also use “public credential” to refer to a user’s public identity information (unique

id and attestations). Identity attributes are private to users (owners). Attribute-based identity
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authentication, which verifies identity attributes without revealing additional information, is a

prevalent way to authenticate users with anonymity (pseudonymization) [312], [313].

Users can prove that they satisfy the conditions set by identity verifiers without revealing their
actual identity information. Identity verifiers authenticate users by verifying the issuers’ signatures
on the attestations. For example, a bank may loan money only to users whose annual incomes
exceed $50,000. When the bank (verifier) evaluates a user’s financial information for a loan
request, the bank can verify the user’s annual income by checking the signature on the user’s
attestation without looking at the user’s actual income number. Keeping attestations on a
blockchain ensures their authenticity. Identity attributes are private to owners. Decentralized

identity removes the concerns of privacy violation and single-point-of-failure.

As in the classical approach, there are three roles in QBIF: identity owners, identity issuers, and
identity verifiers. Identity issuers represent trusted parties such as local governments or big
companies. Issuers issue identities such as personal IDs or user profiles in an application/software.
They also attest (not issue) the validity of identity attributes and issue attestations. For example, a
bank only issues attestations about users’ financial information. An attestation process is started
on the user’s demand and finished by an issuer. The reliability of an attestation depends on the
reputation of the issuer. Only attestations are stored on blockchains. Ownership is marked by
double signatures, as discussed in Subsection 6.4.5. Users keep their identities at discretion
(preferably privately) and use only the on-chain attestations to prove statements about their identity
attributes to verifiers. The verifiers provide services according to the reputation of the issuers who

attested the identity statements.
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In QBIF, attestations are kept in the form of quantum states and are chained together by
entanglement. These are called Quantum Identity Attestations (QIAs). Issuers do the generation of
QIA. Verifiers on user’s demand do authentication of QIA. Identity owners (users) who want
authorized actions from verifiers must go through authentication and attestation processes if they

have not done that with the issuers.

6.4.2 Quantum Identity Attestations

Attestations are evidence about users’ identity statements. They could be in any form (e.g., hash
values, encrypted messages, or bit strings). Here, we assume to keep them in bit strings for
simplicity. QIAs in QBIF are quantum states containing such bit strings, which could be created
by converting them into qubits [314]. Nonetheless, one user can have multiple QIAs (for different
identity attributes). Let 1 be the bit string of attestation that consists of n bits; then, a QIA can be

represented as
L,|0%") = [p) = |b1by - by,) (6.10)

A QIA should be double-signed (by the owner and the issuer) before use, and a signed QIA can be
represented as [1)’ as indicated in (6.11). Signatures are interactively done between an owner and
an issuer (signed with private keys from both parties) as discussed in Subsection 6.3.1. |y)’ has
n + 2(n + m) qubits after double-sign, where n is the length of 1 and m is the output length of h

defined in (6.3).

1Y) = [} |h* @, p1)) [R (Y, R (b, p1), p1)) (6.11)

The superscripts indicate which party (u: user, i: issuer) h or p; belongs to. A QIA is prepared by

an issuer per user request in the attestation process. QIAs are double-signed (as |)") and are kept
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in the chain of quantum states. Signing with the issuer’s private key indicates that the issuer agrees
with the user’s attested statement. Signing with the user’s private key demonstrates the ownership

of the attestation. No trusted centralized storage is needed.

6.4.3 QIAs on Quantum Blockchain

We assume a quantum network and achieve decentralization over quantum blockchains. QBIF
provides distributed identity management and a primitive consensus protocol for coordinating
network nodes (consisting of users, issuers, and verifiers). Nodes are interconnected by quantum
communication channels. As shown in Figure 6.2, each party keeps a copy of the chain of quantum
states that holds the signed QIAs chronologically. The list of signed QIAs is kept on the chain in

the form shown in (6.9).

Issuers and verifiers are candidates for block producers (e.g., miners on proof-of-work
blockchains). The owner of a QIA and the issuer must double-sign the QIA before it goes into the
block pool, i.e., candidate blocks to be attached to the chain. Block producers add these blocks to
the chain after a consensus process (Subsection 6.4.4). The ownership of the signed QIA is
demonstrated by the owner’s signature, and the validity of the QIA is marked by the issuer’s
signature. As discussed, the signature could only be done by an interactive signature process. Any

QIA signed without the consent of both parties is invalid and does not pass the consensus process.

Once a QIA is put on the chain, the owner can initiate an action with a verifier by sending the
location of the signed QIA on the blockchain. The verifier determines the authenticity of the QIA
by validating the signed QIA with the user’s and the issuer’s public keys. No additional knowledge

of personal identity is needed during the authentication.

178



User/Owner verifier authenticates |y)’ Verifier

A
\ 4

copy of chain* frrsee s AR R en e copy of chain*

Issuer consensus protocol i
issuer issues and attests |y)’ : G + verification tests, e.g., 0-protocol)
(interactively) :

: copy of chain*

Block Producers

* copy of chain (QIAs in a chronological order): |1/Jb1bz,.,bzn)O'T'T'ZT'ZT'.“'(n_l)T'(n_l)T'nT [1v) 4 1w) 4w 4w’ |- -
Figure 6.2. Roles and Interactions on QBIF.

Note that the level of validity for an attestation can be defined by an issuer so that a user can meet
whatever level a verifier may require. The level of validity can be determined by way of issuance
or attestation, such as verifying in person, with biometric readers, via password, online, etc. The

level of validity can be integrated into QIAs by adding extra qubits describing the level.

Since we are dealing with a primitive quantum blockchain structure, there are no sophisticated
event triggers such as those used in smart contracts in classical blockchain-based applications.
Thus, part of the communication would be off-chain, such as the online verification mentioned
above. A hybrid network of classical and quantum communications would be the most plausible
transition from classical internet to quantum internet as quantum technology develops. QKD is

one good example.

In QBIF, quantum PKI and quantum blockchain processes are executed on quantum
communication channels. Other interactions, such as off-chain attestations and agreements, are
kept on classical channels. As shown in Figure 6.3, the network of QBIF is composed of multiple
quantum nodes connected via a quantum network in a peer-to-peer fashion. The classical channels

are neglected in the figure but coexist with the quantum channels. Each node is a quantum system
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hosting a copy of the quantum blockchain, combined with a classical system dealing with oftf-

chain communications.

user —-— issuer p|———| verifier
: ¢ Quantum : [ i v [
: | Blockchain : | i |
Network user gy issuer g ————— VGI‘iﬁCI‘@

—— ! quantum channels EI : network nodes [} : a copy of the chain of |y’
Figure 6.3. A QBIF Network.

6.4.4 Consensus Protocol

As discussed earlier, consensus protocols of a quantum blockchain are primitive due to the
difficulty of implementing block producers’ election (or competition). The most prevalent
consensus protocols for classical blockchains are Proof-of-work (mining) in Bitcoin or Proof-of-
stake (voting) in Ethereum. Here, we propose to use QRNG and distributed verification tests (e.g.,
0-protocol) to emulate an initial consensus protocol for quantum blockchains. QRNG guarantees
true randomness in selecting a block producer (who is also responsible for validating a new block).
Here, the true randomness of QRNG replaces the fair competition/election provided by Proof-of-
work or Proof-of-stake. The selected block producer then executes a distributed verification test
to validate the newly added GHZ state (the new block). The distributed verification process keeps
the quantum system validated even with untrusted network nodes [310]. Once the verification tests

are done, the new block is added to the blockchain. Then, the new chain is broadcasted to all
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network nodes. Together with Figure 6.4, the following steps describe the consensus process of

QBIF:

. By now, a double-signed QIA (|y)’) has been created by an issuer and a user. |Y)’ is

waiting to be added to the blockchain. The issuer of |i)’ initiates the consensus process
and activates a QRNG to randomly select a blockchain producer among the candidates.

A candidate is selected by the QRNG. If the candidate is unavailable, the QRNG is
executed again until an available candidate is selected. We assume the selected candidate
is trustworthy (i.e., candidates are trusted). Suppose the 3rd node in Figure 6.4 is available
and is selected. It then takes the role of block producer and initiates the distributed
verification. For example, in [310], a pass condition and a set of random angles 6; € [0, )
are defined in advance, j € {1,2,..,n}. 6; represents the measurement basis of node j, and
the verification runs until all the network nodes satisfy the pass condition. For an ideal
GHZ state, the verification will succeed theoretically with 100% probability. However, this
probability is varied according to entanglement fidelity. )’ is accepted only when the
majority of nodes pass the condition [310].

Once we have a valid i)', the block producer then fuses [)’ into a four-photon GHZ state
with the latest on-chain state (6.9), which adds |y)’ to its local copy of the QIA chain.
Then, the block producer “broadcasts” |1) to all network nodes. Note that the verification
protocol in [310] involves more than merely implementing verification tests. It also links
the outcome of the verification tests, the validated state, to the target state. In other words,
the newly added block has also been copied and distributed to all other network nodes
during the verification tests. This distribution of the new block remedies the broadcasting

limitations of quantum networks. This is discussed further in Section 6.5.
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Figure 6.4. A Consensus Process for Quantum Blockchains.

6.4.5 Attestation and Authentication

Identity attestation and authentication are two critical processes of QBIF. The attestation process
produces QIAs, and the authentication process uses QIAs. In Figures 6.5 and 6.7, dashed arrow

lines refer to classical communication channels, and solid arrow lines represent quantum channels.

Attestation process: The attestation process is completed by collaboration between the user and an
issuer. This process creates QIAs and makes interactive signatures. Figure 6.5 shows a step-by-
step attestation process. Together with Figure 6.5, the following steps describe the identity

attestation process:

1. A user initiates the process by requesting an identity attestation. The user defines the
statements about the identity attributes (e.g., income > 50,000). The issuer validates the
user’s identity attributes. This step can be done over a classical communication channel.

2. The issuer prepares the QIA [¢) (6.10) and sends it to the user over a quantum
communication channel.

3. The user receives [1p) and starts the interactive signature (as discussed in Subsection 6.3.1)

with the issuer. ) is first interactively signed with the user’s private key and then with
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the issuer’s private key (6.11). The interactive signatures prove the ownership and the
validity of the QIA. After |) is signed from both sides, [1)’ is ready.

4. The issuer initiates the consensus process by activating the QRNG.

5. The selected block producer starts the distributed verification tests. If the tests are passed,
|)" is added to the QIA chain and is broadcasted to the network.

6. The block producer sends the location nT of [)’ in the blockchain to the user using a
classical communication channel. Since there is no available Decentralized Identifier
(DID) to identify users in QBIF (which is generally used by blockchain-based identity),
the user keeps the signed QIA’s location. It is shown to the verifier in the authentication
process and used to localize the user’s signed QIA. The user can claim ownership of this

signed QIA by private key.

1) user requests identity attestation and issuer validates attributes ) o
® |1 userrequests identity atiestation and issuer validates attributes . o
User 2) issuer creates QIA (Jy)) and sends it to the user Issuer Block
Producer
i 3) both parties interactively sign |y) and produce |y)’ Iy i
- A

b 4) the issuer initiates 4
a consensus process

5) block producer adds |y)’ to the chain and broadcast

Quantum Blockchain IIlIJ)’HllIJ)’HIlIJ)HllIJYI <

................. » : Classical Channel ———— : Quantum Channel
Figure 6.5. An Attestation Process for OBIF.

Authentication process: The authentication process happens between a user and a verifier when
the user requests an authorized action. It requires a signed on-chain QIA corresponding to the
action’s requirements. The verifier extracts the signed QIA and uses it to authenticate the user. As

shown in Figure 6.7, the following steps describe the authentication process:

183



1.

A user requests an authorized action provided by a verifier, which initiates the
authentication process. The verifier verifies whether the user satisfies the requirement (e.g.,
if the user’s annual income exceeds $50,000 when applying for a loan).

The user interactively signs the QIA location nT (as |nT) |f (nT, pi’ J))) with the verifier
using the same private key as the one used for signing the QIA and then sends it to the
verifier. This signature of location nT proves the user’s ownership of the private key used
to sign the QIA. As discussed in Subsection 6.3.1, only an interactive signature process can
guarantee a signature’s validity (not someone pretending to own this signature). Therefore,
the user must interactively sign and send the QIA location to the verifier through a quantum
channel.

The user announces his/her public key if necessary.

The verifier extracts the identity location nT according to (6.5). By nT, the verifier finds
and obtains the signed QIA |y)’.

The verifier verifies the signatures of [1))’ with the issuer and the user’s public key. If the
signature is valid, the verifier uses 1 to determine the authentication result. Based on (6.5)
and (6.11), the extraction and verification of |y)’ is described in Algorithm 6.1 (Figure
6.6).

If the process succeeds, the verifier makes authenticated communications with the user
(Section 6.3.1) and proceeds with the requested service. (e.g., the verifier successfully
verifies that the user’s income exceeds $50,000 and proceeds with the subsequent loan

application procedures.)

184



Algorithm 1. Extract and verify a QIA
Quantum transformation: U¢v%:¢

Input: ), |nT) |f(nT, pi-")), b, p¥ , 0%, pi, p3

1: #Superscript denotation: (u: user, i: issuer, u_l: QIA location).

2:

3: #Extract [p)’ by the issuer’s publickey

4 [y = [y R, o)) R, RE @, o), pD)) = 1) R, p1)) [0)
5:

6: #Extract |[Y) |h%(y, p1)) | 0) by the user’s public key

7. (0¥, p¥) = h(pt, p¥)

8 if ¥ == p¥ && M(|) |h*(¥, £1)) |0), indexiast) is |0)

9: then

10:

11: #Extract |[nT) |f (nT, p}‘*l)) by the user’s public key and verify signatures
122 [nT)|f(@T,piY)) - = |nT)0)

13: ul’rpéu) h(P1 Py )

14: if pi-! == p}¥ && M(|nT) |0), indexiqst) is |0) && pi-t == pt
15: then

16:

17: [¥) |R* W, p19) [0) = [¥) [R(, p1)) = [} |0) = [1)

18: return [) #Succeed

19:

20: end if

21:

22: endif

Figure 6.6. Algorithm 6.1. Extracting and Verifying a QIA.

1) user initiates authentication for a certain request

. N > . Veriﬁ er
User 2) user and verifier interactively sign the QIA location
> h > 5) extract and verify the |
3) user announces public key ownership of the QIA

4) verifier obtains the signed
QIA |y)’ with the location

Quantum Blockchain MR (MR MR =Y

6) authentication succeeded: make authenticated communications

----------------- » : Classical Channel ————— : Quantum Channel
Figure 6.7. An Authentication Process for QBIF.

6.4.6 System Security
The security of QBIF is mainly based on the quantum trapdoor one-way functions (6.1) and the

secure nature of quantum physics (“unconditional security”). Here, we discuss the security aspects

of QBIF:
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Quantum-proof: As discussed, classical blockchains’ security is vulnerable to quantum

computing. Quantum blockchains are immune to any notable quantum and classical attack.

Data integrity: Classical blockchains use hash functions to chain blocks (and Merkle trees to
organize transactions) and thus are sensitive to data tampering. If a random on-chain block is
tampered with, all its following blocks become invalid because each block points to its previous
block. The link of hash values is broken from the tampered block to the latest block. For quantum
blockchains, such sensitivity has been kept and amplified by entanglement. One change to a single

block could demolish the whole copy of the state chain.

Anti-spoofing: Assume that an attacker wants to perform a spoofing attack, masquerading as a
user to claim the user’s on-chain attestations. The attacker’s goal is to pass an authentication
process fraudulently. Suppose the attacker has infiltrated the quantum channel between the user
and the verifier (Steps 2 and 3 in Figure 6.7). The attacker can now intercept the communication
of the QIA location. However, the attacker still needs to interactively sign it with the verifier. If
the attacker uses his/her own private key and sends his/her public key, the verifier is not able to
extract the signed QIA by this public key and p; (6.4) (6.5). p#ttacker of the signed QIA location

user

is not the same as p;**°" of the signed QIA.

Privacy: On-chain attestations are proofs of statements about users’ identity attributes without
actual identity information (pseudonymization). Such granular statements would not reveal much
information, even if leaked. Pseudonymization protects privacy through the non-correlation

principles [312].
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6.5 Challenges and Limitations

Quantum blockchains are naturally immune to quantum attacks on classical algorithms. It is
exciting to see the possibility of layering blockchains on a quantum system, even though it is not
pure quantum (but a hybrid with classical systems). In the QBIF conceptual design, every
preliminary technology has been explicitly shown to be experimentally realizable, even though
some are only in their simplest form. The proposed conceptual design does not yet meet immediate
deployment requirements, but it shows a visible path toward realizing a decentralized quantum
application. Nonetheless, many challenges and limitations of quantum approaches are inevitable

at this stage. We discuss the main challenges and limitations of QBIF next.

Lack of implementation: QBIF and most quantum blockchains lack low-level specifics, which
would contribute to the detailed implementation of their essential components. Implementations
of many quantum technologies are still varying and require much further experimentation.
Quantum blockchains are still in their very early phase. Quantum systems are mostly implemented
in simulators or quantum computers with limited resources. It would not add much value to the

work at this stage by introducing implementation details.

Limited quantum hardware: The development of quantum computers has been rapid in recent
years. However, it still needs a significant time before it can support large or medium-scale
computation (and connection). Current quantum computers are extremely sensitive to interactions;
thus, their computation results usually have much noise. Besides, quantum states tend to gradually
disintegrate due to quantum decoherence, which demands quantum error correction. State

discrimination strategies must be applied to fine-tune the trade-offs between error rate and
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information gain [271]. In terms of authentication, the validation of a whole process would be

determined or significantly influenced by the quantum bit error rate [285].

Broadcast limitations: The ability to distribute entangled states to network nodes is significant for
a decentralized quantum network. Theoretical analyses on point-to-point quantum communication
have constantly been progressing. Quantum repeaters make possible long-distance quantum
communications over bipartite quantum channels. However, point-to-point communication is not
enough for a sophisticated network. A quantum broadcast network would be able to distribute
entangled qubits efficiently. Current quantum broadcast networks are usually accomplished with
the assistance of classical communications [315]. The upper and lower bounds of quantum
broadcast networks are still limited [316], and a complex network typically introduces more noise

and losses.

Temporal entanglement: There are still many open problems with quantum entanglement in time
[276], [317]. Entanglement in time is based on entangled history theory, which is a substantial
modification of the decoherent history theory (or consistent history theory). Entanglement in time
shares similar properties with the general entanglement in space [307], but temporal quantum

effects might be highly unstable as time passes.

Difficulty in accessing states: Previous blocks on quantum blockchains based on entanglement in
time are physically no longer existent. Blocks do not simultaneously coexist. It is only natural to
retrieve the latest block. Previous on-chain states are hard to access. However, it is possible to
transfer the past quantum correlation between quantum states so that past states can be obtained,
even if they do not coexist simultaneously [303]. Moreover, quantum logic is inherently reversible;

thus, propagating back in time to a previous block will unentangle qubits and potentially destroy
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the chain. Fortunately, through the consensus process, we have many copies of the chain on the
blockchain nodes. Hence, the system is feasible as long as the majority of the blockchain nodes

still keep the copies. How to make the system more sustainable than this remains future work.

Overhead: Network overhead is significantly increased since signatures are done interactively
between two parties. Signature processes are common in blockchains. Moreover, many quantum
signatures can only be validated once. This would significantly increase the number of signature
processes and potentially overload the network nodes. Quantum fingerprints could replace such

interactive signatures to void this issue.

Scalability: Scalability is always an issue in quantum applications due to the current scale of
quantum computers and networks. In terms of quantum blockchains, one transaction per block is
clearly deficient. A complex quantum data structure must be developed before a quantum

blockchain can become comparable to its classical counterpart.

Primitive consensus: The current consensus protocol is still primitive, lacking perfect
competition/election rules to create blocks. QRNG is temporarily used as a basic consensus
protocol. However, QRNG cannot guarantee the normal operation of simultaneous

communications in a decentralized network.

Low efficiency: Performance issues of quantum blockchains exist in the information preparation
[314], [318], block size [276], and cost-effectiveness strategies between the used qubit and the
created block [308]. Blockchain size is a challenge for classical blockchains also due to data

explosion.

Semi-decentralization: The classical identity management and this approach require third-party

authorities to verify user attestations and thus are not actual decentralization but semi-
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decentralization. The idea is similar to what a consortium blockchain provides, in which each
member is a group of nodes who believe in the same authorities [319]. A semi-decentralization
could lead to the dictatorship of resources by a small group of powerful entities. However, we
believe a proper combination of decentralization and centralization is beneficial since there are
always harmful contents that could inundate the network without censorship. How an ultimate
decentralization can be achieved in the quantum domain (or in any future form of the internet)

remains future work.

6.6 Summary

Quantum computers threaten classical blockchains’ security, and thus quantum blockchains are
needed. This chapter theoretically analyzes the quantum blockchain technologies that could be
used for a decentralized purpose. We review the technical evidence and put together a conceptual
design for decentralized quantum identity, which is named QBIF. We investigate the essential
components and the feasibility, effectiveness, and limitations of QBIF. We complete the design of
QBIF by integrating existing quantum approaches, such as quantum PKIs and quantum
blockchains. Nonetheless, the conceptual design still has technical gaps in detailed low-level
specifics. Despite the limitations and challenges, we believe a decentralized perspective of

quantum applications is noteworthy and likely.
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Chapter 7: Conclusion

This chapter concludes this dissertation with future directions.

7.1 Summary of Dissertation

Despite the promising advantages quantum computers can offer, the capabilities of individual
devices remain limited, and monolithic hardware scaling poses substantial challenges. This
dissertation addresses these scalability issues across the domains of quantum networks, DQC, and
security, with the overarching goal of improving the performance, scalability, practicality, and

security of quantum systems.

Chapter 1 introduces the foundational components and security considerations of quantum

networks and DQC, along with the motivations, goals, and contributions of this dissertation.

In Chapter 2, we propose AER to enhance the performance and practicality of quantum routing by
removing the need for synchronized operations and increasing entanglement utility. AER operates
in a fully distributed manner using only local neighbor information and structures like DODAGs
or spanning trees. By mitigating delays from global network updates, AER significantly improves
E2E entanglement efficiency. Our results show that AER outperforms synchronous approaches in

both entanglement rate and scalability, offering a promising direction for future quantum networks.

Chapter 3 extends AER into a multi-tree routing scheme to support larger-scale quantum networks.
This method connects multiple DODAGs in a distributed, asynchronous fashion while relying
solely on local entanglement link information. Simulations across both synthetic and realistic

topologies show that the multi-tree approach achieves higher entanglement rates and greater
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efficiency than single-tree and synchronous routing strategies, demonstrating the effectiveness of

asynchronous methods for diverse network architectures.

In Chapter 4, we shift focus from connecting external systems to linking internal components,
addressing the growing need for scalable DQC architectures. In quantum data centers with multiple
QPUs across different racks, executing remote gates introduces resource contention. To tackle this,
we propose a resource management framework that maximizes fidelity-guaranteed throughput
while respecting gate dependencies. The problem is formulated as a MILP model for
benchmarking, and we develop efficient heuristic scheduling algorithms that closely approximate
the MILP results with significantly reduced computation, making them practical for real-world

DQC scenarios.

Chapter 5 focuses on the security of quantum networks. While quantum communication offers
inherent security advantages over classical systems, the quantum internet still faces unique
challenges in ensuring CIA. We analyze vulnerabilities and mitigation strategies across the
physical, link, network, and application layers. Our evaluation integrates both classical and
quantum techniques to assess attack severity and the effectiveness of countermeasures,
emphasizing the need for adaptive, cross-layer defenses to ensure robust and trustworthy quantum

communication.

Finally, in Chapter 6, we explore quantum-era cryptographic applications through a theoretical
analysis of quantum blockchains for decentralized identity authentication. We propose a
conceptual framework, review the supporting technical literature, and assess its key components

in terms of feasibility, effectiveness, and limitations.
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7.2 Future Directions

While the proposed solutions in this dissertation improve practicality, performance, and resilience,

several open challenges remain, pointing to promising avenues for future research.

Cross-Layer Co-Design of Quantum Network Architectures: A key research direction lies in
developing a comprehensive cross-layer design that jointly considers physical parameters (e.g.,
fidelity, decoherence), network-layer routing, and application-level requirements (e.g., latency,
throughput). Co-designing protocols across layers can lead to improved resource allocation and
performance guarantees. Machine learning and reinforcement learning could also play a role in
enabling adaptive decision-making under real-world network dynamics; however, their reliance
on classical processing may introduce overhead that is impractical given the short-lived nature of

quantum states in near-term technologies. Thus, a balanced trade-off strategy is also necessary.

Scalable Resource Orchestration: Resource management for DQC provides a foundation for
optimizing fidelity and execution time in multi-QPU systems. This can be extended by
incorporating heterogeneous hardware models, shared memory architectures, and real-time
feedback for dynamic scheduling. Additionally, exploring integration with quantum-classical

hybrid cloud environments could open new possibilities for scaling practical quantum workloads.

Security Frameworks for Hybrid Quantum-Classical Systems: Quantum networks will likely
operate alongside classical infrastructure for the foreseeable future. Developing secure protocols
that bridge both quantum and classical domains, including authentication, integrity verification,
and fault isolation, is critical. Future work could focus on building modular, adaptive security
architectures capable of responding to dynamic network behavior and supporting a broader range
of quantum cryptographic primitives.
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Appendix A. Quantum Network Stack
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Figure A.1. 7-layer Stack of Quantum Research.

We have identified seven layers within the technical framework for quantum research, providing

a schematic to grasp the diverse elements essential to quantum technology, as illustrated in Figure

A.1. At the foundational level, the stack is anchored by diverse technologies, which include

photon-based and semiconductor-based approaches [1], critical for quantum states and operations.

These technologies interface with various media, such as optical fiber and free space, such as

satellites, providing the physical medium for quantum communication and interactions. Nodes in

the quantum network, which encompass end nodes and repeater Nodes, form the fundamental

infrastructure, facilitating quantum computation and communication processes. In the computation

realm, universal quantum computing (i.e., gate model) and Quantum Annealing are the primary

mechanisms that execute quantum algorithms and solve complex problems. Systems and protocols
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are the backbone of any quantum network. While TCP/IP represents conventional networking
standards, the stack introduces quantum-native protocols with unique functionalities like
entanglement swapping and asynchronous routing. At the Applications layer, solutions such as
quantum cloud services, quantum blockchains, quantum artificial intelligence, and quantum
cryptography showcase the potential real-world uses of quantum technologies [128], [158], [159],
[320], [267]. Lastly, at the markets layer, the stack emphasizes the wide-ranging sectors that
quantum technologies can influence, e.g., computing, networking, clouds, FinTech, medical, and

sensing, underlining the vast impact quantum advancements can have across industries.

Our observation shows that while substantial progress has been made in the lower layers, the upper
layers have received comparatively less attention. These layers reflect research initiatives in
physics and electrical engineering [4], [15]. In contrast, the upper layers indicate endeavors in
software, encompassing network protocols and applications. In particular, within the layer of
systems and protocols, there are two distinct approaches: one involves using quantum repeaters
that transmit quantum information (left of the red dashed line). The transmission of quantum
information through repeaters requires error correction using a significant number of error-
correcting qubits, which is restricted by the current capabilities of quantum computers. The other
involves distributing entanglement as a communication resource (i.e., quantum-native routing),
which is our primary interest and, in our view, deserves greater attention from the research

community.
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Appendix B. DODAG Loop Avoidance

When nodes select routes in a graph, loops can cause the routing process not to conclude, wasting

time and resources. Therefore, they must be detected and avoided. While a directed acyclic graph
(DAG) does not form closed loops, a DODAG may do so if a node is greedy and wants to select
as many parents as possible. To prevent this, a rank-based non-greedy mechanism is used to detect

loops before allowing a node to join the DODAG.

(a) Node A i (b) Node A £ (c) Node A
child | Node B Node C Node B Node C Node B Node C

Figure B.1. DODAG Greedy Parent Selection.

If a node in the DODAG is greedy and wants to move deeper (closer to the root) by increasing its
number of parent nodes, there is a risk of creating a loop. Consider Figure B.1(a), which depicts
the initial state of a branch of a DODAG, where node A has two children, B and C. Let us assume
that A is the closest node to the root among the three, making it the preferred parent of B and C. If
nodes B and C are both eager to select more parents, a loop may occur. For example, node C may
want to choose both A and B as parents, making it deeper than both A and B, as shown in Figure
B.1(b). Suppose node B is also greedy and decides to select C as a parent against the non-greedy
rule. In this case, node B will intentionally leave the DODAG and then rejoin at a lower rank,
taking both A and C as parents, as illustrated in Figure B.1(c). As a result, node B will become
deeper than both A and C. Node C, who is also greedy, will then leave and rejoin at a lower rank

to get two parents and have a lower rank than both of them. Node B will repeat the process by

[218]



leaving and rejoining at a lower rank, which will cause the DODAG to alternate between Figure
B.1(b) and (c), creating an infinite cycle. This situation can be prevented by ensuring nodes B and
C do not select parents from deeper nodes or leave the DODAG intentionally to acquire more
parents. Instead, they should maintain a reasonable rank relative to their preferred parent, A.
Additionally, they should not process parenting requests from deeper nodes. In the example, as
long as node B does not depart from the DODAG solely to acquire two parents, the branch of the

DODAG will remain in the state depicted in Figure B.1(b).
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Appendix C. GHS Delay Scenarios
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Figure C.1. Fragment Combination in the GHS Algorithm.

In Figure C.1, the procedures labeled (1) through (7) operate following the rules outlined in
Subsection 2.4.2 Two scenarios are described as follows: C.1(a) The “test” message from Node a
to b is rejected due to the outgoing edge determined at (4). However, if no level value is available
to determine whether an edge is outgoing, a loop will be formed through nodes “a-b-f-k-n-j-i-d-c-
a.” In Figure C.1(b), if the level of the node that initiates a “test” message is less than or equal to
the level of the recipient node, then it is safe to consider the edge in-between them outgoing. No

loop will be formed in this case. An entanglement link can safely be created for this edge.

That is, in Figure C.1(a), (1) Node a sends a “test” message to Node b, but they cannot determine
which ID is the latest because Lv(a) > Lv(b). (2) Consequently, they put the edge on hold. (3)
Meanwhile, another node, k, initiates a “test” message to Node n. (4) Since Lv(k) < Lv(n), an
outgoing edge is established. (5) Node k propagates the new level and ID to other nodes in the

same fragment. (6) Node b now knows that its latest level is 2 and its latest ID is A. (7) Nodes a
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and b also realize they have the same ID and leave the edge alone. In Figure C.1(b), a similar
process leads to finding an outgoing edge successfully. These processes use level increases to
avoid broadcast delay, which may cause loops or unnecessary connections. Thus, fragment
splitting while maintaining the level value will not affect the merge or absorb operations in the
GHS algorithm. If a link breaks during broadcasting, the on-hold edge will remain on hold until
the adjacent nodes broadcast the breaking message. Then, it will release the on-hold status and
start the next “test” message. If edge “k-f” breaks in Figure C.1(a) and (b), only process (2) will
remain on hold until the node knows it is isolated. On the other hand, if edge “i-j” breaks, Fragment

A splits into two fragments with different IDs, but it will not impact any operations from (1) to

(7).
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Appendix D. Mean Path Length
Approximation

We can examine the physical 2D grid topology by representing it as a 2D square lattice G

comprising of n nodes wherey/n € Z. We consider the L1 distance between every two nodes within
graph G. The L1 distance for nodes s and t with coordinates s = (x5, Vs) and t = (x¢, y¢) is

determined as follows:

d(S, t) = d((xsr ys)J (xt) yt)) = |xs - xtl + |ys - ytl (Dl)
The length of the mth shortest self-avoiding path between s and t is as follows (c.f., [179]):
I =d(s,t) +2(m—-1) (D.2)

Let us denote the total number of self-avoiding paths of length [,,, between s and t as Nli;lt. This

value can be obtained by the piecewise path enumeration algorithm introduced in Reference [179].
Then, we can represent the mean length of all the possible paths with maximum length [,,, between

sand t as

m st

l _ i=1 liNli
s,t — m st
Zi=1 Nli

(D.3)

Assuming L,,, represents the longest path length between nodes s and t in G, the above expression
corresponds to the average length of all possible paths connecting them. Nevertheless, to simplify
the computation without compromising the outcome, we can assign a sufficiently large, fixed value
to m without necessarily determining the precise average length of all possible paths. Note that the

maximum value of m is proportional to n.
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Appendix E. Iterative Approximation

Here, we develop an iterative approximation for n, the number of rounds of purification required
to achieve a target fidelity f;, by examining the behavior of the fidelity purification function based
on (8), assuming the same initial Bell pair fidelity, represented as follows:

" E2+(1-FE)?

(E.1)

F n+1
(E.1) can be simplified under the assumption that F, is close to 1, which is usually the case in
practical scenarios where high fidelity is needed, and initial fidelities are also reasonably high.

When F, is close to 1, (1 — F,) is small. Let us denote x,, = 1 — F,. The update formula then

simplifies to:

Fnz _ (1- Fn)z
E2+(1—-FE)?> EZ?+(1—-F)?

Xpoy =1—Fp =1 ~ (1 —F,)? (E.2)

Thus:
Xni1 = Xh (E.3)

Given (E.3), we can see that the error rate decreases quadratically with each round. If we start with

xo = 1 — F,, after n rounds, x,, will be approximately:
X, = (1—F)?" (E4)

To achieve a target fidelity f;, we need:
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1-fi<1-F)% (E.5)
Taking logarithms on both sides, we get:
log(1—f;) < 2"log(1 — Fy) (E.6)

Thus:

log(log(1 — f;)/log(1 — Fy))
nz=

E.
log2 E7
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