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Al-Based Security of 10T: Our Research

2 Security research since 2009

2 Al research since 2017

a Security of Industrial Internet of Things (l1oT)
a Security of Internet of Medical Things (IloMT)
a Security using blockchains 24+ papers

a Security and Quantum — Current research

a Al = Pattern recognition, machine learning,
deep learning, ..., LLMs, GenAl, AgenticAl

a Everything we say applies to all of these variations of Al

Washington University in St. Louis
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Part 1
Common issues with Al Security studies

Washington University in St. Louis http://www.cse.wustl.edu/~jain/talks/sticyber.htm ©2025 Raj Jain
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L_essons Learnt: 9 Problems with Al Studies

No Domain Expertise

. Random Datasets

Imbalance of Security Data

Results Not Explainable

. Wrong Performance Metrics

. Too Few or Too Many Features

No Sensitivity Analysis

No Real-World Validation

. Omitting Assumptions and Limitations

© 0N OO WN P
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1. No Domain Expertise

2 Al algorithms are used without domain expertise

2 Data cleanliness, labeling, and feature extractions require domain knowledge,
e.g., What is the distance between Port 80, Port 81, and Port 80807

2 To analyze medical data with Al, you don’t need to be a doctor

..... -
] @““

[With Al, even a dog can be an “intelligent” doctor?]

Washington University in St. Louis ©2025 Raj Jain
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2. Random Datasets

I NEED SOME DATA
FROM AN UNREACHABLE
GUY NAMED ED. WHAT

SHOULD I DO?

)

(]
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2. Random Datasets

0 Real data is usually private. Not published.
Published data is either old or too generic.

2 KDD, a commonly used dataset in intrusion studies, iIs a simulated dataset
from 1999.

U

Random
Available == ConclusionsJ

Dataset
7

[Garbage-ln, Garbage-Out]

Ref: KDD Cup 1999 Data, October 28, 1999,

Washington University in St. Louis ©2025 Raj Jain
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Industrial Control Systems Security Using Al
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WUSTL-110T-2021 Dataset for lloT Cybersecurity Research,

http://www.cse.wustl.edu/~jain/iiot2/index.html
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Internet of Medical Things Security Using Al
Server ECG Gateway

Computer Module ComEuter

Router

Attacker
! Computer

Blood
Pressure
Sensor

Temp

Sensor Sl

Sensor Sensor

WUSTL EHMS 2020 Dataset for Internet of Medical
http://www.cse.wustl.edu/~jain/ehms/index.html
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3. Imbalance of Security Data

0 Al started with image analysis, but needs to be extended for
security

Q Security data Is very different from image data

> Most security datasets are not representative of the real a '
world.

> In most papers, 10-15% of the packets are attack packets

2 Inthe real world, 1 in several billion packets Is an attack B ;-
packet. Mis-classify the attack packet = 99.9999% accuracy

- gy g e

1% attack

Ref: Maede Zolanvari, Marcio A. Teixeira, Raj Jain, "Effect of Imbalanced Datasets on Security of Industrial loT Using Machine
Learning," 2018 IEEE International Conference on Intelligence and Security Informatics (I1SI), Miami FL, Nov. 9 - 11, 2018, 6 pp.,

[ Extreme Data imbalance is a critical issue in security ]

Washington University in St. Louis ©2025 Raj Jain
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4. Results Not Explainable

2 Would you trust Al to diagnose your disease?
2 No, because you have no idea why the results are what they are

7 Machine Learning is what only machines can do,

I but human cannot do and cannot explain
2 Al is ablack box .
_ _ _ Data Conclusions J
2 Can’t discover bugs in Al model implementations

0 Need Trustable Al = Explainable Al
= Models to explain the Al predictions so that humans can understand

Ref: Maede Zolanvari, Zebo Yang, Khaled Khan, Raj Jain, and Nader Meskin, “TRUST XAlI: A Novel Model for Explainable Al with An Example Using
IloT Security,” IEEE 10T Journal, preliminary acceptance, September 2021.

Washington University in St. Louis ©2025 Raj Jain
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5. Wrong Metrics

2 In Image analysis:
Cost of predicting “0” when it is “1” = Cost of predicting “1” when it is “0.”
— Cost of errors Is symmetric = Almost all metrics are symmetric.

a In Cyber Security:
> Cost of missing an attack = 10° x Cost of false attack prediction
> Newsweek (5/30/22): 5 missiles hit Iraqi base hosting US troops
> Would you live at the base protected with 90% accuracy?

[ Need new metric to find the best Al Technique = Use Safety Score ]

Ref: Tara Salman, Ali Ghubaish, Devrim Unal, Raj Jain, "Safety Score as an Evaluation Metric for Machine Learning Models of
Security Applications," IEEE Networking Letters, Vol. 2, Issue 4, December 2020, pp. 207-211,

Washington University in St. Louis ©2025 Raj Jain
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6. Too Few or Too Many Features

2 Too few features can miss important factors
2 Too many features do not always increase accuracy or validity

0 Adding correlated features to a model (Multicollinearity) can adversely
affect its validity

Q Feature engineering techniques can not help add a missing feature

Ref: Ali Ghubaish, Zebo Yang, Aiman Erbad, Raj Jain, "LEMDA: A Novel Feature Engineering Method for Intrusion Detection in 0T systems," IEEE
Internet of Things Journal, November 2023, .

Washington University in St. Louis ©2025 Raj Jain
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7. No Sensitivity Analysis

2 In traditional analysis, simulation, or measurements, we vary each feature
slightly to see which features have the most effects.

2 Proper experimental design can help estimate interactions among features

Q This is not easy in ML. The dataset Is all that we can easily change. This can
result in a bulk/uncontrolled change.

2 Changing individual features has been suggested but may not be
representative/valid.

Result K

e, e e ==

Washington University in St. Louis ©2025 Raj Jain
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8. No Real-World Validation

O Results are stated without model validation.

a A part of the same dataset Is used as input (training) and to validate (test)
the model

0 Cross-Validation: Divide the dataset into k parts and use 1 part for testing
and use the remaining k-1 parts for training

0 Intraditional analysis, each method is validated with a different method,
e.g., analysis by simulation or measurements, measurements via simulation
or theory, theory by simulation or measurements

0 To validate an Al model, it Is necessary to measure its performance in the
real world. Testing in production (TIP). This Is hardly ever done.

O Validate at least the “corner” cases.

Washington University in St. Louis ©2025 Raj Jain
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9. Omitting Assumptions and Limitations

Q The dataset Is assumed valid for contexts widely different
from the one where It was generated

2 Itis vital to describe the context in which the data was
gathered so that the users will not use it in out-of-context

O Security datasets assume specific attacks. The list of
attacks in 2022 is very different from those just a few years
ago, let alone 30 years ago.

Ref: Raj Jain, "The Art of Computer Systems Performance Analysis: Techniques for Experimental Design,
Measurement, Simulation, and Modeling," Wiley-Interscience, New York, NY, April 1991

Washington University in St. Louis ©2025 Raj Jain
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|
Jain’s List of I1ssues Challenges with Al

. No Domain Expertise

Random Datasets

. Imbalance of Security Data

. Results Not Explainable

. Wrong Performance Metrics

. Too Few or Too Many Features

. No Sensitivity Analysis

No Real-World Validation

. Omitting Assumptions and Limitations

©o0O~NOoO U~ WNEPR

[Issues — Challenges = Opportunities for Research.]

©2025 Raj Jain
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Recent Developments in Al
and their Impact on Security
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Gartner’s Al and Cybersecurity Hype Cycle 2025

Al TRiISM
Al Literacy

Al Runtime Defense
Al SOC Agents

Composite Al
Artificial General Intelligence
Al Code Security Assistants

Differential Privacy

Software Bill of Materials
Synthetic Data

Al Gateways Data Security Governance

Al Usage Control

Al SPM

Al Security Testing

Al in Cyber-Risk Management
Model Context Protocol
Al Governance Platforms

D f k Disinformation Security
ee p a e q Deepfake Detection
in Meeting Solutions

Al Cybersecurity
Governance

EXPECTATIONS

Predictive
Modeling for
Cybersecurity

Cyberbiosecurity

Threat Modeling
Automation

e g AQENtIC Al
T == Al Agents

ML-Based Anomaly Detection

As of August 2025

Innovation (0 Peak of Inflated (O Trough of O
Trigger Expectations Disillusionment
TIME

Slope of O
Enlightenment

Plateau of (O
Productivity

Ref: J. D’Hoinne, M. Acosta, J. Murphy, "Hype Cycle for Al and Cybersecurity, 2025," Gartner ID G00829144, 7 Aug 2025 (Available by subscription).

http://www.cse.wustl.edu/~jain/talks/stlcyber.htm
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Seven Generations of Al

2025 7. Agentic Al Plan, Decide, Act Autonomously

2025 6. Generative Al (GenAl) Generate New Concepts
5. Real-Time Multi-Modal Agents . .

2024 (RTMMA) Integrated \Voice, Video, and Data
4. Generative Pre-Trained Transfer .. .

2018 Reduce Training Time = LLM

(GPT)

2017 3. Transformers Transformers = Language

2006 2. Deep Learning (DL) Unsupervised Learning

1980 1. Machine Learning (ML) Supervised Learning

[ For security, you can use Transformers. GenAl, and Agentic Al are coming. ]
Washington University in St. Louis ©2025 Raj Jain
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Intent-Based Networking (IBN)

[Intent based [Policy h [I ntent Based [Intent Based
Networking Translation and Networking Networking
Concept Automation Adoption Using GenAll

N | y N | y \ Expands y N y

2017 2018 2019 2020 2021 2021 2022 2023 2024 2025 } >
IBN (Intent—Based h Industry
plateforms Networking Standardization
emerge integrated with NLP

kusmg LLMs )

[ Intent-Based Networking allows network operations using natural language. ]

Ref: S. Kapoor, et al., “GenAl-powered Intent-Based Autonomous Networks: Standardisation Landscape and Emerging Industry

Trends,” Authorea 2025,

Washington University in St. Louis

©2025 Raj Jain
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GenAl-Driven Phishing and Attacks

2 Phishing has increased by 40X In the last three years.

a GenAl and LLM powered website generators and deepfake audio/video tools
> Hyper-realistic phishing scheme and social engineering campaigns
> Real-time impersonations of executives on phone calls or video meetings
> Wire frauds impersonating finance chiefs

2 Commodity phishing-as-a-service (PhaaS) platforms. Cost ~$50.

2 Polymorphic phishing kits automatically mutate message content, bypassing
signature-based spam and security filters = Zero-day social engineering

[ GenAl has increased phishing by 40X ]

Ref. Michael Siegel, S. Zeijlemaker, V. Baxi, and S. Raajah, “Rethinking the Cybersecurity Arms Race: When 80% of Ransomware Attacks are Al-Driven ,” MIT Sloan School working
Paper Series CAMS25.1114, 31 pp., April 10, 2025,

Washington University in St. Louis ©2025 Raj Jain
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Generative Al for Phishing Defense

2 Al and machine learning tools for phishing detection, anomaly spotting
> Analyze subtle linguistic cues, behavioral patterns
2 Attacks and defenses continuously leapfrog each other

2 Need to Invest in Al-powered anti-phishing tools and staff training to avoid
phishing attacks using email, messaging, and collaboration platforms.

[ Invest in GenAl tools for defense. ]

Washington University in St. Louis ©2025 Raj Jain
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L GenAl ¢
» NetO

Cisco Al Canvas

ashboard for:
0s: Network Operations, automation and orchestration

» SecOps: Integrate IT operations and security teams

»DevOps: Collaborative software development by developers and operations

» Real-time analytics and collaborative troubleshooting
JUses Deep Learning and LLMs

JWorks across on-prem, cloud, multi-cloud, and hybrid deployments

J AgenticOps: Autonomous agents that reason, act, and learn across domains

Ref: Cisco, “Announcing

Cisco Al Canvas. Revolutionizing IT with AgenticOps.” June 10, 2025,

Washington University in St. Louis

©2025 Raj Jain
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Agentic Al

 Agents:

» Independently or semi-autonomously performing tasks on behalf of a
client, e.g., Insurance Agent, Real Estate Agent, Copilot, Gemini, ...

J Agentic: Adjective
» Capable of achieving outcomes independently

d Agentic Al: Programs that can make decisions, take actions, solve problems,
reason, etc., on their own. This is beyond simple chatbots that respond to your
queries.

Example: Resolve a customer service issue or issue a refund without any
human oversight.

[ Be ready to Invest in AgenticOps tools. ]

Ref. Merriam-Webster Dictionary

Washington University in St. Louis ©2025 Raj Jain
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" OFAGENTS

__ SINGLE FRAMEWORK 4

A distributed Network of autonomous or semi-autonomous software entities
powered by Al, e.g., travel agents need to communicate with airline, hotel, car
rental agents.

1 Special protocols are being developed for interconnection of Al agents
JAGNTCY effort in Linux Foundation.

Ref: S. Almekinders, “Cisco donates AGNTCY to Linux Foundation: what does that mean for Internet of Agents?” Jul 30, 2025,

Washington University in St. Louis ©2025 Raj Jain
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Part 3
Security Technologies Coming Soon
— Ready for Trials

Washington University in St. Louis http://www.cse.wustl.edu/~jain/talks/stlcyber.htm ©2025 Raj Jain
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Gartner’s Hype Cycle for Data Security Techs 2025

Homomorphic Encryption
Homomorphic|Encryption / p yp

Secure Enterprise Browser

Data Security Platforms|

Crypto-Agility —% AITRISM
Al Runtime Defense —7|

Postquantum Cryptography < P OStq u antu m C ryptog ra'p

Differential Privacy

) Quantum Key Distribution

Data Breach Response
(/~ Multicloud KMaaS

Data Access Governance

) Data Storage Management t K D 1 t 1 b t-
o - Quantum Key Distribution
= L —
o Synthetic Data Data Classification
E Data Security Posture Management Privacy Manaﬁmen! Tools
- - _— o, O @
(&) Digital Communications
g_-l # Governance and Archiving
>
w

Metadata Management,

TIME

A &/~ CloudNative DLP S HokEns
N Elndlpo_lnt 4 (3, Security _ {ffﬁ— Privacy by Design
ccess Isolation ~ : T
Service Edge O L L Privacy Impact Assessments
Data Discovery Format-Preserving Encryption
As of July 2025
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity

ny

[ Homomorphic Encryption, Postquantum Cryptography, and QKD are here. ]

Washington University in St. Louis

Nup.//WWW.CSE.WUST.eau/~jaln/talKkS/sucyper. num

Ref: A. Bales, “Hype Cycle for Data Security Technologies, 2025,” Gartner ID G00828131, 10 July 2025, 114 pp. (Available by subscription).
©2U25 Kaj Jain
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Quantum Computing

2 Current Security Methods are largely based on RSA, which Is based on the
difficulty of factorization of large numbers

a As the computers become faster, we keep increasing the key size: RSA-1024,
RSA-2048, ...

a Quantum Threat: Peter Shor showed In 1994 that quantum computers can
factorize numbers exponentially faster than legacy computers.

[ Adopt guantum-safe security. ]

Washington University in St. Louis ©2025 Raj Jain
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Post-Quantum Cryptography
2 The National Institute of Standards and Technology (NIST) has finalized:

> FIPS 203: ML-KEM: Based on CRYSTALS-Kyber (lattice-based)
replaces RSA and ECC for secure key distribution.

> FIPS 204: ML-DSA: Based on CRYSTALS-Dilithium and FALCON
(also lattice-based) for digital signatures.

> FIPS 205: SLH-DSA: Based pm SPHINCS+ for hash-based signatures.
For long-term integrity in archival and regulatory environments

2 Hardware vendors have incorporated guantum-resistant algorithms:
> Trusted Platform Modules (TPMs), Hardware Security Modules (HSMs)

[ PQC will help you protect from “Harvest Now Decrypt Later” Attacks.

Ref: Post-Quantum Cryptography Coalition, o
Washington University in St. Louis ©2025 Raj Jain

31


http://www.cse.wustl.edu/%7Ejain/talks/stlcyber.htm
https://pqcc.org/

|
Quantum Key Distribution (QKD)

0 Quantum computers are not yet suitable for very high-speed data transfer

2 One important property of quantum bits (qubits) is that if you read it, it is
destroyed = If anyone on the way reads a qubit, the receiver will know

2 Quantum Link Is a secure way to transfer encryption keys.
2 While data goes on the traditional networks

Legacy
Computer

< Data Channel

Quantum
node

)

Legacy
Computer

< Key Exchange >

Quantum
node

[ QKD is being used now for highly secure cryptographic key exchange ]

Washington University in St. Louis

©2025 Raj Jain
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Homomorphic Encryption and Secure Computation

2 Homomorphic Encryption: Computation on encrypted data w/o decryption
> Use cloud computing w/o worrying about cloud insiders knowing the data
> ldeal for health data, financial data, government data, ...

> ldeal for cross-institution data sharing for analytics w/o breaching
confidentiality

2 Fast Homomorphic Encryption over the Web (FHEW)
2 NIST is exploring guidelines for Homomorphic Encryption systems

a Intel TDX, AMD SEV-SNP, NVIDIA Confidential GPUs, Arm CCA support
HE at the silicon level

[ Homomorphic Encryption for privacy-preserving modeling and analytics ]

Ref: J. Bossuat, et al, “Security Guidelines for Implementing Homomorphic Encryption,” Paper 2024/463, o
Washington University in St. Louis ©2025 Raj Jain
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Edge Al: Hierarchical Deep Learning

2 No need to send data to the core cloud _— Cloud Domain

2 Edge clouds send a preliminary model
to the core

2 Also known as “Federated Learning”

a Provides energy-efficient privacy-
preserving threat detection without
centralizing raw data

[Federated Learning Is privacy-preserving and avoids large transfers}

Ref: L. Gupta, T. Salman, A. Ghubaish, D. Unal, A. K. Al-Ali, R. Jain, "Cybersecurity of multi-cloud healthcare systems: A
hierarchical deep learning approach," Applied Soft Computing (2022), 5 January 2022,

Washington University in St. Louis ©2025 Raj Jain

34


http://www.cse.wustl.edu/%7Ejain/talks/stlcyber.htm
http://www.cse.wustl.edu/%7Ejain/papers/muse.htm

Zero-Trust Architecture

2 Never trust, always verify = No user, device, application, or network
component is trusted, whether inside or outside the enterprise boundary

2 Access to resources Is granted only after continuous validation
2 U.S. federal mandates (EO 14028 and OMB M-22-09) require ZTA.
> Implement phishing-resistant multi-factor authentication for all users.

> Segment networks into micro-perimeters and encrypt all internal and
external network traffic.

2 Cybersecurity & Infrastructure Security Agency (CISA), NIST, Microsoft,
and other vendors have developed guidelines and tools.

[ Adopt Zero-Trust Architecture ]

Washington University in St. Louis ©2025 Raj Jain
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Blockchain and Distributed Ledger Technology

2 Blockchain is the technology that is used in cryptocurrencies, like Bitcoin.
Very hacker-proof and secure.

0 Blockchain concepts are being used for security:
> Zero-Knowledge Proof (ZKP) Authentication
> Decentralized identity (DID): you create your own passkeys
> Immutable Ledgers for forensics
> Temper-proof 10T device registries
> Supply chain transparency
> GDPR-compliant credential management

[ Adopt ZKP, DID (Passkeys), and Immutable Ledgers ]

Washington University in St. Louis ©2025 Raj Jain
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Zero-Knowledge Proof (ZKP)

1 ZKP allows authentication without exchanging any secrets.
J Example: Prove that you are 18 without disclosing your date of birth.

d Issuer: A trusted entity, like a government agency, cryptographically signs a
digital credential that contains your encrypted data (e.g., Date of Birth)

JProver: You run a Zero-Knowledge Circuit that computes the age and verifies
that you are over 18. This computation is performed on your device and
produces a cryptographic string, the ZKP.

d Verifier: The website requiring age verification uses a public verification key,
a copy of the circuit’s logic to check that the ZKP is valid.

EIThe verifier never sees the exact date of birth.

Issuer

| Credential |
(GOVG rnment/Trusted Authority) (Drivers License/Passport)

Washington University in St. Louis

N

—

ZK Circuit

/Program

—_

N
Cryptographic
Verification

©2025 Raj Jain
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é! Summary
|

1. Common Issues: No domain expertise, Random datasets,

Imbalance, No explainability (use TrustXAl), Wrong Metrics (use
Safety Score), ...

2. Use Now: Intent-based networking, GenAl, Al Agents,
Postguantum Computing, Quantum Key Distribution, Federated
Learning, Zero Trust Architectures, Distributed Ledger,

Decentralized Identity

3. Ready for Trial: Agentic Al, Internet of Al agents, Homomorphic
Encryption, Zero Knowledge Proof

Washington University in St. Louis ©2025 Raj Jain
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Our Publications on Quantum

0 Zebo Yang, Ali Ghubaish, Raj Jain, Ala Al-Fuquha, Aiman Erbad, Ramana Compella, Hassan Shapourian,
Reza Nejabati, "Layer-Wise Security Framework and Analysis for the Quantum Internet," IEEE Selected
Areas in Communications, Vol. 43, Issue 8, pp. 2825-2840, Aug. 2025,

O Zebo Yang, Ali Ghubaish, Raj Jain, Ramana Kompella, and Hassan Shapourian, "Multi-Tree Quantum
Routing in Realistic Topologies," IEEE Communications Magazine, VVol. 62, No. 10, October 2024, pp. 78-85,

O Zebo Yang, Ali Ghubaish, Raj Jain, and H. Shapourian, "Asynchronous Entanglement Routing for the
Quantum Internet," AVS Quantum Sci. 6, 013801, Jan 2024,

0 Zebo Yang, Haneen Alfauri, Behrooz Farkiani, Raj Jain, Roberto DiPietro, and Aiman Erbad, "A Survey and
Comparison of Post-quantum and Quantum Blockchains," IEEE Communications Surveys & Tutorials, 2nd
Quarter 2024, Vol. 26, Issue 2,

0 Zebo Yang, Maede Zolanvari, Raj Jain, "A Survey of Important Issues in Quantum Computing and
Communications,”" IEEE Communications Surveys and Tutorials, March 2023,
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