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Abstract

Networked Sensors are finding use in a variety of differ-
ent applications ranging from temperature monitoring to
battlefield strategy planning. These networks challenge
many classical approaches to distributed computing and
provide a new and exciting research area with many open
research questions. Standards-based COTS middleware
has been shown to be effective in meeting a range of func-
tional and QoS requirements for distributed real-time and
embedded (DRE) systems. Each standard makes limiting
assumptions, often implicit, about the fundamental set of
system capabilities and constraints typical of the domain
to which the standard applies. When the characteristics
of a particular class of systems violates a standard’s as-
sumptions, it may be appropriate to modify or extend the
standard and its conforming implementations to better
match the actual characteristics of that class of systems
while still exploiting the capabilities of the standard.

Networked Embedded Software systems fall under the
latter category of systems characterized by the follow-
ing properties: (1) highly connected networks of (2) nu-
merous memory-constrained endsystems, with (3) strin-
gent timeliness requirements, and (4) support for adaptive
reconfiguration of computation and communication ele-
ments, and their associated timeliness requirements. In
this paper, we describe an application using networked
sensors and how ORB middleware is used to solve some of
the common challenges encountered in such applications.
We describe our recent work on nORB, a small footprint
ORB middleware framework for the Boeing Open Experi-
mental Platform (OEP) under the DARPA NEST program,
to meet this entire set of requirements by adapting, unify-
ing, and extending patterns and techniques from earlier
related research on COTS middleware frameworks, such
as UBI-core, ACE, Kokyu, and TAO.
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A primary goal of the DARPA Networked Embedded
Systems Technology (NEST) program is to enable “*fine-
grain” fusion of physical and information processes [1].
Advances in Micro Electro Mechanical Sensor (MEMS)
hardware technology has made possible to move software
closer to tiny sensors and make them more intelligent. To
meet the above goal, a new class of Distributed Real-time
and Embedded (DRE) systems, which we term NEST-
class, is needed. The hardware infrastructure for NEST-
class systems consists of a network of 100 to 10,000 fine
grained computing nodes, each closely coupled with local
sensors and actuators.

To exploit the capabilities of NEST-class hardware in-
frastructures, the NEST program seeks to provide [1]:

I ntroduction

e application independent time-bounded coordination
services that adapt to environmental changes,

e time-bounded synthesis methods for resource reallo-
cation in NEST-class systems,

e automated composition and adaptive run-time cus-
tomization of coordination services, and

o formal verification and assurance of algorithms, soft-
ware, and system properties.

To realize these objectives for different problem do-
mains, the NEST program is developing several Open Ex-
perimental Platforms (OEPS), each with its own challenge
problems, design constraints, and resulting infrastructure
properties. The OEPs are aligned along three dimensions
- real time, resource constraints and scale. In this paper,
we focus on middleware support issues for the Boeing



NEST OEP and its corresponding challenge problem of
vibration sensing and damping in aerospace applications.
The Boeing NEST OEP aligns itself with the real-time
dimension among the three dimensions mentioned previ-
ously.

2 Boeing NEST Open Experimental
Platform

2.1 Overview of OEP

The Boeing NEST OEP tries to achieve finer grain con-
trol of acoustic and vibration damping associated with
launch vehicle structures as well as aircrafts. Such ac-
tive damping is made possible by a large number of Micro
Electro-Mechanical Sensor (MEMS) vibration sensor- ac-
tuator nodes spread over the surface of the structure which
undergoes vibration.

ware housing the sensor/actuator components. The Sys-
tem Identification component is responsible for identi-
fying the vibration mode which the system is currently
in. This is done by sending Ping commands to the sen-
sor/actuator hardware. The Ping response data from the
sensors is passed back to the System Identification com-
ponent which in turn does some processing and passes the
refined data as Plant Model to the Configuration compo-
nent. The Configuration component decides the groups of
low level controllers which need to be formed so that the
damping is more effective. The sensor-actuator pairs in a
group act in a coordinated manner to damp a particular vi-
bration mode. The group formation is done by the Group
Controller. Thus each physical node is assigned a logical
functionality. A physical node might be performing the
function of a group controller controlling a group of other
nodes, each of which performs the functions of a low level
controller. The Configuration component decides when
and how to reconfigure the groups and damping control
parameters based on how well the damping performs un-
der the current group configuration and damping parame-
ters.
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Figure 1: Signal flow between functional components in
Boeing OEP

Figure 1 illustrates the functional diagram of the Boe-
ing NEST OEP. Except for the sensor- actuator hard-
ware, all the other blocks represent software components
communicating with each other to provide active damp-
ing. The assumption is that there is a communication
bus or interconnection topology which connects the hard-
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Figure 2: Boeing OEP - Layered architecture

Using the principle of Layering [2], the Boeing OEP ar-
chitecture is divided into layers as shown in Figure 2. This
facilitates the separation of application domain level con-
cerns from the reusable middleware services like Group
Management, Constraint Satisfaction, etc. This is in ac-
cordance with one of the goals of the NEST program,
which is to develop algorithms for such reusable middle-
ware services.



3 Related Work

In this section we describe related middleware research
projects that address some of the challenges described in
Section 4.1. For each project, we identify the key as-
sumptions within which it approaches these challenges,
and compare those assumptions to the assumptions of the
Boeing NEST OEP domain.

ACE: The ADAPTIVE Communication Environment
(ACE) framework [3, 4] addresses the challenge of pro-
viding a robust and portable DOC middleware framework
asit:

e encapsulates syntactic variations between operating
system APIs, to provide a consistent and portable
POSIX-like system interface at the lowest-level,

e provides higher-level abstractions related to the se-
mantics of system services, e.g., threads and thread
priorities, and

e implements key design patterns for programming
concurrent and networked objects [5].

ACE thus reduces the complexity of the program-
ming model for writing distributed OO applications and
middleware infrastructure, and meets the challenge of
reuse [6] of infrastructure, patterns, and techniques. ACE
does not directly address the challenges of real-time as-
surances, time-bounded adaptation, reduced footprint, or
interoperation with standards-based middleware, but its
modular and pattern-rich design facilitates addressing
these issues in higher-level middleware such as the nORB
framework described in Section 5.

Kokyu: Kokyu [7] is a low-level middleware frame-
work built on ACE, for flexible multi-paradigm schedul-
ing [8] and configurable dispatching of real-time opera-
tions. Kokyu abstracts combinations of fundamental real-
time scheduling and dispatching elements to enforce a va-
riety of real-time policies, including well-known strate-
gies such as Rate-Monotonic Scheduling (RMS) [9], Ear-
liest Deadline First (EDF) [9], and Maximum Urgency
First [10].

Consistent with ACE, Kokyu is a lower-level middle-
ware framework that does not address explicitly the chal-
lenge of interoperation with standards-based middleware.
Kokyu primarily addresses the challenge of enforcing

real-time properties, but is also modular and configurable
by design to facilitate addressing the challenges of time-
bounded adaptation and reduced footprint in higher-level
middleware.

TAO: Standards-based DOC middleware technologies
such as CORBA [11] and Java RMI [12] have been used
historically to achieve location transparency in distributed
applications. However, the standards upon which these
technologies are based do not address specification or
enforcement of the stringent QoS assurances needed by
DRE systems.

Recent and emerging DOC middleware standards such
as Real-Time CORBA 1.0 (RT-CORBA) [13], Dynamic
Scheduling Real-Time CORBA 2.0 [14], the Real-Time
Specification for Java [15] and the Distributed Real-Time
Specification for Java [16], have addressed a number of
key issues related to QoS assurances for DRE systems.
Even so, these standards do not fully specify all issues
related to rigorous QoS assurance in DRE systems, espe-
cially those related to robust, efficient and reusable imple-
mentation patterns and techniques.

Therefore, implementations of these standards have of-
fered extensions that may be suitable for incorporation
back into future revisions of the standard, or will at least
help users of particular implementations achieve neces-
sary QoS assurances for their systems.

TAO [17, 18] is a widely used standards-compliant
(ORB) built using the ACE framework. With its real-time
extensions [19, 20], TAO explicitly addresses the chal-
lenges of portability, re-use, real-time assurances, and in-
teroperation with standards-based middleware. TAO ad-
dresses time-bounded adaptation in conjunction with the
Kokyu framework and has been used to support adap-
tive rescheduling of periodic real-time operations as part
of the Weapons System Open Architecture (WSOA) [21]
program. Finally, footprint reduction has been addressed
in TAO, particularly through feature subsetting beyond
the level of the Minimum CORBA standard [22], for
which TAO can also be configured. However, as we dis-
cuss in Section ??, the level of subsetting in TAO moti-
vates our choice of a bottom-up compositional approach
starting from the ACE level.

MicroQoSCORBA: MicroQoSCORBA [23] is a mid-
dleware research project at Washington State University,
focusing on extreme middleware footprint reduction [24]



through customization [25] of middleware features for
deeply embedded systems.

Where ACE, Kokyu, and TAO focus on framework-
oriented middleware infrastructures, MicroQoSCORBA
takes a CASE-tool approach using customized IDL com-
pilation, to

e generate client stubs and server skeletons supporting
only the data and exception types used,

e choose specific transports and protocols,

e configure low-level marshaling properties, e.g., en-
dian compatibility and inlining, and

e select ORB infrastructure supporting feasible com-
binations of the QoS features needed.

MicroQoSCORBA clearly addresses the challenges of
footprint reduction and interoperation with standards-
based middleware. It also addresses the challenges of re-
use and of providing a robust and portable middleware
framework, but does so by generating particular instan-
tiations rather than providing a common infrastructure
framework. It addresses real-time QoS assurances by pro-
viding higher-level hooks for selecting appropriate ORB
infrastructure elements, but does not define explicitly the
lower-level policies and mechanisms to achieve those as-
surances.

Our solution differs from MicroQoSCORBA in that we
view frameworks as essential to capture inherent struc-
ture of the middleware solution space, e.g., the plug-
gable transports infrastructure. We share the view of
MicroQoSCORBA that explicit representation and com-
position of features within the variable portions of the
solution space is essential to meeting stringent footprint
and timeliness regeirements. However, while the Micro-
QOoSCORBA approach appears to support arbitrary speci-
fication of features, it is not clear whether the CASE tool
designer or the developer using the CASE tool is respon-
sible for capturing such inherent structure and thus sim-
plifying the complex task of configuring wide ranges of
features.

Ubiquitous CORBA: Where MicroQoSCORBA fo-
cuses on framework-independent generation of ORB in-
frastructure, related Ubiquitous CORBA projects such
as LegORB [26] and the CORBA specialization [27] of

the minimal Universally Interoperable Core (UIC) [28]
focuses on a metaprogramming framework approach to
DOC middleware.

Both the MicroQoSCORBA and Ubiquitous CORBA
approaches involve bottom-up production of an infras-
tructure consisting only of needed features. However, the
Ubiquitous CORBA approach exhibits a significant sim-
ilarity to the ACE, Kokyu, and TAO approaches in that
it assumes a general set of primitives and a framework
within which those primitives are arranged. The key dif-
ference between the Ubiquitous CORBA approach and
the ACE, Kokyu, and TAO approaches is that the UIC
contains meta-level abstractions that different middleware
paradigms, e.g., CORBA or SOAP [29], must special-
ize [27], while ACE, Kokyu, and TAO are concrete base-
level frameworks.

The Ubiquitous CORBA approach supports robust
portability even across different DOC middleware
paradigms. It offers significant re-use of infrastructure,
patterns, and techniques by generalizing features com-
mon to multiple DOC middleware paradigms and pro-
viding them within a minimal metaprogramming frame-
work, thus also addressing the challenge of reducing mid-
dleware footprint. As demonstrated by UIC-CORBA,
this approach offers interoperability with standards-based
middleware. It does not directly support real-time as-
surances or time-bounded adaptation of middleware QoS
properties, but as with MicroQoSCORBA, particular in-
stantiations could address those challenges.

4 Motivation for nORB

4.1 Challenges for Middleware in the Boe-
ing NEST OEP

There are two levels of middleware services in the Boeing
OEP:

o infrastructure level middleware services

e domain level middleware services

The infrastructure middleware services includes the re-
mote communication facilities and Dispatcher services

provided by nORB. The domain level middleware ser-
vices represent the deliverables for the NEST program.



This includes services like Group Management, Con-
straint Satisfaction, etc. which could be re-used across
multiple NEST-class applications. In this paper, we ex-
clusively deal with the infrastructure middleware services.
Whenever we refer to middleware, we refer to infrastruc-
ture middleware services unless otherwise specified.
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Figure 3: Re-use from existing frameworks

What is the essence
of an ORB?

The key challenges for middleware design and imple-
mentation in the Boeing NEST OEP are to:

e provide a robust and portable DOC middleware
framework,

e re-use existing infrastructure, patterns, and tech-
niques,

e enforce real-time middleware QoS assurances,

e support time-bounded adaptation of middleware
QoS properties,

e reduce middleware footprint, and

o facilitate accurate simulation of the OEP.

None of the frameworks described in Section 3 pro-
vides a complete answer to these challenges. ACE and
Kokyu provides only primitive elements and TAO is a
complete CORBA implementation which we did not need
for the Boeing OEP because of footprint constraints.
Above all, none of the ORB implementations provide an
answer to the accurate simulation requirements described
in more detail in Section 6. Our solution was to leverage
the strengths of the frameworks which we found to be the
most relevant to the Boeing OEP, as Figure 3 illustrates.

5 Architecture of nORB

In order to satisfy the communication needs of the Boe-
ing OEP, we have developed a small footprint ORB called
nORB. The NEST middleware services depend on nORB
for providing remote communication services. nORB is
built from primitive components from Adaptive Com-
muication Environment [30]. It uses the CORBA [31]
model of communication — the client side marshalling the
parameters of a remote call into a request object and send-
ing it to a remote server, which then demarshalls the re-
quest and calls the appropriate servant object. The reply
is then marshalled into a reply object and sent back to the
client, where it is demarshalled and returned to the caller.
Although we are not compliant to the CORBA spec, we
have re-used the main concepts in CORBA.

5.1 Message Formats

We use a limited subset of the type of messages supported
by the CORBA specifications, so that we don’t incur foot-
print bloat and at the same time support the bare minimum
features required by the application. The following are the
messages supported by nORB -

e Request message

e Reply message

e Locate Request message

e Locate Reply message
nORB Reguest message format

| Request | Two Way| Op |ObjeclKey
Id Flag Name Length

|Objectl<ey | Priority |Parameters |

nORB Reply message format

| Request Id | Status| Results |

nORB Locate Request message format
| Locate Request Id | corbaloc style Key |

nORB Locate Reply message format

| Locate Reply Id IOR string
nORB IOR format «—FProflel frfieg
. . Transport L
Repository Id Object Key Priority o e

Address

Figure 4: nORB IOR and Message formats

Figure 4 shows the formats of different messages in
nORB. Notice that we only use a subset of the message



formats specified in the CORBA specification. The for-
mat of the Request and Reply messages closely resem-
bles that of the GIOP Request and Reply messages re-
spectively. We use Common Data Representation [31] to
encode the messages themselves. The nORB client builds
a Request message and sends it to the nORB server which
sends a Reply back to the client. Based on the value of the
Two Way Flag in the Request message, the client waits to
get the Reply message from the server.

5.2 C++ Mapping of data types

We have developed a new C++ mapping for nORB which
leverages the C++ Standard Template Library [32]. The
mapping for simple types remain the same as in CORBA.
For the more complex data types, the mapping shown in
Table 1 is used.

IDL datatype C++ class

string std::string

sequence std::vector

Bounded Sequence | NORB::BoundedSequence
Array NORB::Array

Table 1: nORB C++ Mapping

Since the CORBA mapping pre-dates the C++ stan-
dard, the original C++ mapping was not based on the
new features available in C++. For example, an IDL se-
quence can be implemented using an STL vector. Array
and BoundedSequence are implemented internally using
vectors, but they differ from a sequence with respect to
the fact that they provide bounds checking also.

5.3

Interface Definition Language (IDL) offers a platform
and language independent interface specification capabil-
ity for ORB middleware. As in other areas, our solution
seeks to adhere to the spirit of the CORBA standard, while
departing from the standard as necessary to meet the strin-
gent footprint and timeliness requirements of NEST-class
systems. The design of the nORB IDL compiler is not
only based on the TAO IDL compiler, but reuses some of
its parts.We describe two main areas of work on IDL com-
pilation for nORB. First, Section 5.3.1 discusses modifi-

IDL compiler

cations to the TAO IDL compiler itself to remove capa-
bilities not needed for NEST. Second, Section 5.3.2 de-
scribes changes to the servant skeletons generated by the
IDL compiler to remove virtual functions.

5.3.1 TAO IDL Compiler Refactoring

The TAO IDL compiler is modular, consisting of a front-
end (FE) library, a pluggable back-end (BE) library and a
top-level executive. We were able to re-use the FE library
as is, since its function is independent of code generation.
We only made slight modifications to the top-level exec-
utive, to change the set of command line options. For the
BE library, however, more significant changes were ap-
propriate. First, stub and skeleton code generated from
IDL was often tightly coupled to TAO internals to op-
timize performance and code reuse. Second, it was not
so obvious initially to what extent the BE library would
be reusable for nORB. However, previous refactoring of
the TAO IDL compiler BE library, using design patterns
such as Visitor and Factory Method, enabled a relatively
straightforward retargeting of the BE library for the nORB
IDL compiler, with significant re-use of the portions of the
BE library relevant to nORB.

5.3.2 |IDL Skeletons

IDL-generated skeleton classes are responsible for mar-
shalling and demarshalling parameters and return values
of interface methods and dispatching the remote calls to
the appropriate servant object. In the standard CORBA
C++ mapping, skeleton classes

e contain pure virtual functions for the IDL interface
and marshalling/demarshalling functions, and

e use virtual inheritance to ensure correct behavior,
and incidentally to reduce footprint, in cases where a
C++ servant implements multiple IDL interfaces.

There are several problems with this approach, for NEST-
class systems. First, virtual inheritance increases footprint
in the single inheritance case, by requiring spurious stor-
age of a virtual base class pointer in the object. Second,
virtual functions may inhibit inlining the operation im-
plementations. Third, the presence of virtual functions
prevents safe in-memory access by multiple processes to



servants residing in shared memory, bypassing the trans-
port layer. We now describe our optimizations to the IDL
skeletons, to address these problems.

Virtual Functions and Inheritance: In many NEST-
class systems, each object is likely to implement a sin-
gle interface and thus inherit from a single skeleton base
class. We therefore adopt the “curiously recurring tem-
plate” pattern [33] to eliminate virtual inheritance and
virtual functions in the skeletons. The skeleton classes
become template classes that take the implementation
classes as template parameters.

Although we remove virtual functions and virtual in-
heritance from the skeletons and thus the servants inher-
iting from them, one virtual function used by the trans-
port layer for dispatching remote calls was unavoidable.
Without virtual function polymorphism, the nORB trans-
port layer could only dispatch upcalls to a single servant
class, which would obviate the benefits of IDL. Fortu-
nately, that virtual function is only accessed by the server
process during a full remote invocation, and thus does not
impact shared-memory access to the servant from differ-
ent process address spaces.

Avoiding Code Bloat: One potential drawback to our
approach is that it could result in code and footprint bloat,
if there were more than one nORB object implementing
the same interface on a given ORB. Our solution is to
provide a mechanism allowing the application to choose
whether to bind those interface operations statically or dy-
namically in the skeleton classes.

5.4 Object Adapter

In standard CORBA, each server-side ORB may provide
multiple object adapters [34]. Servant objects register
with an object adapter, which demultiplexes each client
request to the appropriate servant. Each object adapter
may be associated with a set of policies, e.g., for thread-
ing, retention and lifespan [35]. In all compliant im-
plementations of CORBA specifications, multiple object
adapters are supported by each ORB. This allows hetero-
geneous object policies to be implemented in a client-
server environment, which is desirable in applications
such as on-line banking, where each object on a server
may be configured according to preferences of the server
administrator, or even the end user.

In nORB, however, there is no assumption of multiple
object adapters. Instead, a single object adapter per ORB
is considered preferable for simplicity and footprint re-
duction. In nORB, the number of objects hosted on a tiny
node is expected to be very small, which reduces the need
for multiple policies and thus for multiple object adapters.

Even though the resulting object adapter does not con-
form to the Portable Object Adapter specification, a sig-
nificant amount of footprint reduction is achieved because
of the reduced object adapter functionality.

We have simplified the process of object registration, to
free developers from writing repetitive code as is seen in
many CORBA programs. In the object adapter, we main-
tain a lookup table of object ids and pointers to servant
implementation objects. The lookup table is synchronized
using a Readers/Writer lock. We have also consolidated
object registration with other setup functions, by moving
it from the object adapter interface to the ORB interface.

5.5 Message Flow Architecture

In this section, we discuss the different strategies that are
possible under different norb configurations to support the
Request-Reply message flow model. Each configuration
comes with its own advantages and disadvantages, which
are discussed.

55.1 Reply wait strategy

When a client makes a remote two-way function call, the
caller thread needs to block until it receives a reply back
from the server. The two-way function call is made on
the client stub, which then marshalls the parameters into
a Request and sends it to the server. The two-way func-
tion call semantics requires the caller thread to block until
the reply comes back from the server. There are differ-
ent strategies to wait for the reply, two of which we have
chosen for implementation in nORB.

Wait on connection In this strategy, the caller thread
makes the two-way call on the stub object, which then
marshals the request and writes into the connection stream
to the server using the appropriate socket handle. The
client thread then calls recv on the socket expecting a
reply from the server. The reply is read from the con-
nection, the results are demarshalled and the caller thread
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proceeds. In this strategy, there is no need for a separate
network thread to listen on the connection stream for a
reply and hence there is no context switch overhead in-
volved in processing the reply.

Wait on condition variable In this strategy, the se-
quence of calls is the same as the previous strategy un-
til the request is written to the connection stream. After
that, instead of waiting on the connection for the reply,
the caller thread waits on a condition variable. A sepa-
rate 1/0 thread is responsible for reading replies from the
network connection. The network thread reads the reply
header and payload, but it does not do the demarshalling,
since the demarshalling will be done by the client stub in
the context of the caller thread. The network I/O thread
signals the condition variable, which unblocks the client
thread. The client thread demarshals the reply and pro-
ceeds.
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In this approach, the reply processing is done in a
thread different from the thread which makes the two-way
function. Hence there is the overhead of synchronization
and thread context-switch with this approach. If there is
only one thread to process the reply and if many threads
make two-way function calls simultaneously, then the Re-
quest id in the request and reply header can be used to
correlate a received reply with a sent request. A singleton
Request id generator is used to generate the Request id
to be sent with the next request. Since there are multiple

threads waiting for replies, the replies can be inserted into
a set and the condition variable signalled. Each thread
wakes up and checks whether the reply, that it has been
waiting for, has arrived. The reply is correlated to the re-
quest using the Request id field in the reply. If not, the
thread blocks again on the condition variable.

5.5.2 Upcall Dispatch Strategy

On the server side there are different strategies to process
an incoming request and send the reply back to the client.
We discuss two different strategies which we have imple-
mented in nORB.
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Figure 7: Direct upcall strategy

Direct Upcall Strategy In this strategy, the upcall is
dispatched in the same thread as the 1/0 thread which lis-
tens for incoming requests from the connection stream.
Figure 7 shows the sequence of events that take place. The
server thread waits on the select call waiting for incoming
data on the network connection. As soon as a complete
request is read, the object key is obtained from the re-
quest. The Object Adapter is queried using the object key
to obtain the skeleton object for which the operation is
destined. The skeleton object takes the responsibility of
demarshalling the parameters in the request and then call-
ing the appropriate method on the C++ object. Since there
is only thread, there is no need for any context switches
or synchronization overhead. The disadvantage is that the
network thread is blocked until the upcall is done and
hence all the other incoming requests will be queued in
the TCP buffers until the upcall is done and the network
I/0 thread goes back to the listening mode. It is possible
to overcome this limitation by using the Leader-Followers
pattern [36, 5], where multiple threads take turns listening
to the network and making the upcall.
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Queued Upcall Strategy  This strategy follows the Half
Sync Half Async pattern [37, 5]. In contrast with the di-
rect upcall strategy, there is a network 1/O thread dedi-
cated to receiving requests from clients. Once the request
is received, it is encapsulated into a command object and
then enqueued into a queue. This queue would be shared
with another thread, in which the upcall dispatch is done.
The dispatch thread dequeues command objects from the
queue, extracts the request,finds the servant object using
the object key and dispatches the operation. The advan-
tage of this approach is that the network processing and
the actual operation dispatching are decoupled. But there
is the overhead of an extra context-switch and queue syn-
chronization with this approach.

5.6 Dispatcher

As shown in Figure 1, control events are triggered at var-
ious rates in the Boeing OEP. The Dispatcher is used to
trigger these events. The nORB Dispatcher is heavily
based on the Kokyu [8] dispatching model. Kokyu [7] is
a low-level middleware framework built on ACE, for flex-
ible multi-paradigm scheduling [8] and configurable dis-
patching of real-time operations. Kokyu abstracts combi-
nations of fundamental real-time scheduling and dispatch-
ing elements to enforce a variety of real-time policies,
including well-known strategies such as Rate-Monotonic
Scheduling (RMS) [9], Earliest Deadline First (EDF) [9],
and Maximum Urgency First [10].

The Kokyu Dispatcher framework provides the infras-
tructure for triggering events on the client side and for dis-
patching the upcalls on the server side which includes the
threads, timers and queues on both sides. Reordering of
requests can be done on the server side if necessary. The
Dispatcher is used in association with a scheduler which
sets up the appropriate number of lanes and their prior-

Clients Servants

V
Skeleton

Skeleton
SOA

Dispatcher

Dispatcher

Figure 9: Kokyu dispatcher in nORB

ities based on a scheduling strategy. In the case of the
Boeing OEP, the scheduler is a reusable middleware ser-
vice being developed by NEST researchers. A Dispatch-
able interface is provided, which is to be implemented
by an application object that needs to be time-triggered.
The handle_dispatch() method will be called on the Dis-
patchable. In the Boeing OEP, some application objects
are Dispatchables and make remote calls when triggered.
Figure 9 shows the message flow from the client to server
when a timer goes off on the client side.

5.7 Real Time assurance

nORB borrows the concepts in TAO to implement real-
time priority propagation [38, 39]. The client ORB uses
the priority of the thread in which the remote invocation
is made. nORB then looks for a matching priority from
the set of profiles in the IOR and then makes a connec-
tion to the appropriate port. We use a cached connection
strategy [40] to avoid the overhead of a connection setup
everytime a remote invocation is made. To alleviate pri-
ority inversion, each connection endpoint on the server
is associated to a thread/reactor pair. The priority of the
thread associated with a dispatching lane is set appropri-
ately so that a request coming in to a higher priority lane
will be processed before a request coming in to a lower
priority lane. Figure 10 shows an example where Rate
Monotonic Scheduling [9] is used to assign priorities to
the different rates on the client side.

The priority of the client thread making the request is
propagated in the request. This priority is used on the
server side to enqueue the request if necessary as ex-
plained in Section 6.
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6 Clock Synchronization

6.1 Motivation
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Figure 11: Sequence diagram for Matlab-OEP interaction

OEP Simulation The Boeing NEST OEP uses Matlab
to simulate the sensor-actuator network hardware. The
SimController acts as a multiplexer/demultiplexer for the
data which flows between Matlab and the nodes similar
to the Gather—write Scatter—Read [41] pattern. Figure 11
illustrates the sequence of events which take place during
each data exchange between Matlab and SimController.
Matlab makes a two way call passing the sensor values for
all the nodes and it blocks expecting the actuator values
from all the nodes. The sensor values from Matlab are col-
lected and then distributed to the individual nodes by the

SimController using remote one-way calls. Each node,
after getting the sensor value, does the necessary control
processing and sends the actuator value to the SimCon-
troller using a one-way call. The actuator values from all
the nodes are collected by the SimController and passed
to Matlab. This completes one low-level controller cycle,
which runs at 2KHz.

R
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waﬁ
\
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\
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}
Shaded portion represents simulation - will be replaced by actual hardware

Indicates different thread of execution

Figure 12: Sequence diagram for LLC-hardware interac-
tion

Figure 12 illustrates the sequence of interactions be-
tween the low level controller nodes and SimController.
With the actual hardware in place, the GetSensorRead-
ing call will return immediately with the sensor reading
from the sensor. In contrast, in simulation, this call will
block until the Matlab simulator sends the sensor value for
that node. SimController acts as an adapter [42] translat-
ing Matlab calls into nORB based remote calls and vice-
versa. The GetSensorReading call itself is a local function
call, even though its implementation will generate a re-
mote call while in simulation mode. Once the remote one-
way call is made, the LLC will block on a condition vari-
able waiting for sensor values from SimController. This is
a variant of the Half-sync/Half-async pattern [5, 37] with
a queue size of 1. The synchronous GetSensorReading
call is converted into an asynchronous wait.

Need for aLogical Clock Since a whole lot of remote
communication is involved in simulation, it is not surpris-
ing that one LLC cycle (2KHz) is going to take more than
0.0005 seconds. As explained in Section 2, a particular
node could be configured to perform any logical function-
ality at any given point in time. If all nodes were per-
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forming the function of an LLC, then the SimController
would implicitly provide a kind of barrier synchronization
among all the nodes. But this is not true and hence nodes
which are not performing the LLC function will drift out
of sync with respect to the ones which do. This is es-
pecially true, if the nodes are distributed across different
hosts in the simulation run. The following are the chal-
lenges involved in simulation of the OEP:

e We need to able to use the same software in simula-
tion as in the final OEP. This helps us to obtain rela-
tively faithful metrics as opposed to obtaining some
metrics using the classical distributed event simula-
tion.

We could have arbitrary deployment configurations
for the simulation. For example, for a 100 node sim-
ulation, we could run the 12 group controller nodes
in one machine and other 88 nodes on a different ma-
chine and run Matlab and SimController on yet an-
other machine. The hardware and software configu-
ration may be different for each machine and hence
the timer expiry intervals may not be the same across
the different nodes.

The idea of time scaling will not work since it does
not guarantee that the nodes are in sync. Time has to
be scaled in such a manner that all the computation
and communication times are known. This would
be highly error prone. Moreover, even if we scale
the time to a safe upper bound, the time (wall-clock
time) it actually takes to run the simulation would be
prohibitively large. Again, as explained before, this
won’t work with a heterogeneous environment.

Because of the hetergeneous configuration some
nodes might run faster than others and hence the
slower running nodes would get messages from the
future from the faster running nodes. We want to
avoid processing the future messages on a slower
nodes until the node catches up”.

Some infrastructure is necessary which will hide the
heterogeneity of the different environments and sim-
ulate the dispatcher of a real-time OS on top of a non
real-time OS.
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6.2 Solution

Our solution is to have nORB maintain a logical clock
at each node. Even though a node is not configured to
function as a LLC, it is forced to function as a LLC, so as
to synchronize with the rest of the nodes. There won’t be
any actual processing of the sensor values passed to such
dummy LLC nodes and the actuator values passed back
to the simulator will be zeroed out. Time is divided into
discrete frames, each frame interval representing an LLC
cycle interval (0.5 msec). Note that the frame interval is in
logical clock units and most probably would be different
from the real time interval of 0.5 msec for an LLC cycle.
The logical clock would be incremented in discrete units
by nORB after any incoming message is processed. If
there are no incoming messages to be processed, then the
time is incremented to the start of the next frame.

Since each node acts like an LLC, at the start of each
frame, the LLC is triggered which results in the node wait-
ing for sensor values from Matlab. While a node is wait-
ing for the sensor values, we "freeze” the logical clock on
that node, i.e. we prevent the logical clock from advanc-
ing. As a result, no messages are processed on that node
and all the incoming messages are queued. The queuing
of incoming messages enables the messages from the fu-
ture to be processed when a slower node "catches up”.

A request or reply leaving a node would carry the cur-
rent logical clock value on that node. This value will be
used by the receiving node to sort the incoming messages
based on their time of release and the logical clock of
the receiving node. If the logical clock of the receiving
node is higher than that of the incoming message, then the
message is stamped with the logical clock at the receiving
node.

Figure 13 shows the sequence of events that take place
with the addition of the logical clock thread.

1. When the logical clock advances, the clock thread
goes through the list of dispatchables to see whether
there are any dispatchables eligible to be triggered.
An eligible dispatchable is one whose next trigger
time is less than or equal to the current logical clock
and the previous execution of this dispatchable has
completed execution.

. If there are any eligible dispatchables, the dispatch-
able is released to the clock thread’s queue. Based
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Figure 13: Message processing with logical clock

on the priority assigned to each dispatchable, it is
engqueued into the appropriate queue.

. The clock thread selects the earliest item (message
or dispatchable) from among the different priority
queues. Note that each queue contains the incom-
ing request and reply messages also, which will then
compete for upcall dispatching with the locally re-
leased dispatchables. The clock thread then en-
queues the selected item in the appropriate priority
lane of the Dispatcher.

. The lane thread in the Dispatcher dispatches the en-
queued item. This might inturn involve a remote call
to a servant object.

. The priority of the dispatchable or the message is
propagated to the server side. Currently the applica-
tion scheduler uses RMS to decide the priority of the
dispatchable based on their rates. Each lane thread
stores its assigned priority in Thread Specific Stor-
age [5]. The native priorities of all the lane threads
are the same while we using the clock simulation.

. The incoming message is accepted by the reactor
thread and enqueued in the clock thread of the server.
Notice that there is only one reactor thread which
runs at a medium priority level when compared to
the clock and the lane threads. This is different from
the previous approach discussed in Section 5.7 and
is applied only when using the clock simulation. The
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lane threads are given the maximum priority and the
clock thread itself is assigned the least priority. We
found that this setup is optimal for the simulation run
while ensuring synchronization between the differ-
ent nodes in the simulation. If the clock thread were
given a higher priority, the initialization process for
the OEP takes an unusually long time. Moreover, we
would like minimum delay processing the incoming

request/reply messages.

on the appropriate lane thread’s queue.

8. Lane thread dispatches the enqueued item.

The following algorithm will be used by a single clock
thread to process each incoming message. Along with
the messages, the time-triggered dispatchables are also
queued. An item in the algorithm represents a message

or a dispatchable.

| oop forever

{
get the next earliest itemto be processed.
The queues are traversed in priority order
to find the earliest item

if noitemfound

if dispatchables to
{
increment | ogical
rel ease tine.
Noti fy di spatcher so that the appropriate
di spatchabl es are rel eased in to the queues,
if needed.
}

el se

{
Queue is enpty. Wait till queue not enpty.

be triggered

clock to next dispatchable

else itemfound and itemrel ease_tine
> current_cl ock

This is a nessage fromthe future.
We cannot process it right now.
increment clock to
mn(arrival tine of earliest itemon queue,
next frame start tine)

Noti fy di spatcher so that the appropriate
di spatchabl es are rel eased, if needed.

else if itemfound and
itemrel ease_time <= current_cl ock

This is a message fromthe past.

. As on the client side, the clock thread chooses the
most eligible item from the queue and enqueues it



We can process it right now.
available_tinme is the tine available till
the next frame start tinme
or next_earliest_arrival _tine, which ever
is earlier. next_earliest_arrival _time wll
be the next release tine for a higher
priority dispatchable or an incom ng nessage.
next_earliest =
m n(next higher priority dispatchable/
nessage arrival tine,
next frane start tine)

avail able_tinme

next_earliest -
item execution_tine

if available_time >= itemexecution_tine

{
/litemw Il finish execution before the next
/lrel ease tine.
item execut e()
//this will result in an upcall
/1 di spat chabl e. handl e_di spat ch()

or

curr_clock += item execution_tine
Noti fy di spatcher so that the appropriate
di spatchabl es are rel eased, if needed.

}

else if available_tinme < itemexecution_tinme

//itemuses up whatever available tine
itemexecution_time -= available_tine
curr_clock += available_tine

Enqueue item again into appropriate queue.
Notify dispatcher so that the appropriate
di spatchabl es are rel eased, if needed.

Each item carries an execution time associated with it,
which is predefined. When an item is eligible for exe-
cution, the clock thread dequeues it and checks whether
it can complete its execution before the next dispatch-
able release time or the next eligible request/reply mes-
sage from the future. If it can complete its execution, the
clock thread enqueues it in the appropriate lane. If not, it
simulates the execution slice of the item and keeps track
of the remaining execution time in the item itself and the
item is then enqueued back to the clock thread’s queue it-
self so that it can compete with other items for execution
eligibility. A lane could be running a single thread or a
pool of worker threads. As described in Section ??, each
lane serves messages of a particular priority. But since the
time has already been accounted for by the logical clock
thread, all the lane threads across different lanes run at
the same priority. The logical priority of each lane is still
maintained in thread specific storage [5] in each of the
lanes, so that the logical priority can be sent with the re-
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quest messages.
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