CSE 241 Algorithms and Data Structures Fall Semester, 2007

Lab 2
October 9, 2007 Due Date: October 16 (One Week)

The goal of this lab is to explore how Bloom filters can be combined with a standard Set, Map-
ping, or Bucket Mapping implementation to improve efficiency. The application we study is that of
comparing genomic DNA sequences to find important regulatory sites.

1 Genomics Background

A DNA sequence is a string of characters, called bases, from the alphabet {a,c, g,t}. Genomic DNA
encodes a large collection of features, including genes and regulatory sites. All DNA is subject to
mutations that alter its sequence over time. However, functional sequence features like genes and
regulatory sites are more resistant to mutation than DNA that doesn’t code for anything (because
natural selection usually kills off organisms with too many mutations in these features). We can
therefore find these features by comparing DNA sequences from two different organisms and see which
parts of the sequences have remained similar to each other.

Abstractly, we are given two long strings s; and so of characters, and we want to find short
substrings (parts of the features) common to s; and sy. In general, the common substrings might not
be exactly the same because even functional sequences mutate over time; however, we often find that
s1 and s9 still exhibit exactly matching substrings of at least 10 to 15 characters in the neighborhood
of their shared features. By detecting these exact substring matches, we can find the most likely
locations of the shared features in s; and se and can then apply more sensitive but more expensive
similarity search algorithms only at those locations.

Naively, we could find k-mers (substrings of length k) common to s; and sy by comparing every
k-mer from one sequence to every k-mer from the other. Such an approach would take worst-case
time ©(|s1] - |s2|), which is unacceptable because interesting DNA sequences range from thousands to
billions of characters in length. (Your own genome is about three billion characters long). Fortunately,
there is a much better approach.

Call s; the corpus string and sy the pattern string, and assume we are searching for common
substrings of length k. We first construct a set S of every k-mer in the pattern string, remembering
all offsets in the pattern string where it occurs. Then, for each k-mer in the corpus string, we check
whether it occurs in the set .S} if so, we have found a match between pattern and corpus. If S supports
constant-time insertions and lookups (e.g., as in open addressing), we can process the entire pattern and
corpus in time O(|s1|+|s2|+x) where z is the number of common substrings actually found. In general,
this time cost is much lower than the cost of the brute force algorithm. Fast substring matching based
on hashing therefore forms the core of many of today’s high-speed biosequence matching algorithms.

2 Bloom Filters

A Bloom filter, introduced by Burton Bloom in 1970, is a space-efficient probabilistic data structure
for a limited form of the Set ADT that only supports adding an element into the set, and testing
whether an element is a member of the set. False positives (saying an element is in the set when it
is not) are possible, but false negatives (saying an element is not in the set when it is) are not. The
more elements that are added to the set, the larger the probability of false positives.

The primary data structure within a Bloom filter is a array of m bits (Booleans). There must also
be r different (independent) hash functions defined, each of which converts the hashcode of an element
to an integer in {0,1,...,m — 1}. For the purposes of this lab, you will use the following simple (but
not ideal) hash functions. The i hash function (i = 0,...,r — 1) is:

slot;(z) = (hash(z) + i - stepHash(x))%m

where x is the hashcode of the element, and hash and stepHash are the hash functions in the provided
open addressing bucket mapping implementation.



To test if an element is in the set, the slot computed by each of the r hash functions is checked,
and true is returned exactly when all 7 of these slots are true. So if any of these r slots are false,
then false is returned.

Observe, that if an element is in the set then the 7 slots (defined by the r hash functions) will be
true, so the check for membership is guaranteed to return true. Now consider when membership is
tested for an element not in the set. If m and r are large enough then intuitively it is unlikely that
the r slots defined by the element would just happen to all be set to true by other elements that were
inserted. However, it can happen.

It can be proven that the probability of a false positive error is (1 - (1 — %)m)r. This probability

of error is minimized when r ~ .7/« where a = n/m. For this choice of r the probability of a false
positive error is approximately (0.6185)1/ @,

There are two important advantages of Bloom filters. First they are very space efficient. A Bloom
filter with 1% error and an optimal value of r requires only about 9.6 bits per element regardless of
the size of the elements. Also the time to either add elements or to check whether an element is in
the set is a fixed constant, O(r), completely independent of the number of items already in the set.
Furthermore, in a parallel implementation a Bloom filter really shines because the r table slots can
be computed and accessed in parallel since the task to perform for them is completely independent.
Finally, Bloom filters allow an explicit trade-off between space and the error rate. If deletion is required
then counting filters, which maintain an integer versus a bit per table entry can be used.

3 Provided Data Sets

We have provided you with three data sets. The first includes some short sequences that you can use
to help debug and test your implementation. For this data set use a match length of 3.

The second data set includes sequences from the beta globin locus control region. This part of
the genome encodes several different forms of the hemoglobin protein used to transport oxygen in red
blood cells. The locus control region is part of a mechanism that controls which of these different
forms of hemoglobin is produced at each stage of a person’s life (fetal, neonatal, and afterwards). The
two sequences in this data set come from the human and mouse genomes. Note that the positions of
most of the matches fall into distinct clusters, which correspond to individual “hot-spots” within the
region that contain the conserved regulatory sites. For the second data set use a match length of 25.

The third data set holds sequences come from the mnd2 locus. The mnd2 gene encodes a protein
important to correct functioning of the nerves that carry impulses from the brain to the muscles. In
mice, mutations in this gene cause “motor neuron degeneration 2” syndrome, which is closely related
to certain kinds of muscular dystrophy in humans. The two sequences in this data set come from the
human and mouse genomes. For the third data set use a match length of 18.

4 Using Bloom Filters to Speed-Up Genome Similarity Searches

In this section, we describe the way in which Bloom filters in conjunction with specialized hardware
can be used to speed-up the task of finding matching subsequences between two genomes. There are
applications in network routing that use Bloom filters in this same manner.

The speed of these similarity searches can be dramatically improved through the use of a specialized
chip. This chip has a very limited amount block RAM which is extremely fast to access. Off of this
specialized chip (off-chip) there is a much larger quantity of S-RAM which is significantly slower to
access that the block RAM. Another important feature of our genomics application is that the majority
of the searches that occur are unsuccessful searches. By implementing (in hardware) a Bloom filter
on the specialized chip, most of the searches can be filtered out and do not need to performed in the
off-chip hash table.

More specifically, all substrings in the pattern string (the elements) are inserted in both the Bloom
filter and the hash table. Since the number of searches is much larger than the number of elements
inserted, this cost is acceptable. During a search, any element that is reported by the Bloom filter as
not being in the set is known to an unsuccessful search, so no further action is needed. Only when



the Bloom filter reports than an element is in the set, is a search in the hash table made. There will
be some false positive errors when a element is incorrectly reported by the Bloom filter to be in the
set. Such an error will cause an unsuccessful search to be performed in the hash table. However, if
designed properly, the Bloom filter will have very low false positive error rates which means that most
of the searches performed on the off-chip hash table will be successful searches that will return all
locations in the pattern string that hold the desired substring.

5 Your Assignment

You have been provided with an implementation of a limited version of a bucket mapping imple-
mented using open addressing (LimitedOpenAddressingBucketMapping) and an application program
(SequenceMatch) that performs the basic genome similarity search without the use of a Bloom filter. If
desired you could instead use the full implementation of the open addressing bucket mapping provided
on the CD of the Goldman & Goldman book.

Part 1: Study Empirical Performance of Open Addressing (10 points)

Each time you examine an entry in the hash table within the get method, it is called a probe. For an
unsuccessful search, do not forget the probe that ends the search (i.e., the one that ends at an empty
slot). In this part you will empirically measure how the number of probes required by open addressing
varies with the load factor for the second and third data sets. To do this you will probably need to
add a few public methods to OpenAddressingBucketMapping such as one that returns the actual load
factor, and one that sets and returns the value of a counter that is incremented with each probe. You
will also want to make some small modifications to SequenceMatch to call these methods.

For the second and third data sets (with the match lengths discussed in Section 3) compute the
average number of probes used across the calls to get for specified loads (e.g., the parameter to the
constructor) of 0.25, 0.5, and 0.95. You should also report the actual load, and the expected number
of probes in an unsuccessful search based on the actual load (as predicted by the theory presented
in class). Observe that the overwhelming majority of the probes are unsuccessful so this should be a
good estimate. (If desired, you can compute the percentage of the searches that are successful and
use this to adjust the estimate.)

Part 2: Implement a Bloom Filter and Apply it (30 points)

For this part you are to implement a Bloom filter (as a new class), and then modify SequenceMatch
to use the Bloom filter as described in Section 4. While in the real application the Bloom filter
is implemented on a chip with multiple-processors, your implementation will consider the r hash
functions, one at a time (sequentially). To help confirm that your implementation is correct you are
required to output how many substrings were filtered out, and the number of false positive substrings
that passed through the filter. The changes made to SequenceMatch should be fairly small if you are
doing this correctly. As an example, for the second data set when 3 hash functions were used by the
Bloom filter, here is the output from my solution:

After creating the table, it holds 12436 sequences of length 25
The number of distinct substrings is 11908

The matches are:

8530 11918 tgagtcatgctgaggcttagggtgt
85631 11919 gagtcatgctgaggcttagggtgtg
85632 11920 agtcatgctgaggcttagggtgtgt
85633 11921 gtcatgctgaggcttagggtgtgtg
10754 4949 aaacaaacaaacaaacaaacaaaca
10755 4950 aacaaacaaacaaacaaacaaacaa

There were 6 matches found among 6 matching substrings.
With 3 hash functions, there were 18343 substrings filtered out
and the number of false positives was 1437.



Part 3: Study the Behavior of the Bloom Filter (10 points)

In this section you are to explore the properties of the Bloom filter as you change both the desired
load (and thus the table size m), and the number of different hash functions used.

For the third data test (with a match length of 18) test you should create two graphs (using Excel
or whatever program you’d prefer), one when the specified load is 0.25 and the second when the
specified load is 0.125. In these graph the z-axis should be the number of hash functions () used by
the Bloom filter for r ranging from 1,2,...,10. The y-axis should be the false positive error rate (with
the range shown being roughly that which occurred for your tests).

To help us check your computation of the false positive error rate, report the false positive error
rate you computed when 5 hash functions are used when the load is 0.25.

Finally, you are to look at how well does the theory that the optimal choice for the number of hash
functions is roughly .7/« (where « is the actual load) matches what you found? For this optimal choice
for the number of hash functions, how well does (0.6185)"/® compare to what you saw empirically?

What to Submit

You should have a cover sheet (with all portions filled in including your name and signature) stapled
to the front. If desired, you could submit Parts 2 and 3 without submitting Part 1.

1. For Part 1 please describe in English how you computed the actual load factor. You do not need
to submit any code for this part. Please save your code so that it can be sent by email upon
request if we feel a need to see it.

For the 6 experiments you were asked to run you should report the actual load, the expected
value for the number of probes per search under the assumption that all searches all unsuccessful
(2 points), and the actual value for the average number of probes taken over all calls to get.

2. For Part 2 you should submit the modified version of SequenceMatch with the added or changed
portions clearly highlighted or marked. You should also submit your Bloom filter class. Finally,
submit the output for all the three data sets when 3 hash functions are used (and using the
substring length specified with the data sets). You should report how many substrings were
filtered out and how many false positives occurred (as illustrated on page 3).

If your implementation is buggy and you were unable to fix the bugs, please tell us what you
think is wrong and give us a test case that shows the error. You’ll lose fewer points for a wrong
answer if you indicate that you know it’s wrong (and, if possible, why it’s wrong).

3. For Part 3, you should submit the two graphs described. (If you modify SequenceMatch, or
create a different driver for this purpose, to output the needed data as a comma separated file,
you can then load that into Excel without having to retype anything.) Also to help us check for
correctness, you are required to state the false positive error rate for the third data set when the
specified load is 0.25 and 5 hash functions are used. Finally, you should include a brief discussion
about how well the theory summarized in this handout about the optimal choice for the number
of hash functions, and the expected false positive rate compare to what you found in practice
for these experiments.



