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This document is available as technical report number tactics of object-oriented (OO) concurrent programming us-
WUCS-95-31, from techrep@cs.wustl.edu at Washington ing threads. It is assumed that the reader is familiar with gen-
University, St. Louis. eral OO design and programming technigues (such as design
patterns [5], application frameworks [6], modularity, infor-
mation hiding, and object modeling [7]), OO notations (such
Abstract as OMT [8]), fundamental C++ programming language fea-

This paper describes the design of the ACE object-oriented €S (such as classes, inheritance, dynamic binding, and pa-
thread encapsulation C++ class library. This library shields @meterized types [9]), basic UNIX systems programming

programmers from differences between Solaris threads, CONCEPtS (such as process management, virtual memory, and
POSIX pthreads, and Win32 threads. The architecture of INterprocess communication [10]), and networking termi-
this class library is presented from an end-user and inter- N°l0gy (such as client/server architectures [11], RPC [12],
nal design perspective and key design and implementationCOR.BA [13], and TCP/IP [14, 15]). )

issues are discussed. Readers will gain an understanding of ThiS paper does not assume in-depth knowledge of

the overall design approach, as well as the tradeoffs betweenconcurrency, in general, or Solaris/POSIX/Win32 multi-
various software quality factors such as performance, porta- threading and synchronization mechanisms, in particular. An
bility, and extensibility. overview of concurrent programming and multi-threading

is presented in Section 3. The overview defines key ter-
minology and outlines the various alternative mechanisms
1 Introduction available for concurrent programming on Solaris 2.x, POSIX
pthreads, and Win32 threads.
This paper is organized as follows: Section 2 gives an
overview of the goals of the ACE OS thread encapsula-
tion library and outlines the OO architecture of the library

Certain types of distributed applications benefit from us-
ing a concurrent model of execution to perform their tasks.

Concurrency is particularly useful to improve performance X
and simplifying programming for network servers on multi- components. Section 3 presents relevant background mate-
rial on concurrent programming, in general, and the Solaris

processor platforms. For server applications, using threads

to handle multiple client requests concurrently is often more Multi-threading model, in particular. Section 4 presents an
convenient and less error-prone than the following design al- 8Nd-user perspective that motivates the design of the ACE
ternatives: thread encapsulation library, focusing on a “use case” exam-

ple culled from a concurrent client/server application. Sec-

tion 5 describes the public interfaces and internal design of

the ACE threads encapsulation library in detail. Section 6

presents several examples that illustrate the OO components

» Queueing requests internally and handling them itera- defined in Section 5. Finally, Section 7 presents concluding
tively; remarks.

e Forking a heavy-weight process for each client request.

¢ Atrtificially serializing requests at a transport layer in-
terface;

This paper describes a C++ class library contained in 2 Overview of the ACE OO Concur-

the ADAPTIVE Communications Environment (ACE) [1]. rency Mechanisms
ACE encapsulates and enhances the lightweight concurrency
mechanisms provided both by Solaris 2.x threads [2], POSIX 21 Overall Goals
Pthreads [3], and Win32 threads [4].
The material presented in this paper is intended for a tech-A distinct feature of modern operating systems (such as So-
nical audience interested in understanding the strategies anthris, OSF/1, Windows NT, and OS/2) compared to previous



generations of SunOS is its integrated support for kernel- e Improve the portability and reusability of the underly-

level and user-level multi-threading and synchronization. ing concurrency mechanisms.

However, the existing multi-threading and synchronization

mechanisms shipped with these operating systems are rela-

tively low-level APIs written in C. Developing applications

using a mixture of C++ classes and low-level C APIs places * Eliminate or minimize the potential for subtle synchro-

an unacceptable burden on developers. Mixing these two nization errors.

styles within a single application leads to an “impedance” o Enhance abstraction and modularitjthout compro-

mismatch between object-oriented and procedural program- mising performance.

ming. Such a hybrid programming style is distracting and a

chronic maintenance problem. i .
To avoid having each developer re-implementtheiragn ~ 2-2 Architectural Overview of ACE OO

hoc C++ wrappers for OS threading mechanisms, the ACE Thread Encapsulation Components

toolkit provides a set of object-oriented concurrency com- _. . . .
ponents described in this paper. These ACE componentsFlgure 1is a Booch object model that illustrates the compo

i o nents in the ACE threads encapsulation class library. These
provide a portable and extensible interface for concurrent . .
! o T components include the C++ classes and class categories de-
programming. This interface simplifies thread management

and synchronization mechanisms used to develop clients andSCrIbGd below.

servers. This interface has been ported to many drafts of the

POSIX pthreads standard [3], Solaris threads [2], Microsoft 2.2.1 The ACE Locks Class Category
WIN32 threads [4], and VxWorks tasks.

¢ Reduce the amount of obtrusive changes to make appli-
cations thread-safe.

e Mutex, Thread_Mutex, and ProcessMutex: These
classes provide a simple and efficient mechanism that se-
rializes access to a shared resource (such as a file or
In conjunction with the goal of encapsulating and simplify- object in shared memory). They encapsulate Solaris,
ing the concurrency substrate of OS threading mechanismsPOSIX, and Win32 synchronization variablesitex t ,

the ACE OO thread encapsulation class library is being de- Pthread _mutex -t , and HANDLE respectively) and are
veloped in response to the following common application re- described in Section 5.1.1.

quirements. e RW_Mutex, RW _Thread_Mutex, RW _ProcessMutex:
e Simplify program desigr by allowing multiple appli- These classes serialize access to shared resources whose con-

cation tasks to proceed independently using conven-tents are searched more than they are changed. They encap-

tional Synchronous programming abstractions (SUCh asSU|ate the Solariswlock _t Synchronization variable (the
CORBA remote method invocations); POSIX pthreads and Win32 threads implementation uses

other mechanisms) and is described in Section 5.1.3.

2.1.1 Overall Requirements

e Transparently improve performaneedy using the par-
allel processing capabilities of hardware platforms such ¢ Semaphore, ThreadSemaphore, Proces$Semaphore, :
as the SPARCcenter 1000 and 2000 shared memoryThese classes implement Dijkstra’s “counting semaphore”
symmetric multi-processors; abstraction, which is a general mechanism for serializing

e Explicitly improve performance- by reducing data ~ Multiple threads of control. They encapsulate the Solaris

copying and by overlapping computation with commu- sema-t synchronization variable (the POSIX pthreads and
nication; Win32 threads implementation use other mechanisms) and is

e Improve perceived response timefor interactive ap- described in Section 5.1.2.

plications (such as user interfaces or network manage-e Null_Mutex: The Null _Mutex class provides a zero-

ment applications) by associating separate threads withoverhead implementation of the locking interface used by

different tasks or services in an application. the other C++ wrappers for synchronization. This class is
described in Section 5.1.5.

2.1.2 Design Goals e Token: The Token class provides a more general-

The ACE OO thread class library was developed to achieve purpose synchronization mechanism thaviatex . For ex-

the following design goals: ample, it implements “recursive mutex” semantics, where a

thread that owns the token can reacquire it without deadlock-

ing. In addition, threads that are blocked awaitingaken

are serviced in strict FIFO order as other threads release the
token (in contrastMutex don't strictly enforce an acquisi-

1This section focuses on Solaris 2.x threading and synchronization tion arder) This class is described in Section 5.1.6.
mechanisms for concreteness. However, most of the mechanisms, design 2All ACE classes are prefixed witACE. to avoid polluting the global
principles, and interfaces are equivalent for POSIX Pthreads and Win32 name space of programs. For brevity, this prefix has been omitted in all the
threads, as well. following code.

¢ Improve consistency of programming style by enabling
developers to use C++ and OO consistently throughout
their concurrent applications.
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Figure 1: Object Model for ACE OO Thread Encapsulation Component
° Recursive Thread_Mutex: A 2.2.3 The ACE Conditions Class Category
Recursive _Thread _Mutex extends the default Solaris L B ]
thread mutex semantics by allowing callstmuire  meth- e Condition: TheCondition class is used to block on

ods to nest as long as the thread that owns the lock is the oné change in the state of a condition expression involving
that re-acquires it. It works with tHBhread Mutex class shared data. It encapsulates the Solaris and POSIX pthreads

outlined above and is described in Section 5.1.4. cond _t sypchronlzatlon varlable (W|n32.threads. are |mple-
mented using other mechanisms) and is described in Sec-
tion 5.3.1.

2.2.2 The ACE Guards Class Category

. e Null_Condition: The Null _Condition  class pro-

e Guard, Write_Guard, and ReadGuard: these classes jdes a zero-overhead implementation of tendition

ensure that a lock is automatically acquired and releasedinterface used for single-threaded applications. It is de-

upon entry and exit to a block of C++ code, respectively. gcribed in Section 5.3.2.

They are described in Section 5.2.1.

e Thread Control: TheThread Control classisused 2.2.4 The ACE Managers Class Category
in conjunction with theThread _Manager class to auto-
mate the graceful termination and cleanup of a thread’s ac-® Thread_Manager: The Thread _Manager class con-

tivities within its originating function. This class is described tains a set of mechanisms to manage groups of threads that
in Section 5.2.2. collaborate to implement collective actions. This class is de-

scribed in Section 5.4.1.



e Thread_Spawn: TheThread _Spawn class provides a

the operating system (via system calls). To some extent, the

standard utility that manages the creation of threads to handlesingle-threaded nature of traditional UNIX processes simpli-
requests from clients concurrently. This class is described infies programming since processes do not interfere with one

Section 5.4.2.

2.2.5 The ACE Active Objects Class Category

e Task: TheTask class is the central mechanism in ACE
for defining active objectd16, 17]. These active objects

another without explicit intervention by programmers.
However, many applications (particularly networking
servers) are difficult to develop using single-threaded pro-
cesses. For example, a single-threaded network file server
must not block for extended periods of time handling one
client request since the responsiveness for other clients

queue messages for input and output and perform userwould suffer. There are several common workarounds to
defined message processing services in separate threads @foid blocking in single-threaded servers:

control. This class is described in Section 5.5.1.

2.2.6 Miscellaneous ACE Concurrency Classes

e Thread: The Thread class encapsulates the Solaris
threads, POSIX Pthreads, and Win32 threads family of
thread creation, termination, and management routines. This

class is described in Section 5.6.1.
e Atomic_Op: The Atomic _Op class transparently pa-

rameterizes synchronization into basic arithmetic operations.

This class is described in Section 5.6.2.

e Barrier: TheBarrier class implements “barrier syn-
chronization,” which is particularly useful for many types

of parallel scientific applications. This class is described in

Section 5.6.3.
¢ TSS: TheTSSclass allows objects that are “physically”

thread-specifici(e., private to a thread) to be accessed as
though they were “logically” global to a program. This class

is described in Section 5.6.4.

3 Background on Concurrent Pro-
gramming and Multi-threading

Most UNIX systems programmers are familiar with tradi-

tional process management system calls (suctiods |,

exec ,wait , andexit ). Thereisless experience, however,
with emerging multi-threading and synchronization mecha-
nisms for UNIX (such as Solaris threads [2], POSIX pthreads
[3], or Win32 threads [4]). This section presents an overview
of background material relevant to concurrent programming
and Solaris threads. More detailed discussions of concurrent
programming, and Solaris/POSIX/Win32 threads appear in

[2, 18, 19, 3, 4].

3.1 Processes and Threads

A processs a collection of resources that enable the execu-
tion of program instructions. These resources include virtual
memory, 1/O descriptors, a run-time stack, signal handlers,
user and group ids, and access control tokens. On earlier-
generation UNIX systems (such as SunOS 4.x), processes

were “single-threaded.” In UNIX, operations in single-

threaded programs are generally synchronous since control

is always in either the prograni.€., the user code) or in

e Event demultiplexers/dispatcherone approach is to
develop an event demultiplexer/dispatcher (such as the
object-oriented Reactor framework [20]). This tech-
nique is widely used to manage multiple input de-
vices in single-threaded user-interface frameworks. The
main event demultiplexer/dispatcher detects an incom-
ing event, demultiplexes the event to the appropri-
ate event handler, and then dispatches an application-
specific callback method associated with the event han-
dler.

The primary drawback with this approach is that long
duration conversations must be developed as finite state
machines. This approach becomes unwieldy as the
number of states increase. In addition, since only non-
blocking operations may be used, it is difficult to im-
prove performance via techniques such as “I/O stream-
ing” or schemes that benefit from locality of reference
in data and instruction caches.

¢ User-level co-routines another approach is to develop

a non-preemptive, user-level co-routine package that
explicitly saves and restores context information. This
enables tasks to suspend their execution until another
co-routine resumes them at a later point. The multi-
tasking mechanisms on Windows 3.1 and the Mac Sys-
tem 7 OS are widely available systems that use this ap-
proach.

In general, co-routines are complicated to use correctly
since developers must manually perform task preemp-
tion by explicitly yielding the thread of control peri-
odically. Moreover, each task must execute for a rel-
atively short duration. Otherwise, clients may detect
that requests are being handled sequentially rather than
concurrently. Another limitation with co-routines is
that application performance may be reduced if the OS
blocks all services in a process whenever one task in-
curs a page fault. Moreover, the failure of a single task
(e.g.,spinning in an infinite loop) may hang the entire
process.

e Multi-processing- another approach for alleviating the
complexity of single-threaded UNIX processes is to use
the coarse-grained multi-processing capabilities pro-
vided by thefork andexec system calls. Fork
spawns a separate child process that executes a task
concurrently with its parent. It is possible for separate



processes to collaborate directly by using mechanisms
such as shared memory and memory-mapped files. On
a local host, shared memory is a faster means of IPC
than message passing since it avoids explicit data copy-
ing.

However, the overhead and inflexibility éérk and
exec makes dynamic process invocation prohibitively
expensive and overly complicated for many applica-
tions. For example, the process management overhead
for short-duration services (such as resolving the Eth-
ernet number of an IP address, retrieving a disk block
from a network file server, or setting an attribute in an
SNMP MIB) is excessive. Moreover, it is difficult to
exert fine-grain control over scheduling and process pri-
ority usingfork andexec . In addition, processes that
share C++ objects in shared memory segments must
make non-portable assumptions about the placement of
virtual table pointers.

Multi-threading mechanisms provide a more elegant, and
sometimes more efficient, way to overcome the limitations
with the traditional concurrent processing techniques de-
scribed above. A thread is a single sequence of execution
steps performed in the context of a process. In addition to an
instruction pointer, a thread consists of other resources such
as a run-time stack of function activation records, a set of
general-purpose registers, and thread-specific data.

changed when switching between threads in the same
process. Moreover, threads that run strictly in user-level
do not incur any context switching overhead.

Synchronization— It may not be necessary to
switch between kernel-mode and user-mode when
scheduling and executing an application thread.
Thread-synchronization is less expensive than process-
synchronization. For example, the entities being syn-
chronized are often not global entities, but are local-
ized. Global synchronization always involves the ker-
nel, whereas the local (or “intra-process”) synchroniza-
tion used by application threads may require no kernel
intervention.

Data Copying— communicating between separate
threads via shared memory is often much faster than
using IPC message passing between separate processes
since it avoids the overhead of explicit data copying.
For example, cooperating database services that fre-
quently reference common memory-resident data struc-
tures may be simpler and more efficient to implement
via threads. In general, using the shared address space
of a process to communicate between threads is easier
and more efficient than using shared memory mecha-
nisms (such as System V shared memory or memory-
mapped files) to communication between processes.

Conventional workstation operating systems (such asvari-3.3  Qverview of Multi-Processing and Multi-

ants of UNIX [2, 21, 22] and Windows NT [4]) support the
concurrent execution of multiple processes, each of which

threading on Solaris

may contain 1 or more threads. A process serves as the unifrhis section summarizes relevant background material on

of protection and resource allocation within a separate hard-the multi-processing (MP) and multi-threading (MT) mech-

ware protected address space. A thread serves as the uninisms provided by Solaris 2.x. Details of other threading

of execution that runs within a process address space that isnodels and implementations (such as SGI, Sequent, OSF/1,

shared with O or more threads. and Windows NT) are somewhat different, though the basic
concepts are very similar.

3.2 Benefits of Threads-based Concurrent
Programming

A traditional UNIX process is a relatively “heavyweight”
entity that contains a single-thread of control. In contrast,
the thread-based concurrency mechanisms available on So-

It is often advantageous to implement concurrent applica- laris 2.x are more sophisticated, flexible, and efficient (when
tions that perform multiple tasks in separate threads ratherused properly). As shown in Figure 2, the Solaris MP/MT ar-

than in separate processes for the following reasons: chitecture operates at 2 levels (kernel-space and user-space)
and contains the following 4 components:

e Thread creation— unlike forking a new processes,
spawning a new thread does not require (1) duplicating
the parent’'s address space memory, (2) setting up new
kernel data structures, and (3) consuming an extra pro-
cess slot in order to perform a subtask within a larger
application.

e Context switching- Threads maintain minimal state
information. Therefore, context switching overhead
is reduced since less state information must be stored
and retrieved. In particular, context switching between
threads is less time consuming than context switching
between UNIX heavyweight processes. This is due to
the fact that TLB virtual address mappings not need be

e Processing elemerntswhich are the CPUs that execute

user-level and kernel-level instructions. The seman-
tics of the Sun MP/MT model are intended to work for
both uni-processors and symmetrical multi-processors
on shared memory hardware.

Kernel threads- which are the fundamental entities that
are scheduled and executed by the processing elements
(PEs) in kernel space. The OS kernel maintains a small
data structure and a stack for each kernel thread. Con-
text switching between kernel threads is relatively fast
since it does not require changing virtual memory infor-
mation.
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Figure 2: Solaris 2.x Multi-processing and Multi-threading Architecture

¢ Lightweight processes (LWPs)which are associated
with kernel threads. In Solaris 2.x, a UNIX process is
no longer a thread of control. Instead, each process con-
tains one or more LWPs. There is a 1-to-1 mapping
between its LWPs and its kernel thre@d¥he kernel-
level scheduler in Solaris uses LWPs (and thereby ker-
nel threads) to schedule application tasks. An LWP con-
tains a relatively large amount of state (such as regis-
ter data, accounting and profiling information, virtual
memory address ranges, and timers). Therefore, con-
text switching between LWPs is relatively slow.

For the time-sharing scheduler class (the default), the
scheduler divides the available PE(s) among multiple
active LWPs vigpreemption With this technique, each
LWP runs for a finite period of time (typically 10 mil-
liseconds). After the time-slice of the current LWP
has elapsed, the OS scheduler selects another available
LWP, performs a context switch, and places the pre-
empted LWP onto a queue. The kernel schedules LWPs
using several criteria (such as priority, availability of
resources, scheduling class, etc.). There is no fixed or-
der of execution for LWPs in the time-sharing scheduler

30n the other hand, not every kernel thread has an LWP. For example,

there are system threads (like the pagedaemon, NFS daemon, and the callout
thread) that have a kernel thread and operate entirely in kernel space.

class.

Application threads- Each LWP may be thought of as a
“virtual PE,” upon which application threads are sched-
uled and multiplexed by a user-level thread library.
Each application thread shares its process address space
with other threads, though it has a unique stack and reg-
ister set. An application thread may spawn other appli-
cation threads. Within a process, each of these applica-
tion threads execute independently (though not neces-
sarily in parallel depending on the hardware).

Solaris 2.x provides a multi-level concurrency model
that permits application threads to be spawned and
scheduled using one of the following two modes:

1. Bound threads which map 1-to-1 onto LWPs and
kernel threads. Bound threads permit independent
tasks to execute in parallel on multiple PEs. Thus,
if two application threads are running on sepa-
rate LWPs (and thus separate kernel threads), they
may execute in parallel (assuming they are run-
ning on a multiprocessor or using asynchronous
I/0). Moreover, application threads may perform
blocking system calls and handle page faults with-
out impeding each other’s progress.

A kernel-level context switch is required to
reschedule bound threads. Likewise, synchroniza-



tion operations on bound threads require OS ker- Since threads are not protected, one faulty service in

nel intervention. Bound threads are most useful a process may corrupt global data shared by services
when an application is designed to take advan- running on other threads in the process. This, in turn,
tage of parallelism available on the hardware plat- may produce incorrect results, crash an entire process,
form. Since each bound thread requires allocation cause a network server to hang indefinitely, etc. A re-
of kernel resources, it may be inefficient to allo- lated problem is that certain UNIX system calls invoked
cate a large number of bound threads. in one thread may have undesirable side-effects on an

2. Unbound threads- which are multiplexed in an entire process. For example, tegit system call has
n-to-m manner atop one or more LWPs and ker- the side-effect of destroying all the threads within a pro-
nel threads by a thread run-time library. This cess thr _exit should be used to terminate only the
user-level library implements a non-preemptive, current thread).

cooperative multi-tasking concurrency model. It o Access Privileges- Another limitation with multi-
schedules, dispatches, and suspends unbound  threading is that all threads within a process share the

threads, while minimizing kernel involvement. same userid and access privileges to files and other pro-
Compared with using application threads bound tected resources. Therefore, to prevent accidental or
to LWPs, unbound application threads require less intentional access to unauthorized resources, network
overhead to spawn, context switch, and synchro- services that base their security mechanisms on process
nize. ownership (such as the Interrfgg  andtelnet  ser-

Depending upon the number of kernel threads vices) are typically implemented in separate processes.

that an application and/or library associates with
a process, one or more unbound threads may ex-
ecute on multiple PEs in parallel. Since each un-
bound thread does not allocate kernel resources,
it is possible to allocate a very large humber of
unbound threads without significantly degrading
performance.

e Performance- A common misconception is that multi-
threading an application will automatically improve
performance. In many circumstances, however, multi-
threading does not improve performance. For example,
compute-bound applications on a uni-processor [19]
will not benefit from multi-threading since computa-
tion will not overlap communication. In addition, fine-
grained locking causes high levels of synchronization

3.4 Challenges of Concurrent Programming overhead [23, 24]. This prevents applications from fully

. . xploiting th nefits of parallel pr ing.
On a multi-processor, more than one LWP may run in paral- exploiting the benefits of parallel processing

lel on separate PEs. On a uni-processor, only one LWP will There are some circumstances where multi-threading
be active at any point in time. Regardless of the hardware ~ may improve performance significantly. For example,
platform, programmers must ensure that access to shared re- @ multi-threading connection-oriented application gate-
sources (such as files, databases records, network devices, —Way may benefit by being run on a multi-processor plat-

terminals, or shared memory) is serialized to prevene form. Likewise, on a uni-processor, I/0-bound applica-
conditions A race condition occurs when the order of execu- tions may benefit from multi-threading since computa-
tion of two or more concurrent LWPs leads to unpredictable tion is overlapped with communication and disk opera-

and erroneous results (such as a database record being leftin ~ tions.

an inconsistent state). Race conditions may be eliminated by

using the Solaris 2.x synchronization mechanisms described3,5 Overview of Solaris 2.x Synchronization
in Section 3.5. These mechanisms serialize access to critical and Threading Mechanisms

sections of code that access shared resources.

In addition to the challenges of concurrency control, This section outlines and illustrates the synchronization
the following limitations arise when using multi-threading and threading mechanisms available on Solaris 2.x, POSIX
(rather than multi-processing or single-threaded, reactive pthreads, and Win32 threads. In these systems, threads
event loops) to implement concurrent applications: share various resources (such as open files, signal handlers,

. ] o and global memory) within a single process address space.
* Robustness- Executing all tasks via threads within &  nerefore, they must utilizeynchronization mechanisrts
single process address space may reduce application rogoordinate access to shared data, to avoid the race conditions
bustness. This problem occurs since separate threadgjiscussed in Section 3.4. To illustrate the need for synchro-

within the same process address space are not protectegjzation mechanisms, consider the following C++ code frag-
from one another. In order to reduce context switching ment:

and synchronization overhead, threads receive little or

i typedef u_long COUNTER;
Bﬁitp(r'(\)/lt'\e/ﬂ)o? from the hardware memory management ZOUNTER request count. // At file scope

) void *run_svc (Queue<Message> *q)
4An MMU protects separate process address spaces from accidental o

malicious corruption by other active processes in the system. Message *mb; // Message buffer



while (g->dequeue (mb)) > 0)

/I Keep track of number of requests
++request_count;

/I Identify request and
/I perform service processing here...

return O;

This code forms part of the main event-loop of a network

daemon (such as an distributed database for medical images

or a distributed file server). In the code, the main event-loop

waits for messages to arrive from clients. When a message
arrives, the main thread removes it from the message queue

viaitsdequeue method. Depending on the type of message
that is received, the thread then performs some type of pro-
cessing €.9.,image database query, file update, etc.). The
request _count variable keeps track of the number of in-
coming client requests. This information might be used to
update an attribute in an SNMP MIB.

The code shown above works fine as longras _svc
executes in a single thread of control. Incorrect results will
occur on many multi-processor platforms, however, when
run _svc is executed simultaneously by multiple threads of
control running on different PEs. The problem here is that
the code is not “thread-safe.” Since auto-increment oper-
ations on the global variableequest _count contain a
race condition. Thus, different threads may increment ob-
solete versions of theequest _count variable stored in
their per-PE data caches.

int iterations = n_iterations / n_threads;

/Il Spawn off N threads to run in parallel.
for (int i = 0; i < n_threads; i++)
thr_create (0, 0, THR_FUNC (&run_svc),
(void *) iterations,
THR_BOUND | THR_SUSPENDED,
&t_id);

/I Resume all suspended threads

/I (threads id's are contiguous...)

for (i = 0; i < n_threads; i++)
thr_continue (t_id--);

/Il Wait for all threads to exit.
int status;
while (thr_join (0, &t id,
(void **) &status) == 0)
" << tid
" << status << endl;

cout << "thread id
<< ", status

cout << n_iterations << " = iterations\n"
<< request_count << " request count"”
<< endl;

return O;

The Solaristhr _create thread library routine is called
n_thread times to spawm new threads of control. In this
example, each newly created thread executesuhesvc
function, which is passed the valueitdrations as its
only argument. This value causes thm _svc routine to
iterate2=llerations fimes,

Each thread is spawned using tAéHRBOUNDand
THRSUSPENDERlags. THRBOUNDNforms the Solaris
thread run-time library to bind the thread to a dedicated LWP.
Each LWP may run in parallel on a separate PE in a multi-
processor system. THEHRSUSPENDEIRlag creates each

This phenomenon may be demonstrated by executing thethread in the “suspended” state. This ensures that all threads

C++ code in Example 1 below on a shared memory multi-

processor running the Solaris 2.x operating system. Solarising thr _continue

2.x allows multiple threads of control to execute in parallel
on a shared memory multi-processor. The example shown
below is a simplified version of the network daemon illus-
trated above:

Example 1

typedef u_long COUNTER,;
static COUNTER request_count; // At file scope

void *run_svc (int iterations)

for (int i 0; i < iterations; i++)
++request_count; // Count # of requests

return (void *) iterations;

typedef void *(*THR_FUNC)(void *);

/I Main driver function for the
/I multi-threaded server.

int main (int argc, char *argv[])

int n_threads
argc > 1 ? atoi (argv[l]) : 4;

int n_iterations =
argc > 2 ? atoi (argv[2]) : 1000000;

thread_t t_id;

/I Divide iterations evenly among threads.

are completely initialized before resuming the tests by call-
Thethr _continue function is a
Solaris thread library routine that resumes the execution of
suspended threads. Note that this example takes advantage
of the fact that thread ids are allocated contiguously by So-
laris in ascending order.

Once all threads have been resumed titine_join  rou-
tine blocks the execution of the main threddr _join is
similar to the UNIXwait system call — it reaps the sta-
tus of exiting threadsthr _join  will reap threads and re-
turn O until all the threads runningin _svc have exited.
When all other threads have exited, the main thread prints
out the total number dferations and the final value of
request _count , and then exits the program.

Compiling this code into an executakdeout file and
running it on 1 thread for 10,000,000 iterations produces the
following results:

% a.out 1 10000000
thread id = 4, status = 1000000

10000000 iterations
10000000 request count

This result appears as expected. However, when executed on
4 threads for 10,000,000 iterations on a 4 PE machine, the
program prints the following:

% a.out 4 10000000
thread id = 5, status = 1000000



thread id = 7, status = 1000000 Operations on mutex variables in operating systems
thread 1d = 2; Status = 1000000 like Solaris 2.x are implemented via adaptive spin-locks.
10000000 = iterations Spin-locks ensure mutual exclusion by using an atomic
5000000 = request count hardware instruction. A spin-lock is a simple and effi-
cient synchronization mechanism for certain types of short-
Clearly, something is wrong since the value of the global |iyed resource contention, like auto-incrementing the global
variablerequest _count is only one-half the total number request _count variable illustrated in Example 1 above.
of iterations. The problem here is that auto-increments on pp adaptive spin-lock polls a designated memory location
variablerequest _count are notbeing serialized properly. ysing the atomic hardware instruction until one of the fol-
In generalyun _svc will produce incorrect results when  |owing conditions occur [2]:
executed in parallel on shared memory multi-processor plat-  Mutexes provide an efficient form of mutual exclusion.

forms that do not providstrong sequential ordezache con-  They define a critical section where only a single thread may
sistency models. To enhance performance, many sharetyecute at a time.

memory multi-processors emploweakly-orderedcache
consistency semantics. For example, the V.8 and V.9 family
of SPARC multi-processors provides bditital store order X S
and partial store ordermemory cache consistency seman- been released and may now be acquired by the spinning
tics. With total store order semantics, reading a variable that ~ thread.

is being accessed by threads on different PEs may not be e The thread that is holding the lock goes to sleep. At
serialized with simultaneous writes to the same variable by this point, the spinning thread also puts itself to sleep to
threads on other PEs. Likewise, with partial store order se- avoid unnecessary polling.

mantics, writes may also not be serialized with other writes. 4 multi-processor, the overhead incurred by a spin-lock
In either case, expressions that require more than a singl§g yeatively minor. Hardware-based polling does not cause

!oad and store of a memory I_ocaﬂon (suctiams+ ori = contention on the system bus since it only affects the local
i — 10) may produce inconsistent results due to cache Iaten-#DE caches of threads that are spinning on a mutex

cies %clzrosshmul(tjui)le PEs. Tr(]) enjure that(;eadds and wrlltes of A simple and efficient type of mutex is a “non-recursive”
variables share etweclelnt rfea S ar:e up q ateh cor;]ect Y, P"O%utex. A non-recursive does not allow the thread currently
grammers must manually enforce the order that changes toowning a mutex to reacquire the mutex without releasing it

these variables becgme globally vis'ible. . first. Otherwise, deadlock will occur immediately. Solaris
A common technique for enforcing a strong sequential 5  ang POSIX pthreads implement non-recursive mutexes

order on atotgl store ordgror partial store' ordershared via themutex _t data type and the associatedtex _lock
memory multi-processor is to protect the increment of the 5,4mutex unlock functions. Win32 does not provide a
request _count variable using a synchronization mech- | racursive mutex.

an@sm. Solqris 2.X provideg several synchronization mech- ok POSIX pthreads and Win32 threads implement both
anisms. This paper describes C++ wrappers for the four o rsive and non-recursive mutexes (other types of mutexes
primary synchronization mechanisms provided by Solaris 4re discussed in Section 4.4). As described in Section 5.1.4,
2.x: mutexes readers/writer locks counting semaphores .o ACE 0O thread encapsulation library provides the
andcondition variableq19]. ACE contains C++ wrappers  yjytex C++ wrapper to portable implement non-recursive
(Mutex , RWLock , Semaphore, and Condition ) that mutex semantics. Non-recursive mutexes are portably im-

epcapsulate these four Solaris 2.x synchronization meCha'pIemented inthe ACRecursive _Thread Mutex class.
nisms (utex _t, rwlock _t, semat, andcond _t, re-

spectively). In the remainder of Section 3 we outline the .
behavior of the Solaris synchronization mechanisms. Sec—?"5'2 Readers/Writer Locks

tion 4 illustrates the use of C++ wrappers to simplify com- Readers/writer locks are similar to mutexes. For example,
mon synchronization variabl