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Abstract

Commercial of-the-shelf (COTS) distribution middleware is
gaining acceptance in the distributed real-time and embed-
ded (DRE) community as (1) the cost and time required to de-
velop and verify DRE applications precludes devel opers from
implementing DRE applications from scratch and (2) imple-
mentations of standard COTS middleware specifications, such
as CORBA, mature. Although standard COTS specifications
define the interfaces and policies to provision DRE applica-
tion resources end-to-end, they do not yet provide sufficient
abstractionsto separate quality of service (QoS) policy config-
urations and adaptations from application functionality. DRE
application devel opers must therefore configure QoS policies
and program adaptation mechanisms in an ad hoc way. This
tight-coupling tends to scatter the code that ensures end-to-
end QoS throughout many parts of DRE applications, making
it hard to configure, validate, modify, and evol ve complex DRE
applications consistently.

This paper provides three contributions to the study of the
development of QoS-enabled DRE applications. First, we il-
lustrate how standard component-based middleware can be
enhanced to flexibly compose static QoS provisioning poli-
cies with application logic. Second, we describe how adap-
tive middleware capabilities enable devel opersto abstract and
encapsulate reusable dynamic QoS provisioning and adaptive
behaviors. Third, we illustrate how component-based middle-
ware and adaptive middleware capabilities can be integrated
to provide a total QoS provisioning solution for DRE applica-
tions.
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1 Introduction

Commercial-off-the-shelf (COTS) distribution middleware
technologies, such as the OMG’s CORBA, Sun’s EJB/J2EE,
and Microsoft's COM+/SOAP/.NET, have matured consider-
ably in recent years. They are increasingly used to reduce the
time and effort required to develop applications in a broad
range of domains. Historicaly, these middleware technolo-
gies have been applied to enterprise applications [1], which
are a large class of applications that perform important busi-
ness functions, such as planning enterprise resource usage, au-
tomating key business functions, and managing supply chains
and customer relationships. Examples of enterprise applica-
tions include airline reservation systems, bank asset manage-
ment systems, and just-in-time inventory control systems.
More recently, middleware has been applied to distributed
real-time and embedded (DRE) applications with stringent
quality of service (QoS) requirements for predictability, la-
tency, efficiency, scalability, dependability, and security.
There are many types of DRE applications, but they have one
thing in common: theright answer delivered too late becomes
the wrong answer. Examples of DRE applicationsinclude in-
dustrial process control systems, such as hot rolling mill con-
trol systems that process molten steel in real-time, and avion-
ics systems, such as mission management computers that help
aircrafts navigate through their route legs. DRE applications
areanincreasingly important domain since over 99% of all mi-



croprocessors are now used for embedded systems[2] to con-
trol physical, chemical, or biological processes and devicesin
real-time.

Regardless of the domainin which middlewareis applied, it
hel ps expedite the application devel opment process by shield-
ing programmersfrom many accidental and inherent complex-
ities, such as platform and language heterogeneity, resource
location, and fault tolerance. Component middlewareis a ma-
turing class of middleware that enables reusable services to
be composed, configured, and installed to create applications
rapidly and robustly. In particular, component middleware of-
fers application devel opersthe following reusable capabilities:

e Connector mechanisms between components, such as re-
mote method invocations and message passing

e Horizontal infrastructure services, such as request bro-
kers, and

e \ertical models of domain concepts, such as common
semantics for higher-level reusable component services
ranging from transaction support to multi-level security.

Examples of COTS component middleware include the
CORBA Component Model (CCM) [3], Java 2 Enterprise Edi-
tion (J2EE) [4], and the Component Object Model (COM) [5],
which use different APIs, different protocols, and different
component models.

Astheuse of middleware becomesmorepervasive, DRE ap-
plications are increasingly combined to form distributed sys-
tems that are joined together by the Internet and intranets.
These systems can further be combined with other distributed
systems to create “systems of systems” Examples of these
large-scale systems of systems include:

e Just-in-time manufacturing inventory control systemsthat
schedule the delivery of supplies to improve efficiency
and

e Military command and control systems that gather and
assimilate information from various devices (such as un-
manned arial vehicles and wearable computers), present
and analyze the information, and coordinate the deploy-
ment of available forces and weaponry.

Most DRE applications have stringent QoS requirements
that must be satisfied simultaneously in real-time. Examples
of these QoS requirements include processing resources allo-
cation and network latency, jitter, and bandwidth. To ensure
DRE applications can achieve their QoS requirements, vari-
ous types of QoS provisioning must be performed to allocate
and manage system computing and communication resources
end-to-end. QoS provisioning can be performed in the follow-
ing ways:

e Satically, wherethe amount of resources required to sup-

port a particular degree of QoS is pre-configured into an
application. Examples of static QoS provisioning include

task prioritization and communication bandwidth reser-
vation. Section 4.1 describes the range of QoS resources
that can be provisioned statically.

e Dynamically, where the amount of resourcesrequired are
determined and adjusted based on the runtime system sta-
tus. Examples of dynamic QoS provisioning include run-
time reallocations to handle bursty CPU load, primary
and second storage, and network traffic demands. Sec-
tion 5.1 describes the range of QoS resources that can be
provisioned dynamically.

QoS provisioning in large-scale DRE systems cross-cuts
multiple system layers and requires end-to-end enforcement.
Existing component middleware technologies, such as CCM,
J2EE, and .NET, were designed largely for applications with
conventional business-oriented QoS requirements, such as
data persistence, encryption, and transactional support. They
therefore do not enforce the stringent QoS requirements of
DRE applications effectively. What is needed is a QoS
enabled component middleware that preserves existing sup-
port for heterogeneity in standard component middleware, yet
also provides multiple dimensions of QoS provisioning and
enforcement to meet the end-to-end QoS requirementsof DRE
applications.

This paper provides the following three contributions to-
ward the study of QoS-enabled component middleware that is
essential to the development of large-scale DRE applications:

e We illustrate how enhancements to standard component
middleware can simplify the development of DRE ap-
plications by composing QoS provisioning policies stati-
cally with applications. Our discussion focuseson a QoS-
enabled enhancement of the standard CORBA Compo-
nent Model (CCM) [3] called the Component-Integrated
ACE ORB (CIAO), whichisbeing devel oped at Washing-
ton University, St. Louis.

e \We describe how dynamic QoS provisioning and adap-
tation can be addressed using middleware capabilities
called Qoskets, which are collections of reusable soft-
ware modules of the Quality Objects (QuO) [6] middle-
ware developed by BBN Technologies. The discussion
concentrates on the major elements in QuUO are defined,
developed, and used to implement dynamic QoS provi-
sion and adaptive behaviors.

e We discuss how Qoskets can be combined with CIAO to
compose both static QoS provisioning and dynamic adap-
tive QoS assurance into DRE applications. In particular,
how CIAO combines qoskets to weave in the software
elements in gqoskets to create an integrated QoS-enabled
component model which offers a total QoS provisioning
solution for DRE applications.

The remainder of this paper is organized as follows: Sec-
tion 2 describes how component middleware addresses key



limitations of object-oriented middleware, as well as how con-
ventional component middleware fails to support DRE appli-
cation development effectively; Section 3 illustrates how QoS
provisioning can be separated from applications functional-
ity and the needs for QoS enabled component middleware
for devel oping DRE applications; Section 4 demonstrates how
CIAO component middleware extends the traditional compo-
nent middleware to support static QoS provisioning; Section 5
explains how BBN's QuO middleware framework enables de-
vel opersto defines reusabl e dynamic QoS provisioning behav-
iorsfor DRE applications; Section 6 describeshow CIAO and
QuO can be integrated to provide total QoS provisioning for
DRE applications; and Section 7 presents concluding remarks.

2 Component Middleware: A Power-
ful Approach to Building DRE Appli-
cations

This section motivates the need for component middleware
and then presents an overview of component middleware. It
also discusses why conventional component middleware fails
to support key QoS provisioning needs of DRE applications.

2.1 Overview of Middleware Capabilities

Middleware is reusable software that resides between appli-
cations and underlying operating systems, network protocol
stacks, and hardware [7]. Middleware's primary role is to
bridge the gap between application programs and the lower-
level hardware and software infrastructure, to coordinate how
parts of applications are connected and how they interoperate.
When implemented properly, middleware can help to:

e Shield application developers from low-level, tedious,
and error-prone platform details, such as socket-level net-
work programming.

e Simplify the development of distributed applications by
providing aconsistent set of capabilitiesthat are closer to
application design-level abstractions than to the underly-
ing computing and communication mechanisms.

e Provide higher-level abstraction interfaces for managing
system resources, such as instantiation and management
of interface implementations and provisioning of QoS re-
SOurces.

e Amortize software lifecycle costs by leveraging previous
development expertise and capturing implementations of
key patterns in reusable frameworks, rather than rebuild-
ing them manually for each use.

e Provideawide array of developer-oriented services, such
as transactional logging and security, that have proven

necessary to operate effectively in a distributed environ-
ment.

e Ease the integration of software artifacts developed by

multiple technology suppliers.

Various technologies, such as OSF's Distributed Com-
puting Environment (DCE) [8], IBM’s MQ Series [9], and
CORBA [10], have emerged over the past two decades to al-
leviate complexities associated with developing software for
enterprise applications. Their successes have added the mid-
dleware paradigm to the familiar operating system, program-
ming language, networking, and database offerings used by
previous generations of software developers. By decoupling
application-specific functionality and logic from the acciden-
tal complexitiesinherent in the infrastructure, middleware en-
ables application developers to concentrate on programming
application-specific functionality, rather than wrestling repeat-
edly with lower-level infrastructure challenges.

2.2 Limitations with Object-oriented Middle-
ware

The Object Management Architecture (OMA) in the CORBA
2.x specification [11] defines an object-oriented middleware
standard for building portable distributed applications. The
CORBA 2.x specification focuses on interfaces, which are
contracts between clients and servers that define how clients
view and access object services provided by a server. Objects
can either be collocated or distributed throughout a network.
Although the CORBA object model has certain virtues, such
as location and implementation language transparency, it also
has the following limitations:
Lack of functional boundaries. The CORBA 2.x object
model treats all interfaces as client/server contracts. This ob-
ject model does not, however, provide sufficient mechanisms
to prevent tight coupling among collaborating object imple-
mentations. For example, object implementations that depend
on other objects need to discover and connect to those objects
explicitly. To build complex distributed applications, there-
fore, application developers need to program the connections
among interdependent services, which can yield brittle and
non-reusabl e implementations.
Lack of generic component servers. CORBA 2.x does not
specify a generic component server framework to perform
common “bookkeeping” work, including initializing the bro-
ker and its QoS poalicies, providing common services such as
an event service, and managing the runtime environment of
each component. Although CORBA 2.x standardized the in-
teractions between object implementations and object request
brokers (ORBS), server developersare still responsible for de-
termining how object implementationsareinstalled in an ORB
and the interaction between the ORB and object implementa-
tions. The lack of a generic component server standard has



yielded tightly coupled, ad-hoc server implementations, which
increase the complexity of software upgrades and reduce the
reusability and flexibility of CORBA-based applications.

2.3 Promising Solution:
ware

Component Middle-

In recent years, component middleware [12] has emerged to
address the limitations with object-oriented middleware out-
lined above. Component middleware addresses these issues
by (1) creating a virtual boundary around application compo-
nents that interact with each others only through well-defined
interfaces and (2) then composing and executing components
in generic component servers. TheOMG’s CCM addressesthe
limitations with object-oriented middleware described above.
It hasmany similaritiesto other component middlewareframe-
works, e.g., EJB and COM+. We base our work on the CCM
since CORBA is the only COTS middleware that has made
a substantial progress in satisfying the QoS requirements of
DRE systems.

Figure 1 shows an overview of the runtime architecture of
the CCM model. Components are implementation entities that
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Figure 1: Overview of the CCM Run-time Architecture

export a set of interfaces to clients. Components can also
express their intent to collaborate with other components by
defining ports, which consist of the following types of inter-
faces:

e Facets, which define an interface that accepts method in-
vocations from other components synchronously,

e Receptacles, which indicate dependencies on syn-
chronous method interfaces provided by other compo-
nents, and

e Event sources/sinks, which indicate awillingness to ex-
change messages with other components asynchronously.

A container provides the runtime environment for a com-
ponent. It contains various pre-defined hooks that provide
strategies, such as persistence, event notification, transaction,
and security, to the component it manages. Each container
manages one type of component and is responsiblefor initial-
izing this component and connecting it to other components
and ORB services. Developer-specified metadata is used to
instruct the CCM deployment mechanism how to create these
containers.

In addition to the building blocks outlined above, the
CCM also standardizes component implementation, packag-
ing, and deployment. The CCM Component Implementation
Framework (CIF) helps generate the component implementa-
tion skeletons and persistent state management automatically
using the Component Implementation Definition Language
(CIDL). The CCM adso extends the Open Software Descrip-
tion (OSD) [13], which is a vocabulary of XML defined by
Wa3C to specify component packaging and assembly descrip-
tors. OSD is used by the CCM deployment mechanisms to
configure the component connections and containers declara-
tively.

The tools and mechanisms defined by the CCM collaborate
together to address the limits described in Section 2.2. The
CCM programming paradigm separates many common con-
cerns of composing and provisioning reusable software com-
ponents to build an application. This separation of concerns
enables programmers to concentrate on the work at hand and
separate the role of developersin the application development
process. The CCM differentiates the following roles:

e Component designers, who define the component fea-
tures by defining the component interfaces

e Component implementors, who develop component
implementations

e Component packagers, who package component imple-
mentations with their default properties

e Component assemblers, who select component imple-
mentations and compose them into applications

e System deployers, who deploy component assemblies
into component servers

Although the CCM specification has recently been finalized
by the OMG, it still has not been fully incorporated into the
core CORBA specification.® A number of CCM implemen-
tations are available based on the current draft [3], including

1The latest CORBA 3.0 specification [10] released by the OMG includes
only changes in IDL definition and Interface Repository changes from the
Component specification.



OpenCCM by the Universite des Sciences et Technologies de
Lille, France, K2 Containers by iCMG, MicoCCM by FPX,
and CIAO by the DOC groups at Washington University in St.
Louis. The architectural patterns used in CCM are also used
in other popular component middleware technologies, such as
J2EE [14] and .NET.

24 Limitations with Component Middleware
for DRE Systems

Large-scale DRE applications require seamless integration of
many hardware and software systems. They also require com-
plicated application provisioning where developers must con-
nect numerous distributed or collocated subsystems together
and define the functionality of each subsystem. Component
middleware can reduce the software development effort for
these types of systems by enabling application development
through composition. Conventional component middleware
frameworks, however, are designed with business applications
in mind and do not yet support QoS provisioning for DRE
applications. Developers are therefore forced to configure and
control these mechanismsimperatively in their component im-
plementations.

Althoughit is possible for component devel opersto take ad-
vantage of certain featuresin middleware or OS to implement
QoS-enabled components by embedding certain QoS provi-
sioning code in component implementations, most features
are simply not possible to implement within component im-
plementations. In particular, the following limitations restrict
the effectiveness of conventional component models:

e QoS provisioning must be done end-to-end, i.e,, it needs
to be applied to al interacting components. |mplement-
ing QoS provisioning logic internally to a component
greatly hampersits reusability.

e Certain resources, such as thread pools in Real-time
CORBA, can only be provisioned within an execution
unit, i.e., a component server. Since component devel-
opers often have no a priori idea of which other compo-
nents a component implementation will collaborate, the
component implementation is not the right level at which
to perform QoS provisioning.

e Certain QoS assurance mechanisms, such as config-
uration of non-multiplexed connections between com-
ponents, affect component interconnections. Since a
reusable component implementation may not know how
it will be composed with other components, it is not gen-
erally possible for component implementations to per-
form these types of QoS provisioning inisolation.

e Many QoS provisioning policies and mechanismsrequire
theinstallation of customized ORB modulesto work cor-
rectly. Some of these policies and mechanisms, such as

high throughput and low latency, however, may be inher-
ently incompatible. It is hard for QoS provisioning mech-
anisms implemented within components to foresee these
incompatibility without knowing the end-to-end QoS re-
quirementsa priori.

In general, forcing QoS provisioning functionality into
component implementations prematurely commits each im-
plementation to a QoS provisioning scenarioin asystem’slife-
cycle. This tight coupling defeats one of the key benefits of
component models: separating component functionality from
system management. By creating dependencies between appli-
cation components and the underlying component framework,
component implementations become hard to reuse, particu-
larly in DRE applications with stringent QoS requirements.

3 QoS Provisioning and Enforcement
for DRE applications

In traditional DRE systems, code for provisioning and enforc-
ing QoS propertiesis often spread throughout the software and
tangled with the application logic. This tangling makes the
DRE applications hard to maintain or to extend with new QoS
mechanisms and behaviors. As discussed in Section 2.4, a
key challengein QoS provisioning isto decouple the reusable,
multi-purpose, off-the-shelf, resource management aspects of
the middleware from aspects that need customization and tai-
loring to the specific preferences of the application.
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Figure 2: Decoupling the Functional Path from the Sys
temic QoS Path

Based on our experience devel oping dozens of research and
production DRE systems over the past two decades, we have
found that it is most effective to separate the programming of
QoS concernsaong the two dimensions shown in Figure 2 and
discussed below:

Functional paths, which are flows of information between
client and remote server applications. Distributed middle-
ware is responsible to ensure that this information is ex-
changed efficiently, predictably, scalably, dependably, and se-



curely between remote nodes. Theinformationitself islargely
application-specific and determined by the functionality being
provided (hence the term “functional path”).

QoS systemic paths, which are responsible for determining
how well the functional interactions behave end-to-end with
respect to key DRE QoS properties, such as

1. When, how, and what resources are committed to
client/server interactions at multiple levels of distributed
systems,

2. The proper application and system behavior if available
resources are less than expected, and

3. Thefailure detection and recovery strategies necessary to
meet end-to-end dependability requirements.

In next-generation DRE systems, the middleware — rather
than operating systems or networks alone — will be responsi-
blefor separating QoS systemic propertiesfrom functional ap-
plication properties and coordinating the QoS of various DRE
system and application resources end-to-end. The architecture
shown in Figure 2 enables these properties and resources to
change independently, e.g., over different distributed system
configurations for the same application.

The architecture in Figure 2 assumes that QoS systemic
pathswill be provisioned by a different set of specialists (such
as systems engineers, administrators, operators, and possibly
automated computing agents) and tools than those custom-
arily responsible for programming functional paths in DRE
systems. In conventional component middleware, such as
CCM that we described in Section 2.3, there are multiple soft-
ware development roles, such as component designers, as-
semblers, and packagers. QoS-enabled component middle-
ware identifies yet another development role called qoske-
teer [6] that is responsible for performing QoS provisioning,
such as preall ocating CPU resources, reserving network band-
width/connections, and monitoring/enforcing the proper use of
system resources at runtime.

The next 3 sections describe middleware technol ogies based
on the architecture in Figure 2 that we have devel oped to

1. Statically provision QoS resources end-to-end to meet
key requirements. Some DRE systems, such as avionics
mission computing applications, require strict allocation
of critical resources via static QoS provisioning.

2. Monitor and manage the QoS of the end-to-end func-
tional application interactions.

3. Enable the adaptive and reflective decision-making
needed to dynamically provision QoS resources robustly
and enforce the QoS requirements of applicationsin the
face of rapidly changing mission requirements and envi-
ronmental conditions.

4 Static Qos Provisioning and Enfor ce-
ment via QoS-enabled Component
Middleware and CIAO

4.1 Overview of Static QoS Provisioning

Static QoS provisioning refers to pre-determining the re-
sources needed to satisfy certain QoS requirements and allo-
cating the resources of a system before or during start-up time.
Certain applications use static QoS provisioning because they
require tightly bounded predictability for certain functionality
in the systems. On other occasions, static QoS provisioning
may be used for its simplicity.

To address the limitations of existing middleware outlined
in Section 2.4, it is necessary to make QoS provisioning poli-
cies an integral part of component middleware to decouple
QoS provisioning policies from component functionality. This
separation of concerns relieves component developers from
tangling the code to manage QoS resources with the com-
ponent implementation. It simplifies QoS provisioning that
cross-cut multiple interacting components to better ensure
end-to-end QoS behavior. Specifically,

e To perform QoS provisioning end-to-end throughout a
component middleware system robustly, the static QoS
provisioning specifications should be decoupled from
component implementations and specified instead in
component composition metadata. This separation of
concerns helps improve component reusability by pre-
venting a premature commitment to specific QoS provi-
sioning parameters.

e To provision QoS resources that need to be allocated in
a component server, component assembly metadata need
to be extended to allow allocation and configuration for
these resources global to a component server, and be able
to associate them with component instances that share
these resources.

e Component assembly metadata must also be extended to
provision QoS resourcesfor component interconnections.

e To ensure a component server is configured with the
mechanisms needed to support the provisioned QoS re-
quirements, component assembly metadataneed to be ex-
tended to include middleware modules that can configure
component servers.

Figure 3illustrates the types of static QoS provisioning that
are necessary in large-scale DRE applications:

1. CPU resources, which need to be allocated to various
competing tasks in a system to make sure these tasks fin-
ish on time,

2. Communication resour ces, which the middleware uses
to pass messages around to “connect” distributed system
together, and
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3. Distributed middleware configurations, which are
middleware plug-ins that a middleware framework uses
to realize QoS assurance.

4.2 Static QoS Provisioning with CIAO

Figure 4 shows the key elements of the Component-Integrated
ACE ORB (CIAO), which is a QoS-enabled implementation
of CCM developed at Washington University, St. Louis by
extending the TAO ORB [15]. TAO is an open-source, high-
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performance, highly configurable Real-time CORBA ORB

that implements key patterns [16] to meet the demanding
QoS requirements of distributed systems. CIAO enhances
TAO to simplify the development of DRE applications by en-
abling developersto statically provision QoS policies end-to-
end declaratively when assembling a system.

To support the role of the qosketeer, CIAO makes the fol-
lowing extensionsto the CCM to support static QoS provision-
ing:

Component assembly. A component assembly describes
how components are composed into a system. We extend
the notion of component assembly to include server-level QoS
provisioning and implementations for required QoS support-
ing mechanisms. We also extend the assembly descriptor for-
mat to allow QoS provisioning at the component-connection
level.

Client configuration aggregates. We define client-side
configuration specifications to configure the client-side ORB
for support of various QoS provisioning policies. Clients can
then associate with named QoS provisioning policies defined
in an aggregate, interact with servers, and provide end-to-end
QoS assurance. Client configuration aggregates can be in-
stalled into aclient ORB transparently in CIAQ.

QoS-aware containers. They provide the centralized inter-
face for managing provisioned component QoS policies and
interacting with QoS assurance mechanisms required by the
QoS policies.

QoS adaptations. CIAO also supports installation of meta-
programming hooks which can be used to perform dynamic
QoS provisioning.

To support these capabilities, CIAO extendsthe CCM pack-
aging and deployment framework so that system developers
can specify the necessary featuresin component assembly de-
scriptors as various policies. These capabilities enable CIAO
to statically provision the types of QoS resources outlined in
Section 4.1 asfollows:

1. CPU resources— These policies specify how to allocate
CPU resources when running certain tasks, e.g., priority
model of a component instance;

2. Communication resources — These policies specify
waysto reserveand all ocate communication resourcesfor
component connections, e.g., an assembly can demand
a private connection between two critical componentsin
the system, and reserve bandwidth for the connection us-
ing the RSV P protocaol;

3. Distributed middlewar e configuration — These policies
specify the required software modules that control the
QoS mechanismsfor:

e ORB configurations: The ORB needs to know
how to support the functionality required to enable
higher level policies, e.g., installing and configuring
customized communication protocol.



e Meta-programming mechanisms. Software mod-
ules, such as those devel oped with the QuO Qosket
middleware framework, which implement dynamic
QoS provisioning and adaptation can be installed
statically at system composition time via meta-
programming mechanisms, such as smart proxies
and interceptors[17].

System developers can use CIAO to decouple QoS pro-
visioning functionality from component implementation and
compose these static QoS provisioning requirements into a
system at some later point of the development cycle.

5 Dynamic QoS Provisioning and En-
forcement via QuO Adaptive Mid-
dleware and Qoskets

5.1 Overview of Dynamic QoS Provisioning

Dynamic QoS provisioning involves the allocation and man-
agement of resources at run-time to satisfy certain application
QoS requirements. Certain events, such as fluctuations in re-
sourceavailability or changesin QoS requirements, can trigger
reevaluation and reallocation of resources. Middleware sup-
porting dynamic QoS provisioning needs to detect changesin
available resources and either reallocate resources of the sys-
tem, or notify the application to adapt to the change.

As described in Section 1, conventional middleware triesto
isolate applications functionality behavioral aspects, such as
operation invocations, by abstracting these behavioral aspects
under the interface interaction semantic. Although there are
ways to implement dynamic QoS provisioning functionality
in existing applications which use conventional middleware,
naive approaches can yield non-portable code that depends on
specific OS features, tangled implementations that are tightly
coupled with the application software, and other problemsthat
makeit hard to adapt the application to changing requirements.
It istherefore essential to separate the functionality of dynamic
QoS provisioning from both middleware and application func-
tionality.

Figure 5 illustrates the kinds of dynamic QoS provisioning
abstractions and mechanisms that are necessary in large-scale
DRE applications:

1. A design time formalism to specify the level of service
desired by a client, the level of service an object expects
to provide, operating regions indicating possible mea-
sured QoS, and actions to take when the level of QoS
changes.

2. A runtime mechanism to adapt application behavior
based upon the current state of QoS in the system.
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Figure 5: Examples of Dynamic QoS Provisioning

3. A set of interfaces to resources and mechanisms in the
protocol infrastructure that need to be measured and con-
trolled dynamically.

5.2 Overview of QuO

Quality Objects (QuO) [6] is an adaptive middleware frame-
work developed by BBN Technologies that allows the DRE
developer to use aspect-oriented software development [18]
techniquesto separate the concerns of QoS programming from
application logic in DRE applications. The QuO framework
allows DRE devel opersto specify (1) their QoS requirements,
(2) the system elements that must be monitored and controlled
to measure and provide QoS, and (3) the behavior for adapting
to QoS variations that occur at runtime.

Figure 5 also illustrates how the elements in QuO support

the following dynamic QoS provisioning needs:

e Contracts specify the level of service desired by aclient,
thelevel of service an object expectsto provide, operating
regions indicating possible measured QoS, and actionsto
take when the level of QoS changes.



e Delegates act as local proxies for remote objects. Each
delegate provides an interface similar to that of the re-
mote object stub, but adds locally adaptive behavior
based upon the current state of QoS in the system, as
measured by the contract.

e System condition objects provide interfaces to re-
sources, mechanisms, and ORBs in the system that need
to be measured and controlled by QuO contracts.

QuO applications can also use resource or property managers
that manage given QoS resources, such as CPU or bandwidth,
or properties, such as availability or security, for a set of QoS-
enabled server objects on behalf of the QuO clients using those
server objects. In some cases, managed properties require
mechanismsat lower levelsin the protocol stack, such asrepli-
cation or access control. To support this, QuO includes a gate-
way mechanism [19], which enables special -purpose transport
protocols and adaptation below the ORB.

For more information about the QuO adaptive middieware,
see[6, 19, 20, 21].

5.3 Qoskets: QuO Support for Reusing Sys
temic Behavior

One goal of QuO is to separate the role of the systemic QoS
programmer from that of an application programmer. A com-
plementary goal of this separation of programming rolesisthat
systemic behaviors can be encapsul ated into reusabl e unitsthat
are not only developed separately from the applications that
use them, but that can be reused by selecting, customizing,
and binding them to an application program. To support this
goal, we have defined Qoskets as a unit of encapsulation and
reuse of systemic behavior in QuO applications. A Qosket is
each of the following, simultaneously:

e A collection of cross-cutting implementations, i.e, a
Qosket isaset of QoS specificationsand implementations
that are woven throughout a distributed application and
its constituent components to monitor and control QoS
and systemic adaptation.

e A packaging of behavior and palicy, i.e., a Qosket gen-
erally encapsul ates elements of an adaptive QoS behavior
and a policy for using that behavior, in the form of con-
tracts, measurementsand code to provide adaptive behav-
ior

e A unit of behavior reuse, largely focused on a single
property, i.e., a Qosket can be used in multiple applica-
tions, or in multiple ways within a single application, but
typically deals with a single attribute (e.g., performance,
dependability, security)

Qoskets encapsul ate the following systemic QoS aspects:
e Adaptation policies, as expressed in QuO contracts

e Measurement and control, as defined by system condi-
tion objects and callback objects

e Adaptive behaviors, as defined by ASL specifications,
partially specified as templates until they are specialized
to a functional interface, and by contract transitions and
states.

e QoSimplementation, as defined by Qosket methods.

A Qosket is a collection of the interfaces, contracts, system
condition objects, callback objects, unspecialized adaptive be-
havior, and implementation code associated with a reusable
piece of systemic behavior.

The general structure of Qoskets, objects they encapsulate,
and interfaces they expose are illustrated in Figure 6. The

Adapter
Interface

Oosket

2 ——y

System
Condition
Objects

Helper
Methods

Contracts

‘ Qosket
Implementation

i

o ———
Delegate

Interface Callback

Objects

Delegate
Templates

Figure 6: Qoskets Encapsulate QuO Objectsinto Reusable
Behaviors

two interfaces that qoskets expose correspond to these two use
Cases:

e Theadapter interface, which isan application program-
mer interface. Thisinterface providesaccessto QoS mea
surement, control, and adaptation features in the Qosket
(such as the system condition objects, contracts, and so
forth) so that they can be used anywhere in an applica-
tion.

e The delegate interface, which is an interface to the in-
band method adaptation code. In-band adaptive behav-
iors of delegates are conveniently specified in the QuO
ASL language. The adaptation strategies of the delegate
are conveniently encapsulated, and woven into the appli-
cation using code generation techniques.

6 Total QoS provisioning via CIAO
and Qoskets

As discussed in Section 5.3, Qoskets provide abstractions for
dynamic QoS provisioning and adaptive behaviors. However,
the current implementation of Qoskets in QuO requires appli-
cation developers to modify their application code manually
to “plug in” the behavior into existing applications. Instead



of retrofitting DRE applications to use Qosket specific inter-
faces, it would be more desirable to use existing and emerging
COTS component technologies and standards to encapsulate
QoS management.

Conversely, athough CIAO alows system developers to
compose static QoS provisioning, adaptation behaviors, and
middleware support for QoS resources alocating and man-
aging mechanismsinto DRE applications transparently as de-
picted in Section 4.2, CIAO does not provide an abstraction to
model, define, and specify dynamic QoS provisioning. We can
take advantage of CIAQO's capability to transparently configure
Qosketsinto component serversand provide an integrated QoS
provisioning solution, which enables the composition of both
static and dynamic QoS provisioning into DRE applications.

The static QoS provisioning mechanisms of CIAO enables
the composition of qosketsinto applications as part of compo-
nent assemblies. Asshownin Figure 7, CIAO installs agosket
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Figure 7: Composing a qosket using CIAO

using using the following mechanisms:

e QuO delegates can be implemented as smart proxies or
portable interceptors [17] and injected into component
servers using assembly descriptors and the client-side
configuration aggregates described in Section 4.2;

e Likewise, developers can specify Qosket specific ORB
configuration and assemble QoS mechanisms into the
component server or client ORB;

e Out-of-band provisioning and adaptation modules, such
as contracts, system conditions, and callback objects can
be implemented as CCM components and be assembled
into component servers.

While the use of CIAO to compose Qoskets into compo-
nent assemblies simplifies retrofitting, a significant problem
remains open: component cross-cutting. Qoskets are adept at
separating concerns between systemic QOS properties and ap-
plication logic, as well as implementing limited cross-cutting

between asingle client/object pair. Neither Qoskets nor CIAO
currently provides the ability to cross-cut application compo-
nents, however. Many QOS-related adaptations will need to
modify the behavior of several components at once, possibly
in a distributed way. Some form of dynamic aspect-oriented
programming might be used to handle this, but this researchis
ongoing.

7 Concluding Remarks

Component middleware [12] has emerged as a promising so-
lution to many limitations with object-oriented application
frameworks. This type of middleware consists of reusable
software artifacts that can be distributed or collocated through-
out a network. Existing component middleware, however,
does not address DRE application’s QoS provisioning needs
as they often spread beyond component boundary. A QoS-
enabled middleware is necessary to separate the QoS provi-
sioning concerns from application functional concerns.

This paper describes how the standard CCM  specification
is being augmented by the CIAO middleware to support static
QoS provisioning that pre-allocates resources for DRE appli-
cation. We also describe how BBN’s QuO Qoskets middle-
ware framework provides powerful abstractions that help de-
fine and implement reusable dynamic QoS provisioning be-
haviors. By combining QuO Qoskets and CIAO, we are pro-
viding an integrated QoS provisioning solution for DRE appli-
cations. We are applying the total QoS provisioning solution
to several research projectsto demonstrate the effectiveness of
the solution. These projects include composing mission criti-
cal software systems, such as avionics mission computing sys-
tems and avideo distribution system for unmanned air vehicles
(UAV).
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