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Network monitoring is the information collection function of network management. First, this paper
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Network Monitoring

Introduction

Network monitoring provides the information necessary for network management. It isimportant to find
network trends and locate network problems quickly. In this paper, the fundamentals of network
monitoring are discussed at the beginning to set the background for subsequent sections on single
network monitoring and internet monitoring. In the single network monitoring, there are three standards
being discussed: RMON, RMON2 and ATM-RMON. RMON is the remote monitoring standard created
by IETF, Internet Engineering Task Force. It isimplemented in commercial network monitoring
environment. SMIv2, MIB-11, and SNMPv2 are mentioned to provide a background in understanding
RMON. RMONZ2 is the upgrade to RMON. It adds new functionalities to enhance what RMON can do.
SMON is mentioned because it is an extension to RMON2 for switched networks. ATM-RMON isthe
ATM, Asychronous Transfer Mode, equivalent for RMON. ATM is a newer technology and remote
monitoring is new to it. Finally, in the internet monitoring situation, difficultiesin monitoring are
discussed. Then anew idea of objective-driven monitoring is mentioned because it can possibly help
monitor the internet in the future.

[Back to Table of Content]

Fundamentals of Network Monitoring

Network monitoring is the information collection function of network management. Network monitoring
applications are created to collect data for network management applications. The purpose of network
monitoring is the collecting of useful information from various parts of the network so that the network
can be managed and controlled using the collected information. Most of the network devices are |ocated
in remote locations. These devices do not usually have directly connected terminals so that network
management application cannot monitor their statuses easily. Thus, network monitoring techniques are
developed to allow network management applications to check the states of their network devices. As
more and more network devices are used to build bigger networks, network monitoring techiques are
expanded to monitoring networks as awhole.

As more people communicate using networks, networks have become bigger and more complex. The
proliferation of the internet has increased the pace of network expansions. At this age of big and complex
networks, network monitoring applications need to use effective ways of checking the status of their
networks so that network management applications can fully control their network and provide
economical, and high-quality networking services to the users. It is very important to know what are the
goals to achieve in network monitoring. By knowing the goals of network monitoring, network
monitoring application can choose among network monitoring techniques that will best help them
monitor their networks.

There are generally three basic goals for network monitoring[ Stallings Book]:

 Performance monitoring
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 Fault monitoring
« Account monitoring
These goals are three of the five functional areas of network management proposed by OSI, Open

Systems Interconnect. The other two functional areas are not related to network monitoring. They are
configuration management and security management.[ Performance M anagement]

Performance monitoring deals with measuring the performance of the network. There are three important
issues in performance monitoring. First, performance monitoring information is usually used to plan
future network expansion and locate current network usage problems. Second, the time frame of
performance monitoring must be long enough to establish a network behavior model. Third, choosing
what to measure isimportant. There are too many measureable things in a network. But the list of items
to be measured should be meaningful and cost effective. Thislist of items to be measured is called
network indicators because they indicate attributes of the network. Here is an example list of network
indicators] Checklist] in Table 1.

Table 1: A list of network indicators.

Network indicators|Description
The actual time that a user can dial up to a network and the network connection is
available for the user
... [Theactua time that a user can use network nodes, multiplexers and routers without
Node Availability .

having error.
Blocking Factor  |The number of user who cannot access the network because of busy signal in theory.
Response Time  [Thetimeto transmit asignal and receive aresponse for the signal.

Circuit Availability

Fault monitoring deals with measuring the problemsin the network. There are two important issuesin
fault monitoring. First, fault monitoring deals with various layers of the network. When a problem
occurs, it can be at different layers of the network. Thus it isimportant to know which layer is having
problem. Second, fault monitoring requires establishing anormal characteristics of the network in an
extended period of time. There are always errorsin the network but when there are errors, it does not
mean the network is having persistent problems. Some of these errors are expected to occur. For
example, noise in anetwork link can cause transmission errors. The network only has problem when the
number of errors has suddenly increased above its normal behavior. Thus, arecord of normal behavior is
important.

Account monitoring deals with how users use the network. The network keeps arecord of what devices
of the network are used by users and how often they are used. This type of information is used for billing
user for network usage, and for predicting future network usage.

[Back to Table of Content]
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RMON/RMON2

In network monitoring using SNM P, monitored information is seen as a set of managed objects. MIB
defines the set of objects being monitored. MIB iswritten in OSI's Abstract Syntax Notation One
(ASN.1). SMI, Structure of Management Information, is the adapted set of ASN.1 used to describe and
name objectsin MIB. In order to understand RMON, a basic knowledge of SMI, MIB, and SNMP is
required. The latest version 2 will be discussed: SMIv2, MIB-Il and SNMPv2.

SMIiv2

SMI isoriginally used with SNMP to describe and name MIB objects. In January 1996, RFC 1902 has
updated SMI to be used with SNMPv2. In many literature, this updated SM1 isreferred SMIv2. SMIv2is
important because it is aso used by RMONZ2, the latest remote monitoring standard.

SMIv2 is composed of three definitions. module definitions, object definitions, and notification
definitions.

Module definition describes the information module. Aninformation moduleisan ASN.1 module
defined for monitoring. There are three kinds of information modules:

« MIB modules, a set of related managed objects
« Compliance statements for MIB modules, the minimum set of rules used to implement an MIB
« Capahility statements, a set of conceptual capability the MIB should be allowed

Object definition describes the set of managed objects contained in the MIB. Notification definition
describes unsolicited exchange of management information.

MIB-II

MIB, Management Information Base, isaset of inter-related managed objects. The attributes of these
objects should have network monitoring values. MIB is originally used in SNMP. SMI isthe
mechanisem in describing MIB's. MIB may contain several nodes, with which a processing entity called
agent can access management instrumentation; and at least one management station, from where a
network manager can collect statistics; and a management protocol to exchange information between
agents and the management station.

SNMPV2 is updated on January 1996 in RFC 1902. SNMPv2 has added the new exchange of
management information between the agents and the management stations. Since new capabilities are
added, new MIB's are added for SNMPv2. The new set of MIB'sisreferred as MIB-I1.

MIB-I1 are divided into several groups: system, object resource information, SNMP, information for
notifications, well-known traps, set, conformation information, compliance statement and unit of
conformance.

The system group contains objects common to all managed systems. Object resource information
contains objects which describe the SNMPv2 entity's support of various MIB modules. The SNMP group
Isaset of objectswhich provide basic control of an SNMP entity. The information for notification group
defines the set of objects to generate SNMPv2-Trap-PDU's. The well-known traps group defines the set
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of well-known boots-traps. The set group is a collection of objects which allow cooperative use of
SNMPv2 set operation.

The conformation information group is a set of objects for basic requirements. The compliance statement
group contains the minimum set of objects used to implement an MIB. The unit of conformance group
contains units used in conformation information group or things being measured. Here is alist of objects
defined for these groups in table 2.

Table 2: Objects defined for SNMPv2 MIB-11

SNMPv2 Groups Objects

sysDescr, sysObjectID, sysUpTime, sysContact, sysName, sysL ocation,
System :

SysServices

sySORL astChange, sysORTable, sysOREntry, SysOREntry, sysORIndex,
sysSORID, sysORDescr, sysORUpTime

snmp, snmplnPkts, snmplnBadV ersions, snmplnBadCommunityNames,
SNMP snmpl nBadCommunityUses, snmplnASNParseErrs,
snmpEnableAuthenTraps, snmpSilentDrops, snmpProxyDrops

Information for notification snmpTrap, snmpTrapOID

Object resource information

ell-know traps snmpTraps, coldStart, warmStart, authenticationFailure
Set snmpSet, snmpSetSerialNo
Conformation Information |[snmpMIBConformance, snmpMIBCompliances, sn mpMIBGroups
Compliance Statement snmpBasicCompliance

snmpGroup, snmpCommunityGroup, snmpSetGroup, systemGroup,
snmpBasicNotificationsGroup, snmpOutPkts, snmplnTooBigs,
snmplnNoSuchNames, snmplnBadV alues, snmplnReadOnlys,
snmplnGenErr, snmplnTotalReqVars, snmplnTotal SetVars,

Unit of conformance snmpl nGetRequests, snmplnGetNexts, snmplnSetRequests,

snmpl nGetResponses, snmplnTraps, snmpOutTooBigs,
snmpOutNoSuchNames, snmpOutBadV a ues, snmpOutGenErrs,
snmpOutGetRequests, sntmpOutGetNexts, snrmpOutSetRequests,
snmpOutGetResponses, snmpOutTraps, snmpObsol eteGroup

SNMPv2

SNMP, Simple Network Management Protocol, is the internet standardized protocol on network
management. It is used extensively for network monitoring functions such as collection errors and user
statistics. In January 1996, it has been updated to version 2 and is referred to SNMPv2.

SNMPVv2 is created in the object-oriented world. Thus, SNMPv2 is discussed in terms of entities.

SNMPv2 entities have two roles. agent or manager. Agent is a process which uses the network
monitoring instruments. Manager is the process which gets the information collected by the agent. It isan
agent when it performs management operations in response to notifications or when it sends trap
notification. It is a manager when it initiates the management notifications or when it performs
management requests. An SNMPv2 entity may act in either role or in both roles.
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There are three types of access methods provided by SNMPv2. They are manager-request to
manager-response, manager-request to agent-response, or unsolicited agent response. In the first method,
two entities both are acting as managers. One entitiy sends a requestion to the other. Then aresponseis
generated. In the second method, one entity is the manager and the other is the agent. The manager issues
arequest and the agent acts according to the request. In the third method, two entities are required. Oneis
the agent and the other is the manager. The agent sends a message to the manager without receiving any
request. In this case, no additional response is generated by the manager. See Fig 1. for three different
access methods.

Rega

Manager & Lanager

Eesp

UTnsolixited

Fesp
Maessag

1..&L

I Agent

Fig 1. BSNMPvZ Access

SNMPv2 uses message to communicate between all entities. Message size should be maximized when a
message is sent. This message can contain network monitoring statistics. The message size is maximized
so that fewer messages are needed to be sent. This allows fewer fragmentations.

[Back to Table of Content]

RMON Standard

Remote network monitoring (RMON) is the standard of how to monitor internet traffic. Thisisa
standard that is supposedly implemented by internet device vendors so that a network using
RMON-compliant devices can be monitored using RM ON-compliant software.

RMON isoriginaly standardized by RFC 1271 in November 1991, but it is updated by RFC 1757 in
February 1995. RFC 1757 has become the standard which talks about the implementation of RMON.

[REC1757]

The overall goal for RMON isto alow RMON-compliant network monitoring devices to be constructed.
These devices are usually, referred to as monitors or probes, which measure specific aspects of the
network without interfering normal operations. These devices are usually stand-alone devices and located
in remote part of the network or even across network boundaries. The RMON standard allows these
devices to communicate over the network they are monitoring. Usually, RMON is defined so that it can
be implemented in a generic network. But some specification is created for monitoring Ethernet
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networks, sinceit is one of the most popular network used in the internet. The following isalist of goals

for RMON in table 3.
Table 3: List of RMON goals and

explanation.

RMON Goa

Explanation

Offline Operation

RMON-compliant devices can be located in remote location. The
RMON-compliant devices should be standalone so that they can
function and keep on collecting statistics when the network
management is offline.

Proactive Monitoring

RMON-compliant devices should continuously run diagnostics and
keep records of network statistics even if the network is not
experiencing problems. This establishes the normal behavior of the
network so that if the network goes down, the network manager can
have a baseline of network behavior to compare to problem network
behavior.

Problem Detection and Reporting

RMON-compliant devices should be able to detect problemsin
themselves. When a part of the device is malfunctioning, the
RMON-compliant device should notify the network manager the
problem.

RMON-compliant devices should keep useful statistics about the
network even though those statistics are not used for finding out

\VValue Added Data network problems. For example, host traffic can be monitored to see
which host is used most often. These statistics can be used to assist
planning for future network expansion.

RMON-compliants devices can be controlled by and report to more

Multi than a single network manager. This allows redundance to guarantee

ultiple Managers

network management at all times. Also, it allows information

collected to be distributed to different locations.

RMON is an extension of SNMPv2 and is used extensively for network monitoring activities. RMON is
extended by created anew MIB specific for collecting information about the network. This specific MIB
iIsusually referred to RMON-MIB. Inside the RMON-MIB, network monitoring objects are defined and
the objects are separated into ten groups. When one object in agroup isimplemented, al objectsinside
the same group must also be implemented. The objects are listed in table 4.

Table 4: List of RMON group and explanation.

RMON MIB Group|Explanations

ethernet statistics  |Statistics on each monitored Ethernet interface on the RMON-compliant device.

history control Periodic statistical samples of data.

ethernet history

Periodic statistical samples of data from an Ethernet. These statistics are reported
when they are needed.

dlarm threshold, an

Network attributes. When the network attributes are above a certain value or

alarm event will be sent to the network manger.

host Statistical data from all hosts on the network.
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Reporting on a subset of hosts. The subset of hosts is determined by ordering the

hostTopN host statistics and the top of thelist is used.

matrix Connections between two addresses.

filter Packets to be chosen by afilter equation. Chosen packets are recorded.
packet capture Packets to be recorded when the packets go through a specific path.
event Generates and receives events. Events are messages.

Hereis part of an example object etherStatsTable defined in ethernet statistics.

etherStatsTable OBJECT-TY PE
SYNTAX SEQUENCE OF EtherStatsEntry
ACCESS not-accessible
STATUS mandatory
DESCRIPTION
"A list of Ethernet statistics entries."
={ satistics 1}

RMON-compliant devices are controlled by modifying the RMON-MIB. Also, RMON-MIB contains
statistical data collected by the device. The objectsin RMON-MIB can be represented as tables. Thisis
easy for human to understand and manipulate these information. These tables are divided into control
tables and data tables. Control tables have read-write permission. Control tables are updated to set up
new commands for the RMON-compliant device. Data tables have read permission. These tables contain
statistical data.

Hereis an example control and data tablesin fig. 2.

Fig 2: Diagram of made-up control table and data table.

Control Table

Control Index|Control Parameter|Control Owner  |Status Object
1 7 Manager station Ajvalid(1)

2 2 Manager station Blvalid(1)

3 84 Monitor valid(l)

The following data table changes according to parameters set in the control table above.

Data Table

DataControlIndex|Datal ndex|DataV alue
1 1 64

1 1 34

2 2 656

2 4 2

2 5 2

3 1 55

In table-form, RMON-MIB is usually modified by rows. A status object is defined for each row. This
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concept is important because each row has a state at different time. There are three operations.addition,
modification, and deletion. Addition means addng a new row to the table. Modification changes the
content of a specific row. Deletion is the removal of a specific row of the table. When these operations
are executed on the table, the status object for each row changes.

Row addition is done by a series of steps.

« Anindex isrequired to specify the row to be created. The row is created with a status object of
createRequest(2).

« The status object's value is then changed to underCreation(3).

« Rowsexist in the underCreation(3) status until it is created. Then the state object is changed to
valid(1).

« If the row has already been created before the first step, an error is returned.

Row modification is done by two steps. First, the row is deleted, and then the new row is created using
row addition. Row deletion issimple. A row is deleted when its state object is set to invalid.

Since RMON-MIB allows multiple network managers, resource sharing must be taken into account.
There are many possible situations in which two resources will run into sharing problems. A list of
sharing problems are listed in table 5.

Table 5: Sharing problems:

Two managers want to use the same resource and the requests have exceeded the device's capability.

A manager may use aresource for too long of atime. The resource is not available to the rest of the
network.

A manager has forgotten to release an unused resource. The unused resource is not available to the rest
of the network.

The solution to these sharing problemsisto create alabel identifying the owner of the resource. This
allows the manager to recognize unused resources; so that the manager can choose to release the
resources. Also, the label allows the manager to find another manager to negotiate who uses which
resources. Thelabel is called OwnerString. Thereis a special use for the OwnerString. If itsvalueis set
to "monitor" it means the object is intended to be used by the RMON-compliant device and modification
by the network management application should probably not happen. [RFC 2021]

[Back to Table of Content]
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RMONZ2 Standard

RMONZ2 is an extension of RMON that focuses on higher layers of traffic above the medium
access-control(MAC) layer. RMONZ2 has an emphasis on | P traffic and application-level traffic.
RMONZ2 allows network management applications to monitor packets on al network layers. Thisis
difference from RMON which only allows network monitoring at MAC layer or below. RMON2 is
intended to be used by network monitoring applications. It is not intended to be used by human. [RFC

2021]

Each monitored object must have a name, a syntax, an access-level, and an implementation-status. The
name is used to identify the a monitored object. The name has an object type and an object instance.
Usually, the nameis atext string for human to read. The syntax is the structure defined using ASN.1
notation. This abstract structure helps the human to understand the monitored object. The access-level
means whether the monitored object can be read, written or both. Implementation-status is the status of
the actual object. There are four possible values.mandatory, optional, obsolete, or deprecated.

RMONZ2 objects are divided into the following 10 groups: protocol directory,protocol
distribution,address mapping, network layer host,network layer matrix,application layer host,application
layer matrix,user history, probeConfig, rmonConformance. These groups are addition to existing groups
in RMON.

3 enhancements are made to RMON so that RMONZ2 and RMON work well together. DroppedFrames
and LastCreateTime are added back to all tablesin RMON MIB. New function is added the RMON filter
table to filter based on a header offset for any type of protocol even if the protocol header has variable
length. Bits 6-9 are newly defined in the filter and capture groups to support WAN and generic media.
Enhancements are added to instruments which implements both RMON and RMONZ2. They are not
backward implemented in RMON-compliant only instruments.

Like RMON, there are two kinds of tablesin RMONZ2: control tables and data tables. Control tables are
used for configuration and for control of the datatables. Data tables are used for storing statistical data.
Since the control tables control the data table, the control tables can only be modified if the entry
modified is not active. Entries are modified by a sequence of actions. de-activate an entry, make changes,
and then re-activate the entry. RMON2 objects can carry out actions based on the status of their status
when the control tables are modified.

Resources are usually allocated when a new row is added to the control table. It is not a requirement, but
it is recommended the device to find arow to share before creating new rows in the control table. So that
new rows are created at a minimum and resources are not allocated unnecessarily.

In the same group, each object should be unique. When an attempt to create an existing object, an error is
returned. When two management applications attempt to create the same object. The first object will be
created and the second management application will receive an error.

RMON2 can monitor all network layers. It is not limited to MAC or network layer. It can understand and
parse packets from a set of protocol types. The protocol directory keeps track of the set of protocol
packets being monitored. The protocol directory can be modified dynamically. The methods of parsing
different protocol types are pre-defined. The protocol directory is modified to select a subset of it. Since
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It has been expanded into higher network layers, RMONZ2 focuses on packet level monitoring, and
link-level errors are not monitored.

ATM traffic can be counted in RMON2. ATM AAL-5 cell sizeis used as the frame size to count ATM
traffic. But RMON2 has not considered how to capture ATM traffic in the packet capture group.
[Internet Draft RMONPROT]

Thereisahierarachial layer structure in protocol identifiers. The layers are as follows: base Layer
encapsulation Layer and network Layer.

Base layer deals with the hardware dependent aspect of monitoring. RMONZ2 can support up to 255 kinds
of base layer encapsulation. Right now, only 5 base layers are defined. They are Ethernet-Il, Logical

Link Layer, Sub-Network Access Protocol (SNAP), virtua SNAP packets, and one for non-classified
protocol. But this list can be easily expanded by assigning a new base layer value for each new protocol.
Seetable 5. [Internet Draft RMONPROT]

Table 5:Base Layer Encoding Values.

Base Layer ID
Ether2(Ethernet-11) 1
LLC(Logical Link Layer) 2
SNAP(Sub-Network Access Protocol)(3
4
5

Virtual SNAP Packets
lanaAssigned(Non-classifed protocol)

The next layer is encapsulation layer. It is created specifically for VLAN, Virtual Loca Area Network,
(IEEE 802.1Q). Thefinal layer is network layer. This layer includes anything from transport protocol to
application protocols. These are some example network layers currently defined: TCP/IP, ARP, IP,
ICMP, IGMP, GGP, IPIP4, ST, TCP, UCL, EGP, IGP, BBN, NVP2, PUP, ARGUS, EMCON, XNET,
UDP, MUX, DCN-MEAS, ...etc.

[Internet Draft RMONPROT]

RMON2 has been designed for existing networks. But future networks will have higher capacity. Asa
result, more information will be collected. RMON2 is currently being extended to support high capacity
network. But the proposed standard is still being discussed. The new standard shares a similar format as
other RMONZ2 related standards. Groups are added for new functionalities.

There are 15 new groups defined for high capacity network: medial ndependentGroup,

ether StatsHighCapacityGroup, etherHistoryHighCapacityGroup, hostHighCapacityGroup,

host TopNHighCapacityGroup, matrixHighCapacity Group, captureBufferHighCapacityGroup,

protocol DistributionHighCapacityGroup, nlHostHighCapacityGroup, nlMatrixHighCapacityGroup,
niMatrixTopNHighCapacityGroup, alHostHighCapacityGroup, aMatrixHighCapacityGroup,
aMatrixTopNHighCapacityGroup, usrHistoryHighCapacityGroup. These groups are similar to previous
group defined in RMONZ2, but they can process more infomration for high capacity networks. [Internet
Draft HCRMON]

RMON and RMON2 are useful standards. There are already companies providing network monitoring
solutions using RMON and RMON2 standards. Here is alist of major corporations providing RMON and
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RMON2 solutionsin table 6.
Table 6: List of magjor corporations and their RM ON-compliant products

Corporation|Product Implements
3COM Transcend Enterprise MonitorsRMON, RMON2
Cisco SwitchProbes RMON

HP NetMatrix RMON2

DEC clearVISN RMON

[Back to Table of Content]

Proposed SMON

Traditionally, RMON2 is used to monitor frame-based networks such as Ethernet. As switched networks
such as ATM and switched LAN are expanding. RMON2 is being extended to monitor switched
networks.This extension is called SMON, Switched network monitoring. This name is not standardized
yet. [Internet Draft SMON]

There are several issuesin monitoring switched networks that are different from monitoring frame-based
networks. First, datain switched networks are connection oriented and a single monitor cannot capture
data by listening to broadcasts as in frame-based networks. Second, monitoring end-to-end in a switched
network requires many resources. There must be some ways to aggregate the data determined by the
management applications. Third, virtual switched networks must also be considered such as VLAN.
Fourth, packet prioritization exists in swtiched network. Fifth, SMON focuses on packet monitoring in
high layer of the network instead of cellsin lower layer.

SMON sees three different kinds of data sources: RMON data source, VLAN data source, and physical
data source. RMON data source is defined to be compatible with RMON, VLAN data source is defined
to include virtual data source created by VLAN. All other data sources are grouped into physical data
source.

A new copy-port feature is addedin SMON to allow traffic from one switched port to be copied to
another port. This allow traffic to be monitored on different ports. Copy-port feature can be done in three
ways. It can be port-to-port, multiport-to-pot or multiport-to-multiport.

Four bits are added to RMON probeCapabilities bitmask by SMON. These four bits, bit 33-36, are
smonV lanStats, smonPrioStats, dataSource and portCopy. smonVlanStatsisfor VLAN. smonPrioStats
allows usesfor the user priority in VLAN header. dataSource alows all new data source typesto be
specified. portCopy allows copy-port functionality.

[Back to Table of Content]
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ATM-RMON Standard

ATM-RMON is the remote monitoring standard created for ATM networks. ATM network is more
recent technology and its connection oriented feature requires a different set of standards to be
developed. ATM-RMON is developed by the ATM forum and is approved as a standard in the middle of
1997. It isthe equivalent of RMON and RMON2 developed by IETF.

ATM-RMON is designed based on RMON because of several reasons. First, it is compatible with
RMON so that existing RMON applications can run on ATM and reduces the cost of developing new
monitoring applications. Second, many protocols currently monitored by RMON are emulated over
ATM, and RMON is aready used to monitor those data. Third, RMON2 has been added to upgrade
RMON and ATM should anticipate compatiblity issues wtih RMON2. [ATM-RMON]

There are severa issues being addressed since the beginning of ATM-RMON's development. First, it
must provide compatible functions with existing RMON. Second, new functions specific for ATM
networks are added. Third, data collection from source is taken into account. Fourth, resource allocation
should be flexible. Fifth, data reduction mechanism isincorporated. These issues are addressed in order
to make ATM-RMON amore powerful and yet compatible network monitoring standard. As aresult, the
basic MIB for ATM-RMON is created and it is called ATOM MIB(Please noteitisnot ATM MIB).

One difference between ATM-RMON and RMON isthat ATM-RMON does not implement the
hostTopN function and instead, a matrixTopN isimplemented. The matrixTopN is a collection of
hostTopN in atable. Thus ATM-RMON is more complex in this function. Another difference between
ATM-RMON and RMON isthat ATM-RMON does not use data source index to identify data source.
Instead, it uses global tables to define circuit selection groups.

Even though ATM-RMON is based on RMON, it has incorporated many new featuresin RMON2 to stay
compatible in the future. For example, it has included new TopN functions such as 'last-create-time’;
counters are used instead of table size; and Protocol Directory selects which protocol to monitor isalso
included.

ATM-RMON has added basic statistics non-existant in RMON to monitoring ATM specific statistics
such as cells-sent count, cells-received count, number of successful call setups, number of attempted call
setups, and total connection time.

ATM-RMON hasjust been standardized. There are still many insufficiencies in thisversion. First, ATM
network is designed to carry datatraffic, voice, video and other traffic. But only frame-base traffic is
monitored by ATM-RMON. Second, no cell filter nor capture group is specified in ATM-RMON. Thisis
adesign decision to hurry the standardization of ATM-RMON.

No standard exists for monitoring cells. Thus monitoring guideline has been suggested to vendors and let
the vendors to choose which way to implement. Thiswill allow future standardization easier. There are
two options which can vary. The RMON device can be either internal or external. Also, it can allow copy
function to copy traffic to another port or disallow it. By the combincation of these two options, four
methods are suggested to vendors for implementation.

[Back to Table of Content]
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Monitoring Internet

Internet is a network of many networks. Each individual network is owned and operated by different
organizations. Monitoring the internet is different from monitoring a single network because in asingle
network, all components are usually under the control of a single network management, but in the case of
internet, each individual network has different base layer platform and is managed by different network
management.

Monitoring difficulties

The internet is getting more and more difficult to monitor because more and more users are added to it
everyday, and thereis alack of measurements of the quality for the internet as awhole. Thereisno
standardized metric being used in measuring the internet. But usually host response time, time delay, and
loss rate are being measured by individual network. The users of the internet has to measure aspects of
the internet which tell them the performance of their network applications.

There is no standardized monitoring tool for monitoring the internet. Different people use different tools
In monitoring the internet. The most common internet monitoring tools are public domain softwares
because they are available for the internet at extremely low cost and also these public domain softwares
can be easily customized. Several common public domain softwares used in network monitoring are
ping, ftp, and traceroute. [ Tutorial] Ping sends a packet of user data to a specific node and the packet is
echoed back. This allows the measurement of response time and the percentage of packet loss. Ftp
transfers afile from one host to another. This allows the measurement of the data transfer rate.
Traceroute sends packets of ICMP,Internet Control Message Protocol, messages to the host. This allows
the measurement of number of hops to another host and the performance of the route. There are many
other public domain softwares for internet monitoring. For example, arpwatch, nslookup and so on.

[Tools List]

Right now, there is no standardized effort in monitoring the internet as a whole and none is being
researched and developed. The only way to monitoring the internet now is to use existing public
softwares and extend their functionalities. There are couple problems with this approach. First, these
public softwares are not intended for monitoring. Their usage eats up network capacity; thus allowing
only asmall amount of monitoring activities. Second, monitoring the internet is difficult and not many
people are doing it. As aresult, problems are not often reported and consequently solved infrequently. As
aresult, the internet performance is degrading. This phenomenon created by the lack of monitoring is
referred to "gridlock”.[Monitor LAN/WAN]

Objective-driven monitoring

Objective-driven monitoring is a new idea which can be useful to monitor the internet. The basic ideais
to use knowledge base to control alarge number of sensorsinstalled on the network. These large
numbers of sensors can beinstalled on different parts of network and work together to monitor the
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network as awhole. Currently, there is no practical implementation for objective driven monitoring. But
it can possibly be applied to internet in the future.

Objective-driven monitoring is designed for monitoring a distributed computing environment which
carries adiversed classes of traffic and traffic patterns. Tradition network monitoring uses log filesto
record the events or states of the network. In objective-driven monitoring, many sensors are installed on
the network, but they are not always turned on as in the traditional network monitoring strategies. The
number and topology of them to be turned on is determined by a set of rules. A knowledge baseis set up
to apply the rules and gives instructions on which sensors to be turned on. Then the readings from the
sensors can be recorded and analyzed to provide specific answers to questions on network monitoring.
For example, the time delay of a packet can be measured by adding up the time delay in the switch
buffer, link and the switch fabric.

The conceptual design of the objective-driven monitoring system is simple. The basic unit for the
monitoring system is the a system of sensors, a knowledge base, an inference engine. [OD Monitoring]

The locations for installation are studied by the engineers to gather useful information about the network.
The sensors are not always activiated. But when they are used, they can monitor real-time and
non-real-time traffic. These sensors are basically divided into three types. status sensor, event sensor and
derived status sensor. Status sensor records the internal states of the network devices. Event sensor
records the actions carried out by the network devices. Derived status sensor manipulates the recorded
information and stores it in the form of states.

The knowledge base is a database that serves two purpose. It contains the rules specified how to turn on
the sensors and how the data are analyzed.

The inference engine is designed for reasoning on the database. The inference engine consists of the
deductive inference processor and the statistical inference processor. The deductive inference processor
mainly allows the inference engine to use the rules in the database to deduce which sensors should be
turned on. It deals with analyzing the logical rules. The statistical inference processor mainly handles the
data collected. It also uses the rules from the knowledge base to analyze the data using mathematical
inferences.

[Back to Table of Content]

Summary

Network monitoring is an important funtion in network management because it hel ps achieve three of the
five goals in network management: performance monitoring, fault monitoring, and account monitoring.

SMIv2 isthe naming structure used for naming monitored objects. MIB-11 defines how the set of objects
monitored can be defined. SNMPv2 provides the information exchange and backbone for network
monitoring. By adding up SMIv2, MIB-I1, and SNMPv2, RMON is born. RMON isthe first standard in
providing remote monitoring. Bascially, RMON-compliant devices are created to check the status of the
network. In RMON, 10 groups are defined. Each of these groups has its own functions in monitoring.
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RMONZ2 is the upgrade to RMON. It adds new functionalities to extend RMON into higher network
layer. RMONZ2 is still being worked on. But extensions of RMON2 are being proposed. One of the more
important proposal is SMON, which provides network monitoring to switched networks.

ATM-RMON isdesigned for ATM networks. Thisis anew standard based on RMON-like features.
There are still many insufficienies, but it isagood start in providing remote monitoring in ATM
networks.

In monitoring the internet, ssmple public domain softwares are used. But there are many problems
because these softwares are not originally intended for monitoring. The lack of monitoring on the internet
has led to the "gridlock™ problem in which the performance of the internet is degrading. Also, anew idea
of objective-oriented monitoring isintroduced and the ideais to use knowledge base combined with
many sensors to determine the status of the network.

Network monitoring is important and network service providers should pay more attention to it.

[Back to Table of Content]

Abbreviation

o ASN.1--Abstract Syntax Notation One

e ATM -- Asychronous Transfer Mode

o« ATM-RMON -- Asychronous Transfer Mode Remote Monitoring
e« ATOM-MIB -- The basic MIB for ATM-RMON

e ICMP -- Internet Control Message Protocol

o |ETF -- Internet Engineering Task Force

e LAN -- Local area network

e OSI -- Open Systems Interconnect

o MAC -- medium access-control layer

o MIB -- Management Information Base

e MIB-II -- Version 2 of Management Information Base

« RMON -- Remote Monitoring

« RMON2 -- Version 2 of Remote Monitoring

e SMI -- Structure of Management Information

o SMIv2 -- Version 2 of Structure of Management Information
e SMON -- Switch Network Monitoring

o SNMP -- Simple Network Management Protocol

o VLAN -- Virtual Local AreaNetwork

« WAN -- Wide Area Network
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