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# Copyright (c) 1998-9 Anerica Online, Inc. Al Rights Reserved.
#

This programis free software; you can redistribute it and/or
modi fy it under the terns of the GNU General Public License

as published by the Free Software Foundation; either version 2
of the License, or (at your option) any later version

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; without even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the
G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 59 Tenple Place - Suite 330, Boston, MA 02111-1307

HERFHFHHFHHHHEHERHR

Version: TOCl.0

Thi s docunment describes the protocol between TOC and TOC clients.
The protocol is built on TCP. Framing is done by SFLAP,
described at the bottom of this docunment. 1nside each

SFLAP frame is a TOC comand

The TOC protocol is ASCI|I based, and special attention

must be placed argunent separation. The separator and

the rules of separation are different for messages inbound
to TOC and outbound to the client. The rules of separation
are described in sections bel ow

The TOC server is built mainly to service the TIC and Ti K clients. Since
the TICclient is a Java applet, and downl oadable, TOC will NOT support
mul ti ple TOC protocol versions at the sane tine. Therefore, TiK

users will be forced to upgrade if the protocol version changes.

TOC sends down the protocol version it expects the client

to speak and understand. Note, the protocol version is a string.

I nportant Notes

* TOC will drop the connection if a command exceeds the maxi num
I ength, which is currently 2048 bytes. So the client needs to
spend special attention to im chat, and config nessage | engths.
There is an 8k length maxi mumfrom TOC to the client.

* No commands shoul d be sent to TOC (besides toc_signon) before
a SIGNON is received. |If you do send a conmand before SI GN_ON
the conmand will be ignored, and in some case the connection
wi |l be dropped.

* |nitial permt/deny itens should be sent after receiving SIGN ON
but before sending toc_init_done, otherwi se the user will flash
on peopl es buddylist who the user has denied. You will probably
want to send the toc_add buddies at this tinme al so.

* After TOC sends the PAUSE nessage to a client, all nessages sent
to TOC will be ignored, and in sone cases the connection will
be dropped. Another SIGN ON nessage will be sent to the client
when it is online again. The buddy list and pernit/deny items nust
be sent again, followed by the toc_init_done. |In nost cases the
SI GN_ON message will be sent between 1-2 seconds after the
PAUSE nessage. Therefore a client could choose to ignore the
PAUSE nmessage and hope not hi ng bad happens.

Cdient -> TOC

USA.
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The conmands and the argunents are usually separated by whitespaces. Argunents
wi th whitespace characters should be enclosed in quotes. Dollar signs,

curly brackets, square brackets, parentheses, quotes, and backsl ashes

must all be backsl ashed whether in quotes or not. It is usually

a good idea just to use quotes no matter what. Al user names fromclients

to TOC should be nornalized (spaces renoved and | owercased), and therefore

are the one exception to the always use quotes rule.

When sendi ng commands to the server you will not get a response
back confirmng that the command format was correct or not! However
in some cases if the conmand format was incorrect the connection
wi Il be dropped.

Roasti ngStri ng="Ti ¢/ Toc"

toc_signon <authorizer host> <authorizer port> <User Nane> <Password>
<l anguage> <versi on>

The password needs to be roasted with the Roasting String if
com ng over a FLAP connection, CP connections don't use
roasted passwords. The | anguage specified will be used
when generating web pages, such as the get info pages.
Currently the only supported | anguage is "english".
If the language sent isn't found, the default "english"
| anguage will be used. The version string will be used
for the client identity, and nust be | ess then 50
characters.

Passwords are roasted when sent to the host. This is done so they
aren’t sent in "clear text" over the wire, although they are stil
trivial to decode. Roasting is performed by first xoring each byte
in the password with the equival ent nodulo byte in the roasting
string. The result is then converted to ascii hex, and prepended
with "Ox". So for exanple the password "password" roasts to
"0x2408105¢23001130"

toc_init_done
Tells TOC that we are ready to go online. TOC clients should first
send TOC the buddy list and any permt/deny lists. However toc_init_done
must be called within 30 seconds after toc_signon, or the connection
will be dropped. Renenber, it can’t be called until after the SI GN_ON
message is received. Calling this before or nultiple tines after a
SIGN ON wi Il cause the connection to be dropped

toc_send_i m <Desti nation User> <Message> [ aut 0]
Send a nessage to a renote user. Remenber to quote and encode the
message. |If the optional string "auto” is the | ast argunent, then the
auto response flag will be turned on for the im

toc_add_buddy <Buddy User 1> [<Buddy User2> [<Buddy User 3> [...]]]
Add buddies to your buddy list. This does not change your
saved config.

toc_renove buddy <Buddy User 1> [<Buddy User2> [ <Buddy User 3> [...]]]
Renove buddi es fromyour buddy list. This does not change your
saved confi g.

toc_set_config <Config I|nfo>
Set the config information for this user. The config information
is line oriented with the first character being the itemtype
foll owed by a space, with the rest of the line being the item
value. Only letters, nunmbers, and spaces should be used. Renenber
you will have to enclose the entire config in quotes.

I tem Types:
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- Buddy Group (Al Buddies until the next g or the end of config
are in this group.)

- A Buddy

Person on permt |ist

- Person on deny Iist

- Permt/Deny Mbde. Possible values are

1 - Permt Al

2 - Deny Al

3 - Permit Sone

4 - Deny Some

3 QT T (o]
1

toc_evil <User> <nornf anon>
Evil/Warn soneone el se. The 2nd argunent is either the string
"norm for a normal warning, or "anon" for an anonynous
warning. You can only evil people who have recently sent you
ims. The higher sonmeones evil level, the slower they can
send nessage.

toc_add pernmit [ <User 1> [<User 2> [...]]]
ADD the followi ng people to your permt node. |If
you are in deny node it will switch you to pernit
mode first. Wth no argunents and in deny node
this will switch you to permit none. If already
in permt node, no argunents does not hing
and your pernit list remains the sane.

toc_add_deny [ <User 1> [<User 2> [...]]]
ADD the followi ng people to your deny node. |f
you are in pernmt node it will switch you to
deny node first. Wth no argunents and in permnit
node, this will switch you to deny none. If
al ready in deny node, no argunents does nothing
and your deny list remai ns unchanged.

toc_chat _j oi n <Exchange> <Chat Room Name>
Join a chat roomin the given exchange. Exchange is
an integer that represents a group of chat roons.
Di fferent exchanges have different properties. For
exanpl e sonme exchanges m ght have roomreplication (ie
a roomnever fills up, there are just nultiple
i nstances.) and sonme exchanges ni ght have navi gationa
i nformati on, and sone exchanges nmight have ... Currently
exchange shoul d al ways be 4, however this may
change in the future. You will either
receive an ERROR if the roomcouldn’t be joined
or a CHAT_JA N message. The Chat Room Name
is case insensitive and consecutive spaces
are renoved

toc_chat _send <Chat Room | D> <Message>
Send a nessage in a chat roomusing the chat room
id fromCHAT_JON. Since reflection is always on in
TOC, you do not need to add the nessage to your chat U,
since you will get a CHAT IN with the nessage.
Renenber to quote and encode t he nessage.

toc_chat _whi sper <Chat Room | D> <dst_user> <Message>
Send a nmessage in a chat roomusing the chat room
id fromCHAT_JO N This nessage is directed at
only one person. (Currently you DO need to add this to
your U .) Renenber to quote and encode the nessage.
Chat whispering is different fromIM since it is |linked
to a chat room and should usually be displayed in the chat
room Ul .
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toc_chat _evil <Chat Room | D> <User> <norni anon>
Evil/Warn soneone el se inside a chat room The 3rd argunent is either
the string "nornmf for a normal warning, or "anon" for an anonynous
warning. Currently chat evil is not turned on in the chat conpl ex.

toc_chat _invite <Chat Room ID> <lnvite Msg> <buddyl> [ <buddy2> [ <buddy3> [...]]]
Once you are inside a chat roomyou can invite other people into
that room Renenber to quote and encode the invite nessage.

toc_chat | eave <Chat Room | D>
Leave the chat room

toc_chat _accept <Chat Room | D>
Accept a CHAT_I NVI TE nessage from TOC. The server will send a
CHAT_JAO N in response

toc_get _i nfo <user name>
Gets a user’s info a GOTO URL or ERROR nessage will be sent back to the
client.

toc_set _info <info information>
Set the LOCATE user information. This is basic HTM.
Renenber to encode the info.

toc_set _away [<away nessage>]
if the away message is present, then the unavail abl e
status flag is set for the user. |f the away nessage
is not present, then the unavail able status flag is
unset. The away nessage is basic HTM., remenber to
encode the information.

toc_get _dir <usernane>
Gets a user’s dir info a GOTO URL or ERROR nessage will be sent back to the
client.

toc_set _dir <info infornmation>

Set the DIR user information. This is a colon separated fields as in:

"first nane":"m ddl e name": "l ast nane":"nmai den nanme":"city":"state":"country":"enail":
"al | ow web searches"

Shoul d return a DI R_STATUS nsg. Having anything in the "all ow web searches"

field all ows people to use web-searches to find your directory info.

O herwi se, they'd have to use the client.

toc_dir_search <info informtion>
Performa search of the Oscar Directory, using colon separated fields as in:
"first nane":"m ddl e name": "l ast nane":"nmaiden name":"city":"state":"country":"email"
Returns either a GOTO URL or ERROR nsg.

toc_set _idle <idle secs>
Set idle information. If <idle secs>is O then the user isn't idle at all
If <idle secs> is greater then O then the user has already been idle

for <idle secs> nunmber of seconds. The server will automatically
keep increnenting this nunber, so do not repeatedly call wth new
ide tines.

toc_set_caps [ <Capability 1> [<Capability 2> [...]]]
Set ny capabilities. Al capabilities that we support need to
be sent at the sane time. Capabilities are represented by
UUl Ds.

toc_rvous_propose - Not |nplenented Yet
toc_rvous_accept <nick> <cooki e> <service> <tlvlist>

Accept a rendezvous proposal fromthe user <nick>
<cookie> is the cookie fromthe RVOUS PROPCSE
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message. <service> is the UU D the proposal was
for. <tlvlist> contains a list of tlv tags foll owed by
base64 encoded val ues.

toc_rvous_cancel <ni ck> <cooki e> <service> <tlvlist>
Cancel a rendezvous proposal fromthe user <nick>
<cooki e> is the cookie fromthe RVOUS PROPCSE
nmessage. <service> is the UU D the proposal was
for. <tlvlist> contains a list of tlv tags foll owed by
base64 encoded val ues.

toc_format_ni cknanme <new for mat >
Ref ormat a user’s nickname. An ADM N NI CK _STATUS or ERROR nessage wil |
be sent back to the client.

t oc_change_passwd <exi sting_passwd new_passwd>

Change a user’s password. An ADM N _PASSWD STATUS or ERROR nessage wi | |
be sent back to the client.

TOC -> dient

Al'l user nanes from TOC to client are NOT nornalized, and are

sent as they should be displayed. String are NOT encoded, instead
we use colons as separators. So that you can have col ons inside
of messages, everything after the col on before :<Message> shoul d
be considered part of the nmessage (ie don't just "split" on col ons,
instead split with a max nunber of results.)

SI GN_ON: <C i ent Version Supported>
This is sent after a successful toc_signon conmand is sent to TOC
If the command was unsuccessful either the FLAP connection will
be dropped or you will receive a ERROR nessage.

CONFI G <confi g>
A user’s config. Config can be enpty in which case the host was not able to
retrieve it, or a config didn't exist for the user. See toc_set_config
above for the fornmat.

NI CK: <Ni ckname>
Tells you your correct nicknane (ie howit should be capitalized and
spaci ng)

I M I N: <Source User>: <Auto Response T/ F?>: <Message>
Receive an IMfrom sone one. Everything after the third colon is
the i ncom ng nessage, including other col ons.

UPDATE_BUDDY: <Buddy User>: <Online? T/ F>: <Evil Anopunt>: <Si gnon Ti ne>: <l dl eTi ne>: <UC>
This one conmand handl es arrival /depart/updates. Evil Amount is
a percentage, Signon Tinme is UNI X epoc, idle time is in nminutes, UC (User C ass)
is atw/three character string.

uc[ 0] :

' - lgnore

A - On AL

uc[ 1]

7 - lgnore

A - GCscar Adnmin
U - Gscar Unconfirned
'O - Gscar Nornal
uc| 2]

"\0" - Ignore

7 - lgnore

"U - The user has set their unavail able flag.
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ERROR: <Error Code>: Var args
* CGeneral Errors *

901 - $1 not currently available
902 - Warning of $1 not currently avail able
903 - A nessage has been dropped, you are exceedi ng

the server speed lint

* Admn Errors *

911 - Error validating input

912 - Invalid account

913 - Error encountered whil e processing request
914 - Service unavail abl e

* Chat Errors *

950 - Chat in $1 is unavail able.

* IM& Info Errors *

960 - You are sending nessage too fast to $1

961 - You missed an imfrom $1 because it was too big.

962 - You missed an imfrom $1 because it was sent too fast.

* Dir Errors *

970 - Failure

971 - Too many mat ches

972 - Need nore qualifiers

973 - Dir service tenporarily unavail abl e
974 - Email | ookup restricted

975 - Keyword | gnored

976 - No Keywords

977 - Language not supported

978 - Country not supported

979 - Failure unknown $1

* Auth errors *

980 - Incorrect nickname or password.

981 - The service is tenporarily unavail able.

982 - Your warning level is currently too high to sign on
983 - You have been connecting and

di sconnecting too frequently. Wit 10 minutes and try again.
If you continue to try, you will need to wait even | onger
989 - An unknown signon error has occurred $1

EVI LED: <new evi | >: <nane of eviler, blank if anonynous>
The user was just eviled.

CHAT_JO N: <Chat Room | d>: <Chat Room Nane>
W were able to join this chat room The Chat RoomlId is
internal to TOC.

CHAT_I N: <Chat Room | d>: <Sour ce User >: <\hi sper? T/ F>: <Message>
A chat nessage was sent in a chat room

CHAT_UPDATE BUDDY: <Chat Room | d>: <l nsi de? T/ F>: <User 1>:<User 2>..
Thi s one conmand handl es arrival /departs froma chat room The
very first nessage of this type for each chat room contains the
users already in the room

CHAT | NVI TE: <Chat Room Nane>: <Chat Room | d>: <l nvite Sender >: <Message>
We are being invited to a chat room

CHAT _LEFT: <Chat Room | d>
Tells tic connection to chat room has been dropped
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GOTO_URL: <W ndow Nane>: <Ur | >
Goto a URL. Wndow Narme is the suggested internal nane of the w ndow
to use. (Java supports this.)

DI R_STATUS: <Ret urn Code>: <Opti onal args>
<Return Code> is always 0 for success status

ADM N_NI CK_STATUS: <Ret urn Code>: <Opti onal args>
<Return Code> is always O for success status.

ADM N _PASSWD STATUS: <Ret urn Code>: <Opti onal args>
<Return Code> is always 0 for success status

PAUSE
Tells TIC to pause so we can do mgration

RVOUS_PROPCSE: <user >: <uui d>: <cooki e>: <seq>: <ri p>: <pi p>: <vi p>: <port >
[:tlv tagl:tlv valuel[:tlv tag2:tlv value2[:...]]]
Anot her user has proposed that we rendezvous with themto
performthe service specified by <uuid>  They want us
to connect to them we have their rendezvous ip, their
proposer _ip, and their verified ip. The tlv values are
base64 encoded.

Typi cal Signon Process

Except for the section marked optional this is an sequenti al
process. Each |ine MJST occur before the follow ng |ine.

* Cient connects to TOC

* Cdient sends "FLAPOMr\n\r\n"

* TOC sends Cient FLAP SI GNON

* Client sends TOC FLAP Sl GNON

* Cient sends TOC "toc_si gnon" nessage

* if login fails TOC drops client’s connection

el se TOC sends client SIGN.ON reply

if Adient doesn't support version it drops the connection

*

[ BEG N OPTI ONAL]

* TOC sends Cient CONFIG

* Cient sends TOC permt/deny stuff

* Cient sends TOC toc_add _buddy nessage
[ END OPTI ONAL]

* Client sends TOC toc_init_done nmessage

SFLAP Docunent ati on

SFLAP is pretty rmuch a FLAP connection except the DATA frame payload is a nul
term nated string when traveling fromclient to host, it is NOI nul

term nated when traveling fromhost to client. The FLAP Header is binary

data, and is in network byte order. The data portion is at offset 6, after the
header. The sequence nunber is sequential in each direction. So

packets fromthe server to client have one sequence nunber, while

the packets fromthe client to server have an i ndependent

i ncreasi ng nunber.

FLAP Header (6 bytes)

O f set Size Type
0 1 ASTERI SK (literal ASCI1 '*')
1 1 Frame Type
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2 2 Sequence Numnber
4 2 Data Length

Valid Frame Type Val ues

1  SIGNON

2 DATA

3 ERROR (Not used by TOC)
4 SI GNOFF (Not used by TOC)
5 KEEP_ALI VE

TOC SI GNON FRAME TYPE

Sequence Number contains the initial sequence nunber used in each direction.
Data Length contains the payload length, with the payl oad descri bed

bel ow. The payload area is NOT null term nated.

Host To dient:
4 byte FLAP version (1)

Client To Host:
4 byte FLAP version (1)
2 byte TLV Tag (1)
2 byte Normalized User Name Length
N byte Nornmalized User Name (NOT null termn nated)

TOC DATA FRAME TYPE

Sequence Nunber contains the next sequence nunber.

Data Length is the length of the payload, including the null termination
fromclient to host.



