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Abstract

The manner in which one can apply the security features of current middleware platforms, like Enterprise Java Beans
andCORBA, are either too simple and limited or too complex and difficult to use. In both cases are the provided fea-
tures static and do not support the flexibility needed in a wide range of applications. This paper presents an approach
to flexible security mechanisms in the context of a reflective middleware architecture. The reflective middleware
OOPPis a component and capsule (container) based platform providing its reflective features through a set of distinct
meta-models. Flexible security mechanisms are provided using a specialized programming language called Obol. In
oopPprthe flexible security mechanisms based on Obol is a subset of the reflective features of the middleware platform.
In particular Obol and its machinery is a subset of one distinct aspect or meta-model of the middleware platform.

1 Introduction ble to assign different access rights to the two principals
Bob as Manager and Aliceas Manager without having
to create new users in the system [5]. Another limitation
Middleware is used to help programmers to create disis how to integrate such a solution into an existing secu-
tributed (and complex) applications [1, 2]. It presents arity infrastructure (i.e. Kerberos) or take new technology
set of useful programming abstractions hiding the detailsn use within the existing framework (such as smartcards
of distributed programming (i.e. providing transparen- or pki).
cies). The consequence is that the middleware providers
have made a lot of decisions on behalf of the program- The second approach uses a |arge and Complex set
mer about the behavior of the programming abstractionsef security programming abstractions. This complexity
This is also true for the security features. The result isand overhead might be present even if the programmer
that a given middleware platform, either provides a sim-does not use the most complex security features pro-
ple programming abstraction for its not-so powerful se-vided. ThecoRBA security reference model presented
curity features, or it provides a complex set of program-in [6] is hard to implement correctly, and subsequently
ming abstractions for its powerful security features. also complex to use. The security subsystem is a chal-
lenge to understand and use even by experienced system
The first approach, with simple security programmingdesigners.
abstractions, is easy to use but the provided security fea-
tures might not be powerful enough for a given applica-
tion. For example, an Enterprise Java Beans containeé OOPP
[3, 4] can have access control lists (ACLs) for provided
interfaces. Users listed in an ACL are identified and au-
thenticated by user names and passwords. Such an ap-
proach has some limitations. Itis difficult to delegate ac-OOPP (Openors Python Prototype) is a prototype of
cess rights, either to users as such or to composite usefde Openers architecture [7, 8] adding features for

acting in specific dles. In particular, it must be possi- quality of service management [9]. The programming
: _ model of ooprp is influenced by thelso Reference
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Figure 1: An example with components and two capsdlesd B.

explicit bindings, different types of interfaces, compos-3 Programmable security
ite components, naming service, and capsules. The cap-
sule is the runtime abopPcomponents. It manages and
provides services to its local components. Figure 1 isexperience shows that well designed security regimes
an example of some components in thepPprogram-  entrench the systems they are part of, and few aspects
ming model. The smaller light grey circles are compo-of a system are left unaffected. Experience also shows
nents and the two large circles are capsules. The smathat the better the security needs of the system are un-
T-shaped attachments to the components are interfacegerstood, the “better” the design of the security infras-
Interfaces are connected with local bindings (e.qg the lotructure will be. The fundamental problem when secu-
cal binding between an interface of componenand  rity mechanisms are designed for middleware systems is
an interface of componen). Component: has an im-  that the mere existence of middleware is in contradiction
plicit binding to a name server and component and  to the lessons learned. In particular, the actual security
c are connected with an explicit binding. This binding needs of applications vary widely, not only between ap-
is a distributed (and composite) component. The bindplications, but also over the different invocations of an
ing and the other components are connected with locahpplication.
bindings (two connected interfaces).
This, of course, is the same line of arguments, albeit

Oorp (and OpeneRrB) tries to overcome the limita- in a different setting, that is used to support reflective
tions in current middleware platforms by opening up themiddleware. We believe that the most viable response
ORB implementation. This is done through the conceptis the same as for middleware systeprogrammable
of reflection [11]. Access to the implementation is pro- security
vided through a distinct set of meta-models [12]. Each
meta-model provides a meta-object protoaabe) [13]
used to inspect and manipulated the part of the impleg 1 Opol
mentation exposed through this meta-model. €he
capsulationmeta-model provides access to the imple-

mentation of_OOPPcomponent;, and mterfacgs. It can the programming language Obol is designed solely to
be used to inspect and manipulate their implementag, oqram security protocols. The language enables sup-
tion including adding new methods to components angyjiers of software components to augment their appli-

interfaces, installing pre- and post-functions on meth-4tions security requirements in the form of a program

ods, and changing the implementation (class) of COMyaiher than requesting it in the deployment descriptor.

ponents. Theompositionmeta-model provides access |, particular, the protocol can be supplied or changed

to the component graph representing a composité coMygiar the application itself has been deployed. To see
ponent. It can be used to inspect and manipulate thig,e significance of this, consider the case where a third
graph. Theenvironmentmeta-model provides access party supplier changes the protocol she requires her cus-
to the mechanisms and policy for queuing, synchro-omers 1o use. To continue to use the service, the soft-
nization, scheduling, and dispatching messages (methagare components must either be re-implemented with
calls). Theresourcemeta-model provides access to the iha new protocol, or a container must be augmented with
allocation and management of resources associated Wit o new protocol. Both are major undertakings, particu-

acomponent or an interface. larly from a logistic point of view.

Obol is asafelanguage in the sense that it can be ex-
ecuted without the risk of compromising the container,



L (believe $P name self variable of theypeshared-key can hold a shared en-

é Egg::gzg :S 2:;:: dkey) 0x12345..) cryption and decryption key (which represents a com-

4 (generate $N nonce 128) munication channel). 'I_'he first_fou_r lines in the example

5 (send $Q $P $Q $N) above creates four variabledP is given the local name

6 (receive $Q $Q $P (decrypt $K $N *1)) (self holds system specific information about the lo-

7 (send $Q $P $Q *1) cal user and her environmen§Q is given the name of

8 (return t) the other party$K is a key shared betwedi and$Q,
and$N is a 128 bits nonce generated at runtime. In line

Figure 2: An Obol program. 5 a message containing the two names and the gener-

ated nonce is sent Q (the first argument oéend is

the receiver). In the next line a message containing the
two names and a block encrypted with the §¢is re-
ceived. The encrypted block should include the nonce
$N and an anonymous variables given the néthe In

line 7 a message containing the two names and the re-
ceived anonymous variabté is sent back t&Q.

Environment

Most existing protocol languages focus on verifica-
tion of the protocols the languages describe. Obol is
a language tailored for the implementation of network
security protocols. The primitives in Obol are geared
specifically towards cryptographic or security protocols.
These protocols use cryptographic machinery to estab-
lish certain properties of messages. These properties can
be integrity, secrecy and origin. Authentication proto-
cols can for example be used to exchange a session key
between two parties, to establish mutual authentication,
to establish the presence of a participant, or all three at
the same time.

Figure 3: Lobo inooppP

Obol has been designed for the exploration of replace-
able and programmable protocols in the setting of re-

the performance is good (it can be compiled to machinef!‘:’cwe middleware. Somet'm‘?s th? Obol |mplementa-
code), and since itis geared towards a specific purpose, it ©f the corresponding functionality of a given proto-
is powerful and programs are short. The foremost advanc®! could be (syntactical) incompatible with the existing
tage of using a programming language is that it makes iprotocol |m_plementat|0n, but we be_zhe\(e that Obql can
possible to both impose and benefit from constraints. A€ used to implement any communication semantics.
language, as opposed to api, provides both the means
to restrict the design choices available to the program-
mer and at the same time create a setting where the fuf  Obol in OOPP
advantages can be taken in terms of performance and
safety.
The Obol programs (i.e. protocols) have to be interpreted

Figure 2 is a short example (less than 200 bytes) of ar executed in a runtime. This runtime is called Lobo.
protocol used to establish the fact that the other party isn oopPr, Lobo is included in capsules. An Obol pro-
present (on line). We will not go into details about how gram installed in Lobo provides an implementation of
this protocol works, the correctness of it, and the servea given security protocol. Theop of the environment
side of the protocol. The purpose of this example is tometa-model is used to access and install Obol programs
give an idea about what an Obol program is. in Lobo. Figure 3 illustrates Lobo in the environment

meta-model oboPR

Variables are identified by having & ‘prefix. Anony-
mous (type-less) variables have*a prefix. A variable As an example of how Obol can be applied, consider
of the typename includes an address (enough informa- a component that needs to access an external service in
tion to locate whatever the variable is referring to). A a secure manner. The client side of the security proto-



1 c.environment = environment(c) also makes it possible to upgrade from one version of a

2 s = c_environment.obol.add(p) protocol to another without starting a major implemen-
3 c_environment.obol.run(s) tation effort.

Figure 4: Installing Obol program. Obol implements a set of cryptographic primitives.

The quality of such code must be very high. By pro-

col for this service is installed in Lobo through the envi- Viding such primitives in the runtime of a high-level lan-
ronment meta-model. The application accesses the seguage we centralize the code. We believe that it should
vice in the same way it accesses the interface of othePe possible for a programmer using Obol to apply poten-
(non-secure) services. Lobo performs the actual secuially complex cryptographic protocols to a system with-
rity protocol, and the security protocol is not exposed atout having to embark on the implementation endeavor
the business logic level. Figure 4 lists the Python used'ecessary to implement every detail of the protocols.
code to install this client side security protogoin the
component (cis a binding to the external service). Line
1is used to get access to the environment meta-model @ Acknowledgments
component. In line 2 and 3 the Obol programis in-
stalled in the Lobo runtime and then started.
The research described in this paper has been sup-

Another example involves two components hosted inported by the Norwegian Research Council (IKT 2010,
two differentooppcapsules. Componefit in capsule  project number 146986/431). We would also like to ac-
A acts as a client accessing the services of componemkiowledge the contributions from the other members of
S in capsuleB. The client side of the protocol is in- the Arctic Beans project, the Arctic Beans cooperative
stalled in Lobo in capsulel. The server side of the se- projects, and the Arctic Beans industrial partners. Par-
curity protocol installed in Lobo in capsule. Figure 5 ticular thanks to Gianluca Dini, Randi Karlsen, Weihai
illustrates this setup. The environment meta-models ofYu, Andrea Bottoni, Vegard Bgnes, Feico Dillema and
componentC' andS are exposed to show the communi- Ragnhild Varmedal.
cation between the client and server side of the security
protocol.
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