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Abstract
The manner in which one can apply the security features of current middleware platforms, like Enterprise Java Beans
andCORBA, are either too simple and limited or too complex and difficult to use. In both cases are the provided fea-
tures static and do not support the flexibility needed in a wide range of applications. This paper presents an approach
to flexible security mechanisms in the context of a reflective middleware architecture. The reflective middleware
OOPPis a component and capsule (container) based platform providing its reflective features through a set of distinct
meta-models. Flexible security mechanisms are provided using a specialized programming language called Obol. In
OOPPthe flexible security mechanisms based on Obol is a subset of the reflective features of the middleware platform.
In particular Obol and its machinery is a subset of one distinct aspect or meta-model of the middleware platform.

1 Introduction

Middleware is used to help programmers to create dis-
tributed (and complex) applications [1, 2]. It presents a
set of useful programming abstractions hiding the details
of distributed programming (i.e. providing transparen-
cies). The consequence is that the middleware providers
have made a lot of decisions on behalf of the program-
mer about the behavior of the programming abstractions.
This is also true for the security features. The result is
that a given middleware platform, either provides a sim-
ple programming abstraction for its not-so powerful se-
curity features, or it provides a complex set of program-
ming abstractions for its powerful security features.

The first approach, with simple security programming
abstractions, is easy to use but the provided security fea-
tures might not be powerful enough for a given applica-
tion. For example, an Enterprise Java Beans container
[3, 4] can have access control lists (ACLs) for provided
interfaces. Users listed in an ACL are identified and au-
thenticated by user names and passwords. Such an ap-
proach has some limitations. It is difficult to delegate ac-
cess rights, either to users as such or to composite users
acting in specific r̂oles. In particular, it must be possi-
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ble to assign different access rights to the two principals
Bob as Manager and Aliceas Manager without having
to create new users in the system [5]. Another limitation
is how to integrate such a solution into an existing secu-
rity infrastructure (i.e. Kerberos) or take new technology
in use within the existing framework (such as smartcards
or PKI).

The second approach uses a large and complex set
of security programming abstractions. This complexity
and overhead might be present even if the programmer
does not use the most complex security features pro-
vided. TheCORBA security reference model presented
in [6] is hard to implement correctly, and subsequently
also complex to use. The security subsystem is a chal-
lenge to understand and use even by experienced system
designers.

2 OOPP

OOPP (Open-ORB Python Prototype) is a prototype of
the Open-ORB architecture [7, 8] adding features for
quality of service management [9]. The programming
model of OOPP is influenced by theISO Reference
Model for Open Distributed Processing (RM-ODP) [10].
RM-ODP provides a rich vocabulary and grammar for
describing a distributed system, including implicit and
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Figure 1: An example with components and two capsulesA andB.

explicit bindings, different types of interfaces, compos-
ite components, naming service, and capsules. The cap-
sule is the runtime ofOOPPcomponents. It manages and
provides services to its local components. Figure 1 is
an example of some components in theOOPPprogram-
ming model. The smaller light grey circles are compo-
nents and the two large circles are capsules. The small
T-shaped attachments to the components are interfaces.
Interfaces are connected with local bindings (e.g the lo-
cal binding between an interface of componenta and
an interface of componentb). Componenta has an im-
plicit binding to a name servern and componentb and
c are connected with an explicit binding. This binding
is a distributed (and composite) component. The bind-
ing and the other components are connected with local
bindings (two connected interfaces).

OOPP (and Open-ORB) tries to overcome the limita-
tions in current middleware platforms by opening up the
ORB implementation. This is done through the concept
of reflection [11]. Access to the implementation is pro-
vided through a distinct set of meta-models [12]. Each
meta-model provides a meta-object protocol (MOP) [13]
used to inspect and manipulated the part of the imple-
mentation exposed through this meta-model. Theen-
capsulationmeta-model provides access to the imple-
mentation ofOOPP components and interfaces. It can
be used to inspect and manipulate their implementa-
tion including adding new methods to components and
interfaces, installing pre- and post-functions on meth-
ods, and changing the implementation (class) of com-
ponents. Thecompositionmeta-model provides access
to the component graph representing a composite com-
ponent. It can be used to inspect and manipulate this
graph. Theenvironmentmeta-model provides access
to the mechanisms and policy for queuing, synchro-
nization, scheduling, and dispatching messages (method
calls). Theresourcemeta-model provides access to the
allocation and management of resources associated with
a component or an interface.

3 Programmable security

Experience shows that well designed security regimes
entrench the systems they are part of, and few aspects
of a system are left unaffected. Experience also shows
that the better the security needs of the system are un-
derstood, the “better” the design of the security infras-
tructure will be. The fundamental problem when secu-
rity mechanisms are designed for middleware systems is
that the mere existence of middleware is in contradiction
to the lessons learned. In particular, the actual security
needs of applications vary widely, not only between ap-
plications, but also over the different invocations of an
application.

This, of course, is the same line of arguments, albeit
in a different setting, that is used to support reflective
middleware. We believe that the most viable response
is the same as for middleware system:programmable
security.

3.1 Obol

The programming language Obol is designed solely to
program security protocols. The language enables sup-
pliers of software components to augment their appli-
cations security requirements in the form of a program
rather than requesting it in the deployment descriptor.
In particular, the protocol can be supplied or changed
after the application itself has been deployed. To see
the significance of this, consider the case where a third
party supplier changes the protocol she requires her cus-
tomers to use. To continue to use the service, the soft-
ware components must either be re-implemented with
the new protocol, or a container must be augmented with
the new protocol. Both are major undertakings, particu-
larly from a logistic point of view.

Obol is asafelanguage in the sense that it can be ex-
ecuted without the risk of compromising the container,



1 (believe $P name self)
2 (believe $Q name "...")
3 (believe $K shared-key 0x12345...)
4 (generate $N nonce 128)
5 (send $Q $P $Q $N)
6 (receive $Q $Q $P (decrypt $K $N *1))
7 (send $Q $P $Q *1)
8 (return t)

Figure 2: An Obol program.
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Figure 3: Lobo inOOPP

the performance is good (it can be compiled to machine
code), and since it is geared towards a specific purpose, it
is powerful and programs are short. The foremost advan-
tage of using a programming language is that it makes it
possible to both impose and benefit from constraints. A
language, as opposed to anAPI, provides both the means
to restrict the design choices available to the program-
mer and at the same time create a setting where the full
advantages can be taken in terms of performance and
safety.

Figure 2 is a short example (less than 200 bytes) of a
protocol used to establish the fact that the other party is
present (on line). We will not go into details about how
this protocol works, the correctness of it, and the server
side of the protocol. The purpose of this example is to
give an idea about what an Obol program is.

Variables are identified by having a ‘$’ prefix. Anony-
mous (type-less) variables have a ‘* ’ prefix. A variable
of the typename includes an address (enough informa-
tion to locate whatever the variable is referring to). A

variable of thetypeshared-key can hold a shared en-
cryption and decryption key (which represents a com-
munication channel). The first four lines in the example
above creates four variables.$P is given the local name
(self holds system specific information about the lo-
cal user and her environment),$Q is given the name of
the other party,$K is a key shared between$P and$Q,
and$N is a 128 bits nonce generated at runtime. In line
5 a message containing the two names and the gener-
ated nonce is sent to$Q (the first argument ofsend is
the receiver). In the next line a message containing the
two names and a block encrypted with the key$K is re-
ceived. The encrypted block should include the nonce
$N and an anonymous variables given the name*1 . In
line 7 a message containing the two names and the re-
ceived anonymous variable*1 is sent back to$Q.

Most existing protocol languages focus on verifica-
tion of the protocols the languages describe. Obol is
a language tailored for the implementation of network
security protocols. The primitives in Obol are geared
specifically towards cryptographic or security protocols.
These protocols use cryptographic machinery to estab-
lish certain properties of messages. These properties can
be integrity, secrecy and origin. Authentication proto-
cols can for example be used to exchange a session key
between two parties, to establish mutual authentication,
to establish the presence of a participant, or all three at
the same time.

Obol has been designed for the exploration of replace-
able and programmable protocols in the setting of re-
flective middleware. Sometimes the Obol implementa-
tion of the corresponding functionality of a given proto-
col could be (syntactical) incompatible with the existing
protocol implementation, but we believe that Obol can
be used to implement any communication semantics.

4 Obol in OOPP

The Obol programs (i.e. protocols) have to be interpreted
or executed in a runtime. This runtime is called Lobo.
In OOPP, Lobo is included in capsules. An Obol pro-
gram installed in Lobo provides an implementation of
a given security protocol. TheMOP of the environment
meta-model is used to access and install Obol programs
in Lobo. Figure 3 illustrates Lobo in the environment
meta-model ofOOPP.

As an example of how Obol can be applied, consider
a component that needs to access an external service in
a secure manner. The client side of the security proto-



1 c environment = environment(c)
2 s = c environment.obol.add(p)
3 c environment.obol.run(s)

Figure 4: Installing Obol programp.

col for this service is installed in Lobo through the envi-
ronment meta-model. The application accesses the ser-
vice in the same way it accesses the interface of other
(non-secure) services. Lobo performs the actual secu-
rity protocol, and the security protocol is not exposed at
the business logic level. Figure 4 lists the Python used
code to install this client side security protocolp in the
componentc (c is a binding to the external service). Line
1 is used to get access to the environment meta-model of
componentc. In line 2 and 3 the Obol programp is in-
stalled in the Lobo runtime and then started.

Another example involves two components hosted in
two differentOOPPcapsules. ComponentC in capsule
A acts as a client accessing the services of component
S in capsuleB. The client side of the protocol is in-
stalled in Lobo in capsuleA. The server side of the se-
curity protocol installed in Lobo in capsuleB. Figure 5
illustrates this setup. The environment meta-models of
componentC andS are exposed to show the communi-
cation between the client and server side of the security
protocol.

In a setting such as this one, the protocol by which
the service is provided need not be part of the client; the
client can inquire the server about which protocol to use,
and the install it on-the-fly.

5 Conclusion

The flexibility provided by the reflective middleware
platform OOPPis a perfect match for the programmable
security of Obol. Reflection provides the mechanisms
needed to access and modify the environment of the soft-
ware components of a given application. InOOPP the
runtime of Obol, called Lobo, is accessed through the
environment meta-model. The environment meta-model
MOP is used to install and manage Obol programs in
Lobo. This makes it possible to change and replace secu-
rity protocols used without changing the business logic
of the given application, and without changing the im-
plementation of the middleware platform itself.

Obol is a high-level language. Writing protocols in
such a high-level language is less error-prone than writ-
ing them in a low-level language like Java and C++. It

also makes it possible to upgrade from one version of a
protocol to another without starting a major implemen-
tation effort.

Obol implements a set of cryptographic primitives.
The quality of such code must be very high. By pro-
viding such primitives in the runtime of a high-level lan-
guage we centralize the code. We believe that it should
be possible for a programmer using Obol to apply poten-
tially complex cryptographic protocols to a system with-
out having to embark on the implementation endeavor
necessary to implement every detail of the protocols.
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