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Abstract
Mobile agents are a very interesting paradigm for structuring distributed applications. By using them, distributed ap-
plications can implement part of their functionality as a set of loosely-coupled components, which are able to migrate.
This allows the creation of very modular and extensible designs since it is quite easy to change the functionality that
is available in each node of a large distributed system. Nevertheless, most mobile agent platforms are not extensi-
ble themselves, being implemented as monolithic entities. This has serious implications since the platform does not
accommodate changes after being deployed, making it hard to introduce new functionality, correct implementation
errors, or introduce performance enhancements without stopping and recompiling the whole infrastructure. In this
paper we describe a component-based framework for mobile agents with support for dynamic reconfiguration, so that
components can be added, removed and reconfigured at run time, with minimal disruption to the application.
Keywords: Dynamic Reconfiguration, Mobile Agents, Dynamic Deployment, Services, Java

1 Introduction

In recent years there has been a growing interest in
component-based [1] middleware systems, mainly due to
their greater flexibility over monolithic systems. Com-
ponents simplify application development and mainte-
nance, allowing them to be adapted more quickly to
changing conditions.

Mobile agents are a software development paradigm
with many of the same advantages of components. They
are well-defined entities, with a clear boundary between
internal state and external interfaces, allowing them to
be used as reusable units of software. They have the
added advantage of being able to migrate among hosts of
a distributed application. As some authors point out [2],
this ability can be used to achieve greater flexibility over
traditional middleware. A distributed application based
on mobile agents can be reconfigured dynamically with
minimal disruption to the whole application, by termi-
nating some of the agents and dispatching new ones to
the nodes of the application requiring an update.

But in most middleware for mobile agents systems this
flexibility ends at the level of the platform, which is usu-
ally implemented in a monolithic way, with little or no
provision for reconfiguration. This has several disadvan-
tages. On one hand, the platform is hard to deploy, be-
cause a monolithic architecture does not integrate well
with other applications. On the other hand, it has poor or
no extensibility. For instance, adding a new inter-agent
communication service to the system normally forces the
whole platform to be recompiled and redeployed. One

common workaround is to use static agents to extend the
platform, providing system level services. But this is an
abuse of the mobile agent concept, which is not practi-
cal to implement system level functionality, resulting in
cumbersome and inefficient designs.

In previous work [3] we have identified this lack of
extensibility at the platform level as an important lim-
itation to a greater use of the mobile agent paradigm.
To address this limitation, a component-based middle-
ware for mobile agents (the M&M framework) was im-
plemented using Java [4]. It is structured as a set of Jav-
aBeans [5] components, with a baseMobility compo-
nent supporting a core set of functionality, like mobility,
security and extensibility. This component can easily be
added to any application, just like any other JavaBeans
component, making it very simple to create mobile agent
enabled applications.

The functionality of theMobility component can
be extended by plugging new services into its extensibil-
ity layer Servicesare also JavaBeans components. After
being plugged, services become available to any client
of the extensibility layer, including the application, the
mobile agents and other services.

Although this model has been used with success to im-
plement and deploy several services, like agent tracking,
inter-agent communication and disconnected computing
[6], it is still limited as it only supports static reconfigu-
ration. Adding, removing and upgrading services forces
the application to be stopped and restarted, which rep-
resents a downtime that sometimes is undesirable. This
led us to improve the model, adding support for dynamic

1



reconfiguration.
This paper describes how dynamic reconfiguration of

services is implemented on the M&M framework. Ser-
vices can be added, removed and upgraded at run time,
with little or no disruption to the application or to the
mobile agents that are running and using those services.
It is also described how services can be remotely recon-
figured by using RMI [7] or mobile agents.

The remainder of this paper is organized as follows.
Section 2 describes the implementation of dynamic ser-
vices in the middleware. Section 3 provides an overview
of related work. Finally, Section 4 concludes the paper.

2 Supporting Dynamic Services

2.1 Requirements

As identified in [8], there are three basic issues that must
be addressed by any system that supports dynamic re-
configuration. They arespecification and management
of change(describing the changes to be made),preser-
vation of consistency(the system should be working
properly after reconfiguration), andminimum disrup-
tion (the application should continue to work during re-
configuration).

This work focuses on the last two issues, that is, sup-
porting upgrades with minimal disruption to the system,
while preserving its consistency. The requirements and
bindings between the services that have been developed
for the M&M middleware are usually simple enough so
that they either can be encoded directly on the service
code or can be done manually. Therefore, it was not im-
portant to support it at this moment. In future work that
requirement will be addressed.

2.2 Java and Dynamic Reconfiguration

The Java platform has some very interesting features
for implementing dynamic reconfiguration, like dynamic
class loading [9] and reflection [4].

Class loaders are the entities responsible for loading
and linking classes in the Java Virtual Machine, provid-
ing separate name spaces for the classes they load. They
are also the unit of code loading and unloading. When
the class loader and the classes defined by it are no longer
referenced by external classes, the garbage collector is
free to unload them. Class loaders are first-class entities
and can be created by programmers, giving them some
control over the process of loading new classes into the
virtual machine. They are used by browsers to load ap-
plets from the network, and by application servers and
servlet engines to load new components. In this work,
class loaders are used to load, unload and reload services
in the M&M middleware.

Reflection is a feature of the Java platform that makes
the internal structure of a class or interface available to
the programmer. This meta-information includes, among
other things, the names of methods and fields, interfaces
implemented and super-classes. This is important to sup-
port dynamic reconfiguration, allowing a framework to
interact at run time with components that are unknown at
compile time.

2.3 Anatomy of a Service

From a programming point of view, a service can be
viewed as a JavaBeans component, which must contain
a Service Descriptor, a Service Provider and a service
interface together with its implementation.

A Service Descriptoris used to describe a service,
defining its identity. It contains the name, version and
the service interface name. Two services are compatible
if they have the same name and service interface. This
allows services to be upgraded, as it is explained below.

A Service Provideris used by the middleware to inter-
act with the service. It provides methods to create new
instances, change the configuration and obtain the ser-
vice descriptor of a service.

The service interface is derived from the well-known
Service interface. It is how the clients interact with a
service, and defines the functionality specific to the ser-
vice. This means that each service will have a specific
interface that is known by the clients but not by the mid-
dleware. The service must also provide an implementa-
tion of this interface.

These requirements play no role in the support for dy-
namic reconfiguration, and are needed just to create well-
known interfaces between the service and the exterior,
i.e. the middleware and the service clients.

2.4 Implementation

To make it possible to load and unload services at run
time, it is necessary to use a separate class loader for
each service (Figure 1). This isolates services from each
other, making them independent units. It is even possible
to execute different versions of a service side-by-side.
This might be necessary when different versions of the
service are not backwards compatible.

But using separate class loaders is not enough for en-
abling services to be unloaded and replaced. For a ser-
vice and all its classes to be unloaded, its class loader
must be unloaded. A user-defined class loader is repre-
sented by an object in the Java Virtual Machine and is
subjected to the same rules as any other object: when
no more strong references [10] exist to it, the garbage
collector can unload it. This means that there can be no
strong references to classes loaded by the service, be-
cause they all have a direct reference to the class loader.



Figure 1: Dynamic Services. Each service is loaded by its own
ClassLoader . TheServiceManager module can load and un-
load services.

Also, there can be no strong references to objects of those
classes, because they contain direct references to its class
type. Therefore, the service must be loaded and handled
in a way as to ensure that it is possible to destroy all
strong references to its class loader, to its classes and to
its classes’s instances that may exist from the middle-
ware, from the clients or from the application.

Dealing with the direct links to an object is straightfor-
ward. It is only necessary to keep track of all references
that exist to it (it is explained below how this is possible
by using proxies) and put them to null when it is time to
unload.

Dealing with direct links to classes is not as simple.
To see why, it is necessary to understand how objects of
typeClass reference each other. When loaded, a class
contains only symbolic references to the other classes it
uses [10]. Later, sometime before the first access from
that class to the referenced classes, the system resolves
the symbolic reference into a direct reference. A direct
reference is a pointer to an actual class object defined in
the JVM and cannot be changed.

For our purposes, this is a problem if classes outside
the service (middleware or clients) obtain direct refer-
ences to the service classes. Once this happens, only
when the outside class that has the direct reference is un-
loaded, will it be possible to unload the service. Most
of the times, this means shutting down the application.
Therefore, direct references from external classes to ser-
vice classes must be avoided.

Direct references can be established in the two inter-
faces exported by services: to the middleware and to the
clients. Direct references in the first interface are avoided
by using polymorphic invocation, and in the second by
using proxies.

Interaction between the middleware and the service
is done in a similar way as happens with applets and
servlets, where there is a well-known abstract class
from which the main class of applets and servlets must
inherit. This abstract class is then used for all in-
teractions. Services must also derive a class from
the well-known ServiceProvider abstract class.
When loading the service, the middleware instantiates
this class and uses it for all interactions with the ser-
vice, but always using a reference of the type of the
ServiceProvider abstract class. Polymorphism
takes care of forwarding the method invocations made
using theServiceProvider reference to the service
class. In this way, a direct reference is never created from
the middleware classes to the service main class.

A similar method cannot be used for service clients.
The interface between clients and the service is known
by the clients that use the service, otherwise they could
not have been programmed to use it. But the middleware
does not know it, or else this would not be dynamic de-
ployment. Therefore, this interface class definition can-
not be expected to be in the middleware codebase. But
the client must use a reference to the service-specific in-
terface, so the class must be accessible to the client some-
how. The service always carries this class definition, as it
is part of the service classes. Being in the service code-
base, this class will be defined in the service class loader.
If the client were to use this particular class, there would
be a direct reference between client and service classes.
Another problem would occur if the service were not in-
stalled in the middleware when a client that references
it started to execute. In this situation, the client should
be able to execute normally, until it requires the ser-
vice. Then, it should be informed that the service is not
present, being allowed to adapt to the situation somehow.
But if the service class interface is not present, when the
references made by the client’s classes to the service in-
terface are resolved, aClassNotFoundException
exception is thrown and the execution of the client is
stopped abruptly, giving it no chance to adapt. The solu-
tion to both problems is to require the client to carry its
own definition of the service interface class, so that this
class is defined by the client class loader. This means
that there will be two incompatible definitions of the ser-
vice interface class, one in the client’s class loader, and
another in the service’s class loader. This creates an-
other problem. The service, when requested to create
an instance, creates an object that implements the inter-
face defined by the service’s class loader. As this inter-
face is not type-compatible with the one defined by the
client’s class loader, a direct reference cannot be given
to the client. This problem is solved by using theDy-
namic Proxy API [11]. The middleware gives the client
a dynamic proxy, which implements the interface class



defined in the client. Internally, the proxy’s invocation
uses reflection to invoke the service object. This avoids
type-incompatibilities and direct references.

2.5 Upgrading Services

Loading, unloading and creating new instances of ser-
vices is straightforward and therefore will not be ex-
plained here. But upgrading a service is a more elaborate
procedure and deserves to be explained.

It would be possible to upgrade a service by first un-
loading the old version and then loading a new one. But
this is not transparent to clients, which would abruptly
loose access to the old service instance and to all the as-
sociated state. The clients would fail or, if they were
ready to deal with the situation, would have to request a
new instance of the service, loosing all the state associ-
ated with the previous one.

To minimize the disruption to the system it is impor-
tant that the upgrade be transparent to service clients.
This is a hard problem, as pointed in [9]. Three issues
must be taken care of. First, the state of the old class’s
objects must be transferred into objects of the new class.
If the schema of the classes is different, it must also be
adapted. Second, the static fields of the old class must be
mapped into the new class. Finally, it must be ensured
that no client is executing a method from the class that is
being upgraded.

The first and second problems are hard to solve with-
out intimate knowledge of the classes being upgraded.
For instance, if the schema of the classes is not the same
or if the service has active threads or acquired locks, it
is not clear how the middleware should perform the up-
grade. This must be the responsibility of the service de-
veloper, who knows the classes and the service behavior.
Therefore, it was decided that for a service to be upgrad-
able it must implement methods to save and restore its
state and the state of all running instances into a canoni-
cal representation, as suggested in [12].

The third problem is dealt by using a read-write lock
for each service. All proxies of a service must obtain read
access before executing any method of the service. When
an upgrade is to be performed, theServiceManager
acquires a write lock, so that all service clients are kept
outside from service code. This works because the only
entry point that clients have into the service is the ex-
ported proxy, so we can be sure that no client is executing
code when theServiceManager has write access.

2.6 Service Management

The previous discussion described how services are sup-
ported and managed internally by the middleware. It’s
still necessary to explain how services are viewed from

outside of the middleware, i.e., how services are man-
aged and configured, how security is implemented, and
how services interact with external entities. Unfortu-
nately, due to space constraints, it is not possible to
present a detailed discussion of these issues. Neverthe-
less, in this section we will briefly mention some of the
more important ones.

The M&M middleware exposes theService -
Manager interface to allow the application to control
the services. This interface allows services to be in-
stalled, removed, started, stopped, configured and instan-
tiated, and is protected by fine-grained permissions, so
that only authorized clients can access it.

This interface is available locally to the application.
But it is also possible to access it remotely. The M&M
middleware is capable of exporting a RMI interface
that works as a gateway to theServiceManager .
Also, there is a service for agents which exposes the
ServiceManager interface to them. This way, ser-
vices can be deployed and configured remotely, using
RMI or using mobile agents.

One other important issue is service configuration.
Most services will need to have a configuration that can
be changed at run time. If the service were well-known
by the middleware at design time, it would be possi-
ble to define standard JavaBeans properties on the Ser-
vice Provider and use them to change the configuration.
But with dynamic services the Service Provider is not
known at compile time by the middleware. To over-
come this limitation two mechanisms are used. The first
consists on using reflection to access the properties that
are defined on the service provider of the service. The
ServiceManager exposes the names of these proper-
ties, allowing the application to query and change them.
The second way consists on using messages. The appli-
cation can both broadcast and send messages to services.
TheServiceManager forwards these messages to the
target service providers, which can process or ignore
them, as they seem fit. One example of this second mech-
anism is sending ashutdown message to all services.

3 Related Work

There are some mobile agents systems with support
for static extensibility, like the MOA platform [13] and
Gypsy [14]. But to our knowledge, none of them sup-
ports dynamic reconfiguration.

Extensible architectures with support for dynamic re-
configuration is a topic that has been receiving increas-
ing interest from the research community in the last few
years. We will only mention briefly two of the most rel-
evant projects.

dynamicTAO [15] is a reflective CORBA ORB, built
on top of the TAO ORB. TAO is an extensible ORB with



support for static reconfiguration. dynamicTAO extends
TAO to allow on-the-fly reconfiguration.

The Distributed Multimedia Research Group at the
Lancaster University has been working on a reflective ar-
chitecture [16] based on the Python interpreted language.
This architecture supports adding or removing methods
from objects and classes dynamically, and even change
the class of an object at run time.

Although our work has some common ideas with these
systems, it has a different focus. These systems focus on
creating general architectures with support for dynamic
reconfiguration, that can be later applied to different ap-
plication domains. Our work focus specially on mobile
agents systems, with the objective of creating an extensi-
ble middleware for building mobile agent enabled appli-
cations. Therefore, dynamic reconfiguration is just a tool
to further improve the extensibility of the middleware.

4 Conclusion

In this paper, we have described how dynamic reconfigu-
ration can be implemented on mobile agent middleware.
The middleware has an extensibility layer that supports
plugging services, providing new functionality to agents
and to the application. The work presented here allows
services to be plugged and unplugged at run time. This
allows building highly adaptable mobile agent platforms,
whose functionality can be easily changed with minimal
disruption to the service being provided. Although the
approach has been presented in the context of a particu-
lar mobile agent system, it can be applied to other mobile
agent systems and, more generally, to any middleware
system based on the Java platform that requires dynamic
reconfiguration.
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