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Abstract

Traditionally, network communication entailed the
delivery of messageso speci ¢ network addresses.As
computers acquired multimedia capabilities, new appli-
cations such as video broadcasting dictated the need for
real-time quality of service guarantees and delivery to
multiple recipients. In light of this, a subtle transition
took place as a subsetof IP addressesevolvel into a
group-naming schemeand best-e ort delivery became
subjugatel to temporal constraints. With recent devel-
opments in mobile and sensor networks new applica-
tions are being considered in which physial locations
and even temporal coordinates play a role in identi-
fying the set of desired recipients. Other applications
involved in the delivery of spatiotemporal services are
pointing to increasingly sophistiated waysin which the
name, time, and space dimensions can be engage in
specifying the recipients of a given message.In this pa-
per we explore the extent to which theseand other tech-
niques for implicit and explicit speci ¢ ation of the re-
cipient list can be broughtunder a single uni e d frame-
work. The proposel frameworkis shownto be expres-
sive enoughso asto o er precise speci ¢ ations for ex-
isting communication mechanisms. More importantly,
its analysis suggestaovel forms of communication rel-
evant to the ememging areas of spatiotemporal service
provision in sensorand mobile networks.

ICurrently at Palo Alto Research Center, 3333 Coyote Hill
Road, Palo Alto, CA 94040

1. Intro duction

Networking is a mature eld with a major impact on
the saociety asa whole. It connectedthe world in ways
never before imagined and made an ertire generation
addicted to being in contact with ead other and with
all that is happening around the globe. Key to the
notion of communication is the simple idea of trans-
mitting a messagdrom one point to another. Today's
networking infrastructure hasbeenthe direct result of
a gigartic engineeringe ort to achieve reliable and fast
transmission of the individual message.Transport pro-
tocols are the conceptual bridge betweenthe network
fabric and the application layer that exploits it. They
re ect, in part, low-level communication requiremerts
distiled from needsthat manifest themselwes at the
application level. Unicast captures the notion of de-
livering a messageto a known destination. Multicast
relates to the desireto provide the sameinformation
to an ertire community of hosts or users. Anycast ex-
pressesthe notion that (within reasonablelimits) the
identit y of the recipiernt is not critical aslong as some-
one receiwes the message.Becausenetworking is, par
excellence,a serviceoriented technology, its ability to
deliver changesthe level of expectation within the user
community and the applications that serw it. This is
visible not only in the growing demand for increased
performance but also in a gradual shift of the appli-
cation pro le and the subsequen pressurefor o ering
new transport protocols and paradigms.

Video and audio streaming requiremerts make ex-
plicit the temporal dimension of messagedelivery and
led to the emergenceof an ertire new classof proto-



cols. Location sensitive Internet applications designed
to identify resourceswithin proximity of the query ini-
tiator resulted in the dewelopmert of protocols that
have a spatial dimension. A newway of thinking about
how to specify the destination of a messagés emerging.
The notion of a multicast addresscreated one level of
indirection in the naming of the destination nodes;only
nodes that subscribed to the particular multicast re-
ceive the message.Geocast 0 ered another style of in-
direct speci cation basedon the presencewithin a par-
ticular location in space. Nomadic networks, in which
mobile nodes on the fringe of the wired network com-
municate with the rest of the world via basestations, as
in Mobile IP, are reached by corntacting a home agen
who knows how to deliver the messageto the remote
location.

This processof innovation shows no signsof slowing
down with many new protocols being proposedin re-
cert years. The high level of activity is fueled, in part,
by a combination of societal changesand technolog-
ical advancesin wireless communication and sensing
devices. Here are some examplesthat shov how the
desireto exploit mobile and sensornetworks can lead
to the de nition of novel transport protocols. Let us
considerthe caseof a solider who is running through
an unfamiliar area doted in advance by ground sen-
sorsdispersedfrom a helicopter. For safety reasons,he
would like to know of any possiblethreats lying ahead
along his path. The soldier's PDA can senda scouting
requestto a delivery zone that moves on his path in
front of him. Only the sensorsthat enter the delivery
zonereceiwe the scouting messagepool their currently
sensednformation, and sendthe aggregateddata badk
to him. A recertly proposednew protocol called mobi-
castnaturally deliversthe spatial and temporal locality
requiremerts of information disseminationand gather-
ing exhibited by this application. It doesso by allow-
ing oneto specify a messagealelivery zonethat ewlves
over time. This is possibly the rst instance when the
temporal and spatial dimensionsare brought together
to de ne the set of intended recipients. Other proto-
cols motivated by dewelopmerts in the area of sensor
networks involve area-basedanycast and predictable
messagedelivery.

In a eld not known to be overly concernedwith for-
mal methods, this plethora of novel protocolsraisesse-
rious questionsabout their precisespeci cation, about
the relation among the di erent proposals,and about
unexploredreseart opportunities. Any e ort designed
to organizethis eld in a principled way hasthe poten-
tial to contribute in a timely fashionto an important
researt direction. Bringing the software engineering
perspective to this processis particularly signi cant in

freshly ewlving areassud as mobile and sensornet-
works. In this paper, we seekto accomplish this by
exploring the speci cation dimension of protocol de -
nition. The goal is to create a uni ed framework that
could sene as the formal foundation for categorizing
both establishedand nascen protocolsand for investi-
gating opportunities for future researd in this area.

We started our investigation from the obsenation
that, asa whole, existing protocolstouched upon three
important speci cation dimensionsin their approaces
to de ning the set of intended messageecipierts: the
naming, time, and space domains. The immediate
generalization that resulted from this way of think-
ing was the notion of a delivery volume in this three-
dimensionalspace.In the simplestof terms, this relates
to the notion of delivering to certain nodes preseri in
certain placesat certain times.

The remainder of the paper formalizesthis concept,
exploresvarious instantiations and possiblegeneraliza-
tions, and relatesit to existing work in networking pro-
tocols. Section 2 intro ducesthe speci cation notation,
its formal semartics, and preseris a simple example of
how it is usedto capture IP unicast. Section 3 shows
how our speci cation notation is usedto capture the
delivery semartics of a variety of protocols. It also
discussesopportunities for achieving a higher levels of
generality. Section4 concludesthe paper.

2. Basic Concepts

Advancesin networking, wireless communication,
mobile devices,and sensornetworks, have resulted in
a proliferation of novel protocolsfor accessingand dis-
tributing information. These protocols often dier in
how usersspecify the intended recipients of a message.
Someprotocols, such as|P unicast, usea unigue hame
for ead destination node, while others, such asgeccast,
use geographiclocation to specify messagerecipiens.
Recert researt in sensometworks and mobile comput-
ing have resulted in specializedprotocolsthat allow an
application to specify the destination using a combi-
nation of constraints over name, space, and time [3]
[1] [7]. Despite the number and variety of communica-
tion protocols, no framework is available for unifying
the name, time, and spacedomains. Suc a frame-
work would be useful for formally characterizing ex-
isting protocols, evaluating their relationships to eadh
other, and serving as a basisfor discovering new proto-
cols. This section preseris a notation that createssuch
a framework.

In order to create a unied destination speci ca-
tion framework, we needto abstract away the speci cs
of a particular protocol and focus on higher-level con-



cepts. Thus, instead of developing a notation basedon
protocol-speci ¢ attributes like IP addressesor GPS
coordinates, we simply useabstract notions of identit y
(i), physical location (l), and time (t). To formally de-
ne the domainsof thesevariables,we usel, S, and T
to be the universal spacesof identit y, space,and time,
respectively. We assumethat a node must be in a par-
ticular location, | 2 S, at a particular time, t 2 T. We
alsoassumethat all nodesare distinguishable and thus,
at a high level, have unique IDs. Whether they are ac-
tually assignedunique IDs, howewer, is dependert on
the needsof the protocols. For those protocols that
require unique IDs, such asIP unicast, eac node must
be assignedan ID. For those protocolsthat do not re-
quire unique IDs, such as SPEED or directed di usion,
the nodesneednot be assignedIDs.

Sofar, we have described three attributes of a node
that can be used for specifying the destination of a
message Next, we turn our attention to the dynamics
of a node with respect to theseattributes. Sincea node
represens a computational devicethat may be turned
on and o, the node may join and leave the network
overtime. We assumethat a node hasa unique ID that
remains static regardlessof its status. We treat a node
asnon-existert whenit iso. Overtime, the node may
change its location, especially if it is a mobile device
such as a laptop or PDA.

Imagine a three-dimensional graph whoseaxesrep-
resent identity, space,and time. At any time, ead
node s represerted by a point in the graph. Over time,
a node is represerted by a sequenceof dots that col-
lectively re ect its movemert. This sequenceof points
forms the movement pro le of the node. A delivery
speci cation canthen bevisualizedasa subsetof points
called the delivery volume sud that if a nodes' move-
ment prole intersects the delivery volume, it is de-
livered the message. More precisely if a node with
identity i, henceforth called \node i," enters the de-
livery volume, it will be delivered the messagewnhile
it is still in the delivery volume. For this purpose,we
introduce three predicates,!, , and , that operate
over identity, space,and time, respectively. The fol-
lowing notation speci es the nodesthat should receive
messagem:

m : h; Lt L3, (1D); (b)i Q)
The three predicates collectively determine the set of
destination nodes. A nodeis a destination if its identit y
satis es ! , its location satis es , and the current time
satises . We use predicatesto capture the delivery
speci cation, as opposedto explicit sets, to allow for
generalizations across dimensions. For example, one
generalizationis ! (i; t) in which the targeted identities

change over time. These generalizationsare explored
further in the next section.

The notation above is interpreted as follows: every
destination node will receive the messageat least once
while it is still in the delivery volume and no other
nodes will receive the message. The speci cation is
strong in that all destination nodesreceive the message
and no other nodesreceiw it.

We formalize our notation by treating it as a rela-
tion betweenthe action history of the nodes and de-
livery history of the message.Formally, a history set,
H;, is assaiated with node i. It records all actions
performedby i. An ertry in H; is denotedas(i; I;t; ),
where is an action such as received(m). Thus, if
(i; 1;t; received(m)) 2 H;, node i received messagem
while located at | and at time t. For corvenience,we
assumethat for eah t 2 T, there existsan ertry in H;.
If the node did not perform any action at that time,
then a null action is usedas a place holder. The time
componert of the history provides a total ordering of
all the actions taken by the individual nodes.

We usethe notation [i; |; t] to indicate the occurrence
of an event on node i located at | at time t. That is,

[i; 1;1] ho = (i;I;t ) 2 Hji (2)
This serwes as an accessorto the action history of a
node.

We usethe notation m
livery of messagem. That is,

[[i; I;t]] to capture a de-

m : [[i; 1;t]] (i; I;t; receivedim)) 2 H;  (3)
It statesthat messagem was received by a node with
identity i, at location |, and at time t.

Using the above notations for a node'saction history
and messagalelivery, we formally de ne a messageale-
livery speci cation, m : h;l;t = 1 (i); (I); ()i, as

follows:
m : h; Lt t3a); (1); ()i
h8i :i21 :
h9 ; S () KA (O IEAT (D IEA [ M (R
ho & O:m:[i; & 9 =
(9~ (9ii *

1The three-part notation (op quantified_variable : range ::
expression) used throughout the text is de ned as follows: The
variables from quantified_variables take on all possible values
permitted by range. If range is missing, the rst colon is omitted
and the domain of the variables is restricted by context. Each
such instantiation of the variables is substituted in ezpression,
producing a multiset of values to which op is applied, yielding



This formalization readsas follows: \F or all identities,
i, if nodei wasin the delivery volume, it was delivered
the messagewhile still in the delivery volume."

There are two alternativ e speci cations that we con-
sidered. The rst assumesheste ort delivery. That is,
there is no guarartee that every destination node will
receive the message,or that delivery will occur only
once. It is also possible for nodes outside the deliv-
ery volume to receive the message.This interpretation
is nice in that it does not force protocols to provide
strong guarartees, and thus is more likely to be im-
plemertable. In fact, most multicast protocols, suc
as IP multicast, directed di usion, geacast and mobi-
cast [3], t this interpretation exactly. Howewer, its
lack of guarantees and precisenesamake it lessuseful
as a speci cation language.

Another, stronger, alternative assumesthat all
nodesin the delivery volume receive the messageex-
actly once, and no other nodes receive the message.
This is attractive becauseof its preciseness,which
simpli es the analysis of higher-level protocols. The
problem, howewer, lies with the di culties involved in
achieving such semartics. In general,a lot of machin-
ery must be put in placeto ensurea single delivery to
all destination nodes, which results in a lot of compu-
tational and bandwidth overhead. For example, a tree
structure that is rooted at the senderand touchesall
receiver nodes may be used. But creating and main-
taining such atree is di cult, particularly in dynamic
ervironments where the topology of the network con-
stantly changes. For this reason,many existing proto-
cols such as IP multicast, directed di usion, and geo-
cast,only o er best-e ort delivery. It is possiblefor the
samemessagédo be deliveredto a particular node mul-
tiple times due to topology changesor messageo od-
ing. Thus, for lack of practicality, this interpretation
is also undesirable.

We have, at this point, adopted a speci cation lan-
guagethat balancesprecisenesswith feasibility, but is
slightly idealized in that it assumesan ideal protocol
and afailure-free network. In areal network, a message
may be lost, delayed, or delivered too early. Some-
times, a messagemay be duplicated during delivery,
resulting in a node receiving the same messagetwice.
While someof them, sud as early delivery and dupli-
cate detection, can be easily addressedusing queues
and history, they needlesslycomplicate the delivery se-
mantics. We decided to adopt an idealized approach
becauseit eleganly captures the ultimate goal of the

the value of the three-part expression. If no instantiation of the
variables satis es range, the value of the three-part expression is
the identit y element for op, e.g., true when op is V or zero if op
is \+"

delivery protocols. The next section provides general-
izations of our speci cation. A discussionon extensions
to our notation is given in section 3.5.

We now discusshow our notation captures IP uni-
cast. Other protocaols, like geacast, ComMotion, and
Mobicast, will be discussedin the next section. In IP
unicast, the senderexplicitly identi es the recipient us-
ing the recipient's unique IP address. Assuming the
destination node's IP addressis ipg, this is captured as
follows:

m:h; I;t 2 i=ipe; 12S;t2Ti 4)
Sincel 2 Sandt 2 T both evaluate to true, this
simpli es to:

m:h; I; t @ i=ipo; true; truei (5)
This speci cation represeits IP unicast sinceit restricts
the recipient basedon identity and does not impose
any restrictions on the spatial or temporal dimensions.
Note that since there is no restriction on the tempo-
ral dimension, all unicast operations last forever. That
is, if a messageis sert at time tg, any node with a
namei that turns on after ts will receive the message
regardlessof how much time has passed. This does
not match the real behavior of IP unicast. We ad-
dressthis anomaly by intro ducing the timing constraint

(t) = (t 2 [now; now + 1), which speci es a bound

on the time to deliver the message.By and large, the
choiceof cansurethat the messages deliveredto all
destination nodesthat existed at the time the message
was sert.

In this section, we intro duced our notation for spec-
ifying the destination nodes of a message provided a
formal de nition of the notation, and gave an example
of how it is usedto expressIP unicast. In the next sec-
tion, we provide a more in-depth investigation of how
our notation canbe usedand generalizedto expressex-
isting communication protocols and reveal interesting
future directions.

3 Transport Proto cols Revisited

This section shavs how our speci cation notation
capturesa variety of popular communication protocols.
We categorize them basedon the primary dimension
they use for specifying the destination nodes. These
include identit y-basedprotocols, location-basedproto-
cols, and time-based protocols. We also presert pro-
tocols that take multiple dimensionsinto accourt and
show how our notation can be generalizedto accourt
for interdependenciesamong dimensions. The section



ends with a discussionon further generalization that
can enhanceour notation.

3.1 Identity-Based Protocols

Traditionally, transport protocols have been built
around the concept of identity. This subsection an-
alyzes broadcast and multicast as well as certain
application-speci ¢ protocols. Of great interest is how
to characterize the addressof a host. An addressmay
refer to a single host, as is the casefor unicast, or a
group of hosts, asis the casefor multicast and broad-
cast. A multicast addresscan be modelled as a set de-
ned by enumerating the identities of ead node that
must receive the broadcasted message. Howewer, if
every host is characterized by certain attributes, we
can de ne the destination nodesin terms of their at-
tributes. We generalizeour notation to allow enumer-
ating the destination nodes basedon their attributes
rather than identities and an example application is
provided.

Broadcast. Broadcast is a one-to-all communica-
tion paradigm. We capture broadcast'sspeci cation as
follows:

m : h;l;t :: true; true; truei (6)
The speci cation of broadcastdoesnot imposeany con-
straints on the delivery of messages.

Broadcast's speci cation, while conceptually simple,
raisesthe important issueof what is the preciseseman-
tic meaning of broadcast. The problem is exacerbated
in a dynamic environment like an ad-hoc network. If
a node is part of the network for only a few seconds
should it receive the message? We feel that de ning
strict semariics using formal methods is necessaryto
disambiguate the meaningof communication protocols.
Accordingly, we have introduced in the previous sec-
tion, formal semariics for our notation. Our notation
speci es that all nodesin the delivery volume must re-
ceive a messagebefore leaving the delivery volume.

In order to be able to provide e cient implemen-
tation to the broadcast protocol, we needto adknowl-
edgethe fact that it may bedi cult, if not impossible,
to implemert the idealized de nition preseried above.
To alleviate this problem, we can assaiate with the
broadcastedmessages deadline. In this case,the new
de nition is:

m : h;l;t :: true; true; t 2 [now; now + ]i (7)

Multicast. ~ Multicast is a one-to-mary communi-
cation paradigm involving a source node that sends

messagedo a group of nodes. Multicast is commonly
used by applications such as video conferencing and
internet radio. A prerequisite for communication is to
identify the group of destination nodes. Formally, this
requiremert is captured by de ning a predicate over
the identity domain as follows:

m : h;l;t ot (i); true; truei (8)
where! s the characteristic function of the multicast
address i.e. ! speci es what nodesshould receive the

multicast message.The above formalism insulates us
from explicitly managing the menmbership of nodesin
the multicast group. In IP multicast, nodesare added
to the group using the join operation and nodes, are
removed from the group using the leave operation. As
the group membership changesover time messagesvill
be delivered to the current members of the group as
characterized by ! Note that the application does
not needto concernitself with these changes.

Pro les. An alternative to xed naming is
attribute-based naming. It is commonly usedin ubig-
uitous computing, peer-to-peer computing, and sensor
attributes. In this context, ead node is described in
terms of its properties. The aggregation of attributes
formsapro le that describesthe node and may vary in
time. For instance, a temperature sensorcan be char-
acterized by its available power. This may allow the
speci cation of a protocol that can adapt to availabil-
ity of energyto minimize energy consumption

An application may take interest in a particular
group of nodes selectedbasedon their properties. To
achieve this, the attribute-based naming is pushedto
the protocol level, allowing direct communication with
a set of nodes created basedon their attributes. Sud
an approad is introducedin [2].

Formally, we can capture the processof selectinga
group of nodesbasedon their attributes by de ning a
predicate that holds true for the desired set of nodes.
To simplify the notation, we de ne P to bethe setof all
pro les and rede ne the identit y domain to be |
P, where is the setof identi ers. Previously, we used
| = and we will return to this simpler interpretation
in the remainder of the section.

Let's considera sensometwork that gathersdata for
a weather predicting application. For this application
we use three types of sensors:temperature, pressure,
and wind direction. The notation allows us to select
sensorsof a particular type.

By introducing the concept of sensortype, we can
preferertially communicate with a speci ¢ type of sen-
sor. Notice the subtle transition from the idea of ex-
plicitly enumerating the members of a group basedon
their addressto implicitly de ning (generating) a group



basedon their properties. Already, researt in how to
meaningfully take advantage of this medanism is un-
derway, initial results being preserted in [4]. Formally,
we can capture a communication protocol for theseap-
plications as follows:

m o h; Lt o Dy pe(i); true; truei 9)

where

Pype(i) (ity pe= temperatur €)

assumingthe ty pe property within i's pro le is accessed
by ity pe

To summarize, we formally captured broadcastand
multicast, and analyzed the impact of xed-naming
and attribute-based naming on identifying the intended
messagedestinations.

3.2 Location-BasedProtocols

Traditionally, nodes are assumednot to be aware
of this physical location. Howeer, in sensornetworks,
location awarenessis a common assumption in proto-
col design. A sensornetwork is a self-organizing net-
work potentially composed of thousands of miniature
computational deviceswith sensorsthat are scattered
throughout the ervironment. Many new protocols rely
on location-awareness[4] [2] [8] [3] [6] [5]-

Geocast. Geocast [9]] delivers a messageto all
nodes located in a certain geographicarea. It is de-
ned asfollows:

m : h;lt

true; (I); truei (20)

where () characterizes the delivery area. Geocast

has many applications. For example, a weather advi-

sory systemmay deliver warnings to a particular area.

Suppose this area is a circle with a radius r that is

certered at coordinates (cy; ¢;). Assuminga nodes'lo-

cation, |, is characterizedby an xy coordinate accessed
by I:'x and Iy, (I) is de ned as:

s () (& 102+ (¢ 1y)? 1?)
where the subscripts indicate application-de ned pa-
rameters. Note that  evaluatesto tr ue if the node is
located in the circle.

CommMotion. CommMotion [8] is a system that
allows usersto receive messagesonly when they are
located at particular points in space. For instance, a
user may create a grocery list and expect to receiwe it
when he enters the grocery shop. Assuming the geo-
graphic location of the grocery shopis characterized by

the samecircle usedin Geocast, CommMotion can be
speci ed asfollows:

m : h; Lt V@), (1); true (11)
where ! (i) speci es which nodes needto receiwe the
messageand (l) characterizesthe location where the
nodes must be to receiwe it.

In the above example, delivering the shopping list
when the useris in the grocery can be modelled as fol-
lows. The useris connectedusing a node with identity
i = ipo. The areaof the grocery shop is characterized
by a circle of radius r and certered at the origin. We
candene !:

L) (i =ipo)
where ! is tr ue when the evaluated node is identi ed
by ipg. is de ned by the sameformula asin the case

for Geocast and is tr ue when node ipg is located in the
circle.

Though the speci cations of Geocastand CommMo-
tion may seemsimilar, they dier in the way message
delivery occurs. Geocast speci es the fact that we want
to deliver to a particular delivery zone and any node
that may be presen in the delivery zone will receive
the message.In corntrast, CommMotion says that the
messageis delivered to a zone and a user receiwes it
when it enters the zone.

Geocastis a represenativ e for location-aware proto-
cols. CommMotion has someinteresting features as it
couplesthe location of the userwith messagedelivery.
The two examplesare intended to provide a avor of
how to characterize the spatial dimension and how it
may be correlated to other dimensions, as is the case
with CommMotion.

3.3 Time-basedprotocols

Real-time systemsare concernedwith making the
messageslelivery time predictable and bounded. Two
types of semartics can be identied in characterizing
the time of delivery: deadline basedand just-in-time.
Toillustrate both casedet's reconsiderthe example of
the weather advisory systemthat wasde ned as:

m : h;l;t

true; (I); truei (12)

To transform this speci cation into onethat involves
a deadline we add a predicate on the temporal dimen-
sion:

m : h;l;t :: true; (I); t 2 [now;now+ i (13)



where isthe deadlineand now refersto the time when
the messagewvas sert. We can changethe semartics of
the protocol to just-in-time delivery as follows:

m : h;l;t = (N; t2 [ty to]i (14)
wheret; = now tg+ " andt; = now+ tg+ ". The de-
livery hasto occur in atight interval 2* which formally
capturesthe concept of just-in-time delivery.

SPEED. SPEED[]] is a novel soft real-time com-
munication protocol for sensornetworks that focuses
on making the delivery of messagesredictable. To
this end, SPEED guarantees uniform delivery speed
acrossthe network. Sincewe are considering a sensor
network, it is reasonableto assumethat nodesare lo-
cation aware. As sud, the location of the node can be
de ned by its cartesian coordinates. When the speed
of messagealelivery and the distance betweennodesare
known, the deadlinefor end-to-end messagealelivery is:

tr ue;

dist(iog;i1)
tend to end = ————
v
The distance is the Euclidian distance betweenthe
sourceof the messagenode ip, and the destination of
the messagenodeiy; v is the velocity of messageprop-
agation trough the network. The delivery of messages
to a destination can be formalized as follows:

(15)

m : h;l;t = (16)
where imposesthe SPEED's realtime constraints on
messageadelivery and is de ned as:

i = iq; true; (t)i

i ios v () (t2 w ")

Thus, istrueif the end-to-enddelivery time is within
a tight interval having the expected end-to-end delay
given by equation 15. " is the tolerance of the system
relative to the tardinessin the messagedelivery.

Time-based anycast. Often, systemsdo not have
cortrol over the delays incurred during messagerans-
mission. In this case,the applications must adapt its
delivery behavior to accourt for this uncertainty. The
following protocol can be seenas a transport proto-
col adaptation to delays incurred during transmission.
Consider the scenarioof having to deliver a letter to
an oce. The letter can be received by any of the
available secretaries,A, B, or C. Assuming that eadh
secretary hasits own schedule, modelled using a func-
tion :1 ! R that assciates secretariesand sthed-
ules. Two secretariesare never at work simultaneously.
A protocol speci cation for the above example can be
formalized as follows:

m : h;l;t (i t); true; truei an

where ! (i; t) is usedto correlate the identity and the
schedulesas follows:

LGty (12 (1)
where 1, the inverseof , identies which secre-
taries are available at a given time. The delivery can
be acceptedby any available secretary

3.4 Spatiotemporal protocols

With the advent of sensometworks and mobile com-
puting, a new generation of spatiotemporal protocols
have beendeveloped. One exampleis Mobicast [3].

Mobicast. Mobicast is a multicast protocol that
allows a node to senda messagdo all nodesin a geo-
graphic region that changeswith time. This region is
called the delivery zone Ideally, all nodestraversedby
the delivery zonewill have received the message.

Mobicast is useful in many scenarios. Consider an
ambulance speedingdown the road. To avoid slowing
down or getting into an accidert, it needsto warn cars
aheadthat it is about to come. This warning message
can be broadcastedto cars ahead of the ambulance.
Howevwer, the messagemust not be delivered too far
ahead of the ambulance. Otherwise, cars may pull o
the road and wait a long time before the ambulance
actually passes.Mobicast may be usedto cortrol the
propagation of the warning messagaheadof the ambu-
lance. The delivery zoneis speci ed such that it moves
ahead of the ambulance an appropriate distance.

We formally characterize Mobicast as follows. The
delivery zoneis modelled using Z(t). Z(t) maps the
time to the geographicregion a messaganust be deliv-
eredto. Oncea node erters Z(t), it must be delivered
the messageas soon as possible. Let ts be the time in
which the messagés sert and ty be the lifetime of the
message.The delivery speci cation of Mobicast is:

m : h;l;t otrue;  (I;t); t2 [ts;tyli (18)
where
(t) (12 2(1)
Notice that  correlateslocation with time. This is

necessanto capture a delivery zonethat changesover
time. Mobicast is only the rst amongwhat we expect
to be a large family of new spatiotemporal protocols.

3.5 Further Generalizations

Our current notation requires a messagebe deliv-
ered to all nodeswithin the delivery volume. This is



not always feasibleor desirable. For example, if, while

a messageis being propagated, a node quickly moves
in and out of the delivery zone,the protocol implemen-

tation might not have a chanceto deliver the message
to it. A simple way to accourt for this is to re ne the

speci cation to include a minimum time, Tn, , that a

node must be in the delivery volume in order for deliv-

ery to be required.

Another area where our notation may be re ned is
the ability to specify how many destination nodes ac-
tually receive the message.Currently, we have de ned
the speci cation to meanthat all nodesin the deliv-
ery volume will receive the message Someapplications
may require only one node within the delivery volume
to receive the messageso called anycast. This hasim-
mediate applicability to many scenarios.For example,
suppose we have a sensornetwork that measuresthe
ambient temperature of a eld. An obsener is inter-
estedin the temperature of a particular region of the
eld. This region is small enough such that temper-
ature uctuations acrossit are minimal. Thus, when
the obsener queriesthe regionfor its temperature, only
onenodein the region needsto reply to the query. Hav-
ing all nodesin the region receiwe the query increases
network congestion and also wastes valuable battery
power.

Anycast is only one alternative mode of delivery,
there are many other possibilities. For example, some
applications may only require that most nodesin the
delivery volume receive the messageor that only nodes
whosebattery charge level is at least 90% receiwe the
message.The possibilities are endless.

4. Conclusions

Computer networks revolutionized the way we com-
municate and live our lives. Recent advancesin sensor
networks, mobile computing, and wirelesscommunica-
tion, promise to cortinue to shape the way we inter-
act with ead other and with our ervironment. The
advent of these new computing paradigms resulted in
a plethora of new information dissemination proto-
cols. While traditional protocols assignedead node
a unique identi er that is used as the destination ad-
dress of a messagenew protocols tend to rely on an
interplay among multiple dimensionsincluding space
and time. We obsened that the various protocols dif-
fer mainly in the way they specify which nodesa mes-
sagemust receive a message. These di erences were,
at times, subtle, and relationships between protocols
unclear. Given this obsenation, we developed a new
notation for unifying the three speci cation dimensions
of identit y, space,and time. We formally de ned the

notation and showved how it captures the delivery se-
mantics of popular protocols in use today. We also
showed how our notation can be generalizedto capture
new protocolsthat have yet to be investigated and dis-
cussedfurther enhancemets to our notation that allow
it to capture ertirely new classesof protocols leading
to new averues of researd.
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